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Sendmail implements a general purpose internetwork mail routing facility under the
UNIX* operating system. It is not tied to any one transport protocol — its function may be
likened to a crossbar switch, relaving messages from one domain into another. In the process.
it can do a limited amount of message header editing to put the message into a format that is
appropriate for the receiving domain. All of this is done under the control of a configuration
file.

Due to the requirements of flexibility for sendmail, the configuration file can seem some-
what unapproachable. However, there are only a few basic configurations for most sites. for
which standard configuration files have been supplied. Most other configurations can be built
by adjusting an existing configuration files incrementally.

Although sendmail is intended to run without the need for monitoring. it has a number of
features that may be used to monitor or adjust the operation under unusual circumstances.
These features are described.

Section one describes how to do a basic sendmail installation. Section two explains the
day-to-day information you should know to maintain vour mail system. If you have a relativelyv
normal site. these two sections should contain sufficient information for you to install sendma:i
and keep it happy. Section three describes some parameters that may be safely tweaked. Sec-
tion four has information regarding the command line arguments. Section five contains the
nitty-gritty information about the configuration file. This section is for masochists and people
who must write their own configuration file. The appendixes give a brief but detailed explana-
tion of a number of features not described in the rest of the paper.

The references in this paper are actually found in the companion paper Sendmail — A4n
Internerwork Mail Router. This other paper should be read before this manual to gain a basic
understanding of how the pieces fit together.

1. BASIC INSTALLATION

There are two basic steps to installing sendmail. The hard part is to build the
configuration table. This is a file that sendmail reads when it starts up that describes the
mailers it knows about, how to parse addresses, how to rewrite the message header, and tha
settings of various options. Although the configuration table is quite complex. a
configuration can usually be built by adjusting an existing off-the-shelf configuration. The
second part is actually doing the installation. i.e., creating the necessary files. etc.

The remainder of this section will describe the installation of sendmail assuming vou
can use one of the existing configurations and that the standard installation parameters are
acceptable. All pathnames and examples are given from the root of the sendmail subtres.

*UNIX 15 a trademark of Beil Laboratories.

Sendmail Installation and Operation Guide 1
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1.1. Off-The-Shelf Configurations

The configuration files are all in the subdirectory ¢fof the sendmail directory. The
ones used at Berkeley are in mJ4(1) format. files with names ending "".m4"" are m+
include files. while files with names ending **.mc"" are the master files. Files with names
ending ‘'.cf"" are the m4J processed versions of the corresponding "*.mc"" file.

Two off the shelf configuration files are supplied to handle the basic cases
¢flarpaproto.cf for Arpanet (TCP) sites and ¢fluucpproto.cf for UUCP sites. These are rnor
in m4 format. The file you need should be copied to a file with the same name as yvour
system, e.g..

¢p uucpproto.cf ucsfegl.cf
This file is now ready for installation as /usr/lib/sendmail.cf.

1.2. Installation Using the Makefile

A makefile exists in the root of the sendmail directory that will do all of these steps
for a 4.2BSD system. It may have to be slightly tailored for use on other svstems.

Before using this makefile, you should already have created your configuration file
and left it in the file “*cf/system.cf”’ where system is the name of vour system (i.e.. what
is returned by hosrname(1)). If you do not have hostname you can use the declaration
“HOST =system’” on the make(l) command line. You should also examine the file
md/config.m4 and change the m4 macros there to reflect any libraries and compilation
flags you may need.

The basic installation procedure is to type:

make
make inszall

in the root directory of the sendmail distribution. This will make all binaries and install
them in the standard places. The second make command must be executed as the
superuser (root).

1.3. Installation by Hand

Along with building a configuration file. vou will have to irstall the sendmai startup
into your UNIX system. If vou are doing this installation in conjunction with a regular
Berkeley UNIX install, these steps will already be complete. Many of these steps will
have to be executed as the superuser (root).

1.3.1. lib/libsys.a

The library in lib/libsys.a contains some routines that should in some sense be
part of the system library. These are the system logging routines and the new direc-
tory access routines (if required). If vou are not running the new 4.2BSD directory
code and do not have the compatibility routines installed in your system library. vou
should execute the commands:

cd lib
make ndir

This will compile and install the 4.2 compatibility routines in the library. You should
then type:

cd lib # if required
make

This will recompile and fill the library.
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1.3.2. /usr/lib/sendmail

The binary for sendmail is located in /usr/lib. There is a version available n
the source directory that is probably inadequate for vour system. -You should plan on
recompiling and installing the entire system:

cd src

m —-f*.o

make

cp sendmail /usr/lib

1.3.3. /usr/lib/sendmail.cf

The configuration file that vou created earlier should be installed n
/usr/lib/sendmail.cf:

cp cf/system.cf /usr/lib/sendmail.cf

1.3.4. /usr/ucb/newaliases

If you are running delivermail, it is critical that the newalases command be
replaced. This can just be a link to sendmait.

rm —f /usr/ucb/newaliases
In /usr/lib/sendmail /usr/ucb/newaliases

1.3.5. /usr/lib/sendmail.cf
The configuration file must be installed in /usr/lib. This is described above.

1.3.6. /usr/spool/mqueue

The directory /usr/spool/mgueue should be created to hold the mail queue. This
directory should be mode 777 unless sendmail is run setuid, when mqueue should be
owned by the sendmail owner and mode 733,

1.3.7. /usr/lib/aliases*

The svstem aliases are held in three files. The file “*/usr/lib/aliases™ is the
master copy. A sample is given in “'lib/aliases’ which includes some aliases which
must be defined:

cp lib/aliases /usr/lib/aliases
You should extend this file with any aliases that are apropos to vour system.

Normally sendmail looks at a version of these files maintained by the dbm(3,
routines. These are stored in ‘‘/usr/lib/aliases.dir’” and **/usr/lib/aliases.pag.”” These
can initially be created as empty files. but they will have to be initialized promptiy
These should be mode 666 if you are running a reasonably relaxed system:

cp /dev/null /usr/lib/aliases.dir
cp /dev/null /usr/lib/aliases.pag
chmod 666 /usr/lib/aliases.*
newaliases

1.3.8. /usr/lib/sendmail.fc

If you intend to install the frozen version of the configuration file (for quick
startup) yvou should create the file /usr/lib/sendmail.fc and initialize it. This step mas
be safely skipped.
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N

cp /dev/null /usr/lib/sendmail.fc
/usr/lib/sendmail —bz

1.3.9. /etc/rc

It will be necessary to start up the sendmail daemon when vour system reboots.
This daemon performs two functions: it listens on the SMTP socket for connections
(to receive mail from a remote sysiem) and it processes the queue periodically 1o
insure that mail gets delivered when hosts come up.
Add the following lines to *‘/etc/rc"” (or **/etc/rc.local™ as appropriate) in the
area where it is starting up the daemons:
if [ —f /usr/lib/sendmail ; then
(cd /usr/spool/mqueue; rm —f [Inx]f*)
/usr/lib/sendmail —bd —q30m &
echo —n ' sendmail’ >/dev/console
fi
The **cd’” and ‘'rm”’ commands insure that all lock files have been removed. extrane-
ous lock files may be left around if the system goes down in the middle of processing
a message. The line that actually invokes sendmail has two flags: **—bd"" causes it to
listen on the SMTP port. and ""—q30m"’ causes it to run the queue every half hour.

If you are not running a version of UNIX that supports Berkeley TCP/IP, do
not include the —bd flag.

1.3.10. /usr/lib/sendmail.hf

This is the help file used by the SMTP HELP command. It should be copied
from “*lib/sendmail.hf "

cp lib/sendmail.hf /usr/lib

1.3.11. /usr/lib/sendmail.st

If vou wish to collect statistics about your mail traffic. you should creatzs the fiie
**/usr/lib/sendmail.st’":

¢p /dev/null /usr/lib/sendmail.st
chmod 666 /usr/lib/sendmail.st

This fiie does not grow. It is printed with the program ‘‘aux/mailstats.”

1.3.12. /etc/syslog

You may want to run the sysiog program (1o collect log information about send-
mail). This program normally resides in /etc/syslog, with support files ferc/svsiog.cont
and ferc/syslog.pid. The program is located in the aux subdirectory of the sendmail dis-
tribution. The file /erc/svsiog.conf describes the file(s) that sendmail will log in. For a
complete description of syslog, see the manual page for sysiog(8) (located in
sendmauil/doc on the distribution).

1.3.13. /usr/ucb/newaliases

If sendmail is invoked as ‘‘newaliases.” it will simulate the —bi flag (i.e.. will
rebuild the alias database; see below). This should be a link to /usr/lib/sendmail.

1.3.14. /usr/ucb/mailq

If sendmail is invoked as ‘‘mailg.”’ it will simulate the —bp flag (i.e.. sendmai
will print the contents of the mail queue: see below). This should be a link to
/usr/lib/sendmail.
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2. NORMAL OPERATIONS

2.1. Quick Configuration Startup
A fast version of the configuration file may be set up by using the —bz flag:
/usr/lib/sendmail —bz

This creates the file /usr/lib/sendmail fc (**frozen configuration™). This file is an image of
sendmail's data space after reading in the configuration file. If this file exists. it is used
instead of /usr/lib/sendmail.cf sendmail fc must be rebuilt manually every time sendmail.ct
is changed.

The frozen configuration file will be ignored if a —C flag is specified or if sendmail
detects that it is out of date. However, the heuristics are not strong so this should nnt
be trusted.

2.2. The System Log
The system log is supported by the syslog (8) program.

2.2.1. Format

Each line in the system log consists of a timestamp. the name of the machine
that generated it (for logging from several machines over the ethernet). the word
**sendmail:"’, and a message.

2.2.2. Levels

If you have syslog(8) or an equivalent installed. you will be able to do logging.
There is a large amount of information that can be logged. The log is arranged as a
succession of levels. At the lowest level only extremely strange situations are logged.
At the highest level. even the most mundane and uninteresting events are recorded
for posterity. As a convention. log levels under ten are considered “"useful.”” log lev-
els above ten are usually for debugging purposes.

A complete description of the log levels is given in section 4.3.

2.3. The Mail Queue

The mail queue should be processed transparently. However, you may find that
manual intervention is sometimes necessary. For example, if a major host is down for a
period of time the queue may become clogged. Although sendmail ought to recover
gracefully when the host comes up, you may find performance unacceptably bad in the
meantime.

2.3.1. Printing the queue

The contents of the queue can be printed using the mailg command (or by
specifving the —bp flag to sendmail):

mailq

This will produce a listing of the queue id’s, the size of the message. the date the
message entered the queue, and the sender and recipients.

2.3.2. Format of queue files

All queue files have the form xf4.499999 where 4499999 is the :d for this file
and the xis a type. The types are:

d The data file. The message body (excluding the header) is kept in this file.

1 The lock file. If this file exists. the job is currently being processed. and a
queue run will not process the file. For that reason, an extraneous If file can
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cause a job to apparently disappear (it will not even time out!).

This file is created when an id is being created. It is a separate file 10 insure
that no mail can ever be destroved due to a race condition. It should exist for
no more than a few milliseconds at any given time.

The queue control file. This file contains the information necessary to process
the job. '

A temporary file. These are an image of the gf file when it is being rebuilt. It
should be renamed to a qf file very quickly.

A transcript file. existing during the life of a session showing everything that
happens during that session.

The qf file is structured as a series of lines each beginning with a code letter.

The lines are as follows:

D  The name of the data file. There may only be one of these lines.

H A header definition. There may be any number of these lines. The order is
important: they represent the order in the final message. These use the same
syntax as header definitions in the configuration file.

R A recipient address. This will normally be completely aliased. but is actually
realiased when the job is processed. There will be one line for each recipient.

S The sender address. There may only be one of these lines.

T The job creation time. This is used to compute when to time out the job.

P The current message priority. This is used to order the queue. Higher numbers
mean lower priorities. The priority increases as the message sits in the queue.
The initial priority depends on the message class and the size of the message.

M A message. This line is printed by the mailg command. and is generally used to
store status information. It can contain any text.

As an example, the following is a queue file sent to ‘‘mckusick@calder’” and
wnj

DdfA13557

Seric

T404261372

P132

Rmckusick@calder

Rwnj

H?D?%date: 23-Oct-82 15:49:32-PDT (Sat)
H?F?from: eric (Eric Allman)
H?x?full-name: Eric Allman
Hsubject: this is an example message
Hmessage-id: <8209232249.13557@ UCBARPA.BERKELEY.ARPA>
Hreceived: by UCBARPA.BERKELEY ARPA (3.227 [10/22/82])
id A13557; 23-Oct-82 15:49:32-PDT (Sat)
Hphone: (415) 548-3211
HTo: mckusick@calder, wnj

This shows the name of the data file, the person who sent the message. the submis-
sion ume (in seconds since January 1, 1970). the message priority. the message class.
the recipients, and the headers for the message.

2.3.3. Forcing the queue

Sendmail should run the queue automatically at intervals. The algorithm is to0

read and sort the queue, and then to attempt to process all jobs in order. When it
attemnpts to run the job, sendmail first checks to see if the job is locked. If so. it

Yersion 4.2

Last Mod 7/28/83



Sendmail Installation and Operatioﬁ Guide

ignores the job.

There is no attempt to insure that only one queue processor exists at any time,
since there is no guarantee that a job cannot take forever to process. Due to the
locking algorithm, it is impossible for one job to freeze the queue. However. an
uncooperative recipient host or a program recipient that never returns can accumulate
many processes in your system. Unfortunately, there is no way to resolve this
without violating the protocol.

In some cases, you may find that a major host going down for a couple of days
may create a prohibitively large queue. This will result in sendma:l spending an inor-
dinate amount of time sorting the queue. This situation can be fixed by moving the
queue to a temporary place and creating a new queue. The old queue can be run
later when the offending host returns to service.

To do this, it is acceptable to move the entire queue directory:

cd /usr/spool
mv mqueue omqueue;, mkdir mqueue; chmod 777 mqueue

You should then kill the existing daemon (since it will still be processing in the old
queue directory) and create a new daemon.

To run the old mail queue, run the following command:
/usr/lib/sendmail —o0Q/usr/spool/omqueue —q

The —oQ flag specifies an alternate queue directory and the —q flag says to just run
every job in the queue. If you have a tendency toward voyeurism. you can use the
—v flag to watch what is going on.

When the queue is finally emptied. you can remove the directory:
rmdir /usr/spool/omqueue

2.4. The Alias Database

The alias database exists in two forms. One is a text form. maintained in the file
lusr/lib/aliases. The aliases are of the form

name: namel, name2, ...
Only local names may be aliased: e.g.,
eric@mit-xx: eric@berkeley

will not have the desired effect. Aliases may be continued by starting any continuation
lines with a space or a tab. Blank lines and lines beginning with a sharp sign (**#"") are
comments.

The second form is processed by the dbm(3) library. This form is in the files
lusriliblaliases.dir and /fusr/liblaliases.pag. This is the form that sendmail actually uses to
resolve aliases. This technique is used to improve performance.

2.4.1. Rebuilding the alias database

The DBM version of the database may be rebuilt explicitly by executing the
command

newaliases
This is equivalent to giving sendmaii the —bi flag:
/usr/lib/sendmail —bi
If the **D™" option is specified in the configuration. sendma:! will rebuild the alias

database automatically if possible when it is out of date. The conditions under which
it will do this are:
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(1) The DBM version of the database is mode 666. -or-
(2) Sendmauil is running setuid to root.

Auto-rebuild can be dangerous on heavily loaded machines with large alias files: if it
might take more than five minutes to rebuild the database. there 1s a chance that
several processes will start the rebuild process simultaneously.

2.4.2. Potential problems

There are a number of problems that can occur with the alias database. They all
result from a sendmail process accessing the DBM version while it is only partially
built. This can happen under two circumstances: One process accesses the database
while another process is rebuilding it, or the process rebuilding the database dies (due
to being killed or a system crash) before completing the rebuild.

Sendmail has two techniques to try to relieve these problems. First, it ignores
interrupts while rebuilding the database; this avoids the problem of someone aborting

the process leaving a partially rebuilt database. Second, at the end of the rebuild it
adds an alias of the form

@ @
(which is not normally legal). Before sendmail will access the database. it checks 1o
insure that this entry exists'. It will wait up to five minutes for this entry to appear.
at which point it will force a rebuild itself~.

2.4.3. List owners

If an error occurs on sending to a certain address, say ‘‘x°, sendmail will look
for an alias of the form ““owner-x"" to receive the errors. This is typically useful for a
mailing list where the submitter of the list has no control over the maintanence of
the list itself. in this case the list maintainer would be the owner of the list. For
example:

unix-wizards: eric@ucbarpa, wnj@monet, nosuchuser.
sam@ matisse
owner-unix-wizards: eric@ucbarpa

would cause ‘‘eric@ucbarpa’ to get the error that will occur when someone sends o
unix-wizards due to the inclusion of ‘‘nosuchuser’” on the list.

2.5. Per-User Forwarding (.forward Files)

As an alternative to the alias database, any user may put a file with the name ** for-
ward™ in his or her home directory. If this file exists. sendmai/ redirects mail for that
user to the list of addresses listed in the .forward file. For example. if the home direc-
tory for user ‘*mckusick’ has a .forward file with contents:

mckusick@ernie
kirk@calder

then any mail arriving for “*mckusick’ will be redirected to the specified accounts.

2.6. Special Header Lines

Several header lines have special interpretations defined by the configuration file
Others have interpretations built into sendmarl that cannot be changed without changing
the code. These builtins are described here.

'The "2’ option 1s required in the configuration for this action to occur  This should normally he specified ur-
less vou are running J¢iivermal 1n paraliel with sendmaril.

INote: the "D’ option must be specified in the configuration file for this operation to occur
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2.6.1. Return-Receipt-To:

If this header is sent, a message will be sent to any specified addresses when the
final delivery is complete. if the mailer has the | flag (locai delivery) set in the mailer
descriptor.

2.6.2. Errors-To:

If errors occur anywhere during processing. this header will cause error mes-
sages to go to the listed addresses rather than to the sender. This is intended for
mailing lists.

2.6.3. Apparently-To:
If a message comes in with no recipients listed in the message (in a To:, Cc:. or
Bec: line) then sendmail will add an ‘*Apparently-To:"" header line for any recipients it
is aware of. This is not put in as a standard recipient line to warn any recipients that
the list is not complete.

At least one recipient line is required under RFC 822.

3. ARGUMENTS

The complete list of arguments to sendmail is described in detail in Appendix A. Some
important arguments are described here.

3.1. Queue Interval

The amount of time between forking a process to run through the queue is defined
by the —q flag. If you run in mode f or a this can be relatively large. since it will only
be relevant when a host that was down comes back up. If vou run in q mode it should
be relatively short, since it defines the maximum amount of time that a message may sit
in the queue.

3.2. Daemon Mode

If you allow incoming mail over an IPC connection. vou should have a daemon
running. This should be set by your /etc/rc file using the —bd flag. The —bd flag and
the —q flag may be combined in one cail:

/usr/lib/sendmail —bd —q30m

3.3. Forcing the Queue

In some cases you may find that the queue has gotten clogged for some reason.
You can force a queue run using the —q flag (with no value). It is entertaining to use
the —v flag (verbose) when this is done to watch what happens:

/usr/lib/sendmail —q —v

3.4. Debugging

There are a fairly large number of debug flags built into sendmail Each debug flag
has a number and a level, where higher levels means to print out more information.
The convention is that levels greater than nine are ‘‘absurd.” i.e., they print out so
much information that you wouldn't normally want to see them except for debugging
that particular piece of code. Debug flags are set using the —d option: the syntax is:
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debug-flag:  —d debug-list

debug-list: debug-option [ , debug-option ]
debug-option: debug-range [ . debug-level ]
debug-range: integer|integer — integer
debug-level: integer

where spaces are for reading ease only. For example,

-dl12 Set flag 12 to level 1
-d12.3 Set flag 12 to level 3
-d3-17 Set flags 3 through 17 to level |

-d3-17.4 Set flags 3 through 17 to level 4

For a complete list of the available debug flags you will have to look at the code (they
are too dynamic to keep this documentation up to date).

3.5. Trying a Different Configuration File
An alternative configuration file can be specified using the —C flag. for example.
/usr/lib/sendmail —Ctest.cf

uses the configuration file resr.cf instead of the default /usr/lib/sendmail.cf. If the —C flag
has no value it defaults to sendmail.cfin the current directory.

3.6. Changing the Values of Options
Options can be overridden using the —o flag. For example,
/usr/lib/sendmai! —oT2m
sets the T (timeout) option to two minutes for this run only.

4. TUNING

There are a number of configuration parameters you may want to change, depending
on the requirements of vour site. Most of these are set using an option in the configuration
file. For example. the line **OT3d"" sets option T to the value **3d’" (three days).

4.1. Timeouts

All time intervals are set using a scaled syntax. For example. '10m’" represents
ten minutes. whereas ‘‘2h30m’™ represents two and a half hours. The full set of scales
is:

s seconds
m minutes
h  hours

d days

w  weeks

4.1.1. Queue interval

The argument to the —gq flag specifies how often a subdaemon will run the
queue. This is typically set to between five minutes and one half hour.

4.1.2. Read timeouts

It is possible to time out when reading the standard input or when reading from
a remote SMTP server. Technicaliy, this is not acceptable within the published proto-
cols. However, it might be appropriate to set it to something large in certain environ-
ments (such as an hour). This will reduce the chance of large numbers of idle dae-

mons piling up on your system. This timeout is set using the r option in the
configuration file.
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4.1.3. Message timeouts

After sitting in the queue for a few days, a message will time out. This is to
insure that at least the sender is aware of the inability to send a message. The
timeout is typically set to three days. This timeout is set using {he T option in the
configuration file.

The time of submission is set in the queue, rather than the amount of time left
until timeout. As a result, you can flush messages that have been hanging for a short
period by running the queue with a short message timeout. For example,

/usr/lib/sendmail —oT1d —q
will run the queue and flush anything that is one day old.

4.2. Delivery Mode

There are a number of delivery modes that sendmail can operate in, set by the 'd"
configuration option. These modes specify how quickly mail will be delivered. Legal
modes are:

i  deliver interactively (synchronously)
b deliver in background (asynchronously)
q queue only (don't deliver)

There are tradeoffs. Mode *‘i"* passes the maximum amount of information to the
sender, but is hardly ever necessary. Mode ‘‘q"" puts the minimum load on your
machine, but means that delivery may be delayed for up to the queue interval. Mode
“b™" is probably a good compromise. However, this mode can cause large numbers of
processes if you have a mailer that takes a long time to deliver a message.

4.3. Log Level

The level of logging can be set for sendmail. The default using a standard
configuration table is level 9. The levels are as follows:

No logging.

Major problems only.

Message collections and failed deliveries.

Successful deliveries.

Messages being defered (due to a host being down, etc.).

Normal message queueups.

Unusual but benign incidents, e.g., trving to process a locked queue file.

Log internal queue id to external message id mappings. This can be useful for trac-
ing a message as it travels between several hosts.

12 Several messages that are basically only of interest when debuggmg
16 Verbose information regarding the queue.

O O W b W N - O

4.4, File Modes
There are a number of files that may have a number of modes. The modes depend
on what functionality you want and the level of security you require.
4.4.1. To suid or not to suid?

Sendmail can safely be made setuid to root. At the point where it is about to
exec (2) a mailer, it checks to see if the userid is zero: if so. it resets the userid and
groupid to a default (set by the u and g options). (This can be overridden by setting
the S flag to the mailer for mailers that are trusted and must be called as root.)
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However, this will cause mail processing to be accounted (using sa (8)) to root rather
than to the user sending the mail. ‘

4.4.2. Temporary file modes

The mode of all temporary files that sendmail creates is determined by the “F™
option.. Reasonable values for this option are 0600 and 0644. If the more permissive
mode is selected, it will not be necessary to run sendmail as root at all (even when
running the queue).

4.4.3. Should my alias database be writable?

At Berkeley we have the alias database (/usr/lib/aliases®) mode 666. There are
some dangers inherent in this approach: any user can add him-/her-self to any list, or
can ‘‘steal’ any other user’s mail. However. we have found users to be basically
trustworthy, and the cost of having a read-only database greater than the expense of
finding and eradicating the rare nasty person.

The database that sendmail actually used is represented by the two files
aliases.dir and aliases.pag (both in /usr/lib). The mode on these files should match
the mode on /usr/lib/aliases. If aliases is writable and the DBM files (aliases.dir and
aliases.pag) are not, users will be unable to reflect their desired changes through to
the actual database. However, if aliases is read-only and the DBM files are writable. a
slightly sophisticated user can arrange to steal mail anyway.

If vour DBM files are not writable by the world or you do not have auto-rebuild
enabled (with the **D’" option), then you must be careful to reconstruct the alias
database each time you change the text version:

newaliases

If this step is ignored or forgotten any intended changes will also be ignored or for-
gotten. ' ‘

5. THE WHOLE SCOOP ON THE CONFIGURATION FILE

This section describes the configuration file in detail, including hints on how to write
one of your own if you have to.

There is one point that should be made clear immediately: the syntax of the
configuration file is designed to be reasonably easy to parse. since this is done every time
sendmail starts up, rather than easy for a human to read or write. On the *‘future project”™
list is a configuration-file compiler.

An overview of the configuration file is given first. followed by details of the seman-
tics.

5.1. The Syntax

The configuration file is organized as a series of lines, each of which begins with a
single character defining the semantics for the rest of the line. Lines beginning with a
space or a tab are continuation lines (although the semantics are not well defined in
many places). Blank lines and lines beginning with a sharp symbol (*#') are comments.

§.1.1. R and S — rewriting rules

The core of address parsing are the rewriting rules. These are an ordered pro-
duction system. Sendmail scans through the set of rewriting rules looking for a match
on the left hand side (LHS) of the rule. When a rule matches. the address is
replaced by the right hand side (RHS) of the rule.

There ‘are several sets of rewriting rules. Some of the rewriting sets are used
internally and must have specific semantics. Other rewriting sets do not have
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specifically assigned semantics, and may be referenced by the mailer definitions or by
other rewriting sets.

The syntax of these two commands are:
Sn

Sets the current ruleset being collected to n. If you begin a ruleset more than once it
deletes the old definition.

R/hs rhs comments

The fields must be separated by at least one tab character; there may be embedded
spaces in the fields. The /hs is a pattern that is applied to the input. If it matches.
the input is rewritten to the rhs. The comments are ignored.

5.1.2. D — define macro

Macros are named with a single character. These may be selected from the
entire ASCII set, but user-defined macros should be selected from the set of upper
case letters only. Lower case letters and special symbols are used internally.

The syntax for macro definitions is:
Dxval

where x is the name of the macro and val is the value it should have. Macros can be
interpolated in most places using the escape sequence $x.

§.1.3. C and F — define classes

Classes of words may be defined to match on the left hand side of rewriting
rules. For example a class of all local names for this site might be created so that
attempts to send to oneself can be eliminated. These can either be defined directly in
the configuration file or read in from another file. Classes may be given names from
the set of upper case letters. Lower case letters and special characters are reserved
for system use.

The syntax is:

Ccwordl word?2...
Fcfile [ format )

The first form defines the class ¢ to match any of the named words. It is permissible
to split them among multiple lines; for example, the two forms:

CHmonet ucbmonet
and

CHmonet
CHucbmonet

are equivalent. The second form reads the elements of the class ¢ from the named
Jile, the format is a scanf(3) pattern that should produce a single string.
5.1.4. M - define mailer
Programs and interfaces to mailers are defined in this line. The format is:
Mname, {field= value }*

where name is the name of the mailer (used internally only) and the *‘field=name™
pairs define attributes of the mailer. Fields are:
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Path The pathname of the mailer

Flags Special flags for this mailer

Sender A rewriting set for sender addresses
Recipient A rewriting set for recipient addresses

Argv An argument vector to pass to this mailer
Eol The end-of-line string for this mailer
Maxsize The maximum message length to this mailer

Only the first character of the field name is checked.

§.1.5. H - define header

The format of the header lines that sendmail inserts into the message are
defined by the H line. The syntax of this line is:

HI[? mflags?) hname: htemplate

Continuation lines in this spec are reflected directly into the outgoing message. The
htemplate is macro expanded before insertion into the message. If the mflags (sur-
rounded by question marks) are specified., at least one of the specified flags must be
stated in the mailer definition for this header to be automatically output. If one of
these headers is in the input it is reflected to the output regardless of these flags.

Some headers have special semantics that will be described below.

§.1.6. O — set option

There are a number of ‘‘random’ options that can be set from a configuration
file. Options are represented by single characters. The syntax of this line is:

Qo value

This sets option o to be value. Depending on the option. value may be a string. an
integer. a boolean (with legal values *'t™", “T". ‘™", or *'F'", the default is TRUE).
or a time interval.

5.1.7. T = define trusted users

Trusted users are those users who are permitted to override the sender address
using the —f flag. These typically are “‘root,” ““uucp,” and ‘‘network.”” but on some
users it may be convenient to extend this list to include other users. perhaps to sup-
port a separate UUCP login for each host. The syntax of this line is:

Tuserl user?...
There may be more than one of these lines.

5.1.8. P — precedence definitions

Values for the “‘Precedence:’ field may be defined using the P control line.
The syntax of this field is:

P name=num

When the name is found in a ‘‘Precedence:” field, the message class is set to num.
Higher numbers mean higher precedence. Numbers less than zero have the special
property that error messages will not be returned. The default precedence is zero.
For example, our list of precedences is:

Pfirst-class =0
Pspecial-delivery =100
Pjunk=—100
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5.2. The Semantics
This section describes the semantics of the configuration file.

§.2.1. Special macros, conditionals

Macros are interpolated using the construct $x. where x is the name of the
macro to be interpolated. In particular, lower case letters are reserved to have special
semantics, used to pass information in or out of sendmail. and some special charac-
ters are reserved to provide conditionals, etc.

The following macros must be defined to transmit information into sendma:i:

e The SMTP entry message

j  The “‘official’’ domain name for this site

1  The format of the UNIX from line

n The name of the daemon (for error messages)
o0 The set of "operators” in addresses

q default format of sender address

The Se macro is printed out when SMTP starts up. The first word must be the §j
macro. The §j macro should be in RFC821 format. The 8l and $Sn macros can be
considered constants except under terribly unusual circumstances. The So macro con-
sists of a list of characters which will be considered tokens and which will separate
tokens when doing parsing. For example, if *'r’" were in the So macro. then the
input ‘*address’” would be scanned as three tokens: “‘add,”” *‘r,”’ and “‘ess.”” Finally.
the Sq macro specifies how an address should appear in a message when it is
defaulted. For example. on our system these definitions are:

DeSj Sendmail Sv ready at Sb
DnMAILER-DAEMON
DIFrom Sg Sd

Do.:%@!" =/

DqSg37x (3x)S.

DjSH.SD

An acceptable alternative for the $8q macro is *"S?xSx S.<Sg>"". These correspond
to the following two formats:

eric@Berkeley (Eric Allman)
Eric Allman <eric@Berkeley >

Some macros are defined by sendmait for interpolation into argv's for mailers or
for other contexts. These macros are:
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The origination date in Arpanet format
The current date in Arpanet format

The hop count

The date in UNIX (ctime) format

The sender (from) address

The sender address relative to the recipient
The recipient host

The queue id

Sendmail’s pid

Protocol used

Sender’s host name

A numeric representation of the current time
The recipient user

The version number of sendmail

The hostname of this site

The full name of the sender

The id of the sender’s tty

The home directory of the recipient

N<e X g<c ~»n™g —gme—"Qo6oow

There are three types of dates that can be used. The $a and $b macros are in
Arpanet format; $a is the time as extracted from the ‘‘Date:’" line of the message (if
there was one), and $b is the current date and time (used for postmarks). If no
“Date:"" line is found in the incoming message, $a is set to the current time also.
The $Sd macro is equivalent to the $a macro in UNIX (ctime) format.

The $f macro is the id of the sender as originally determined: when mailing to a
specific host the $g macro is set to the address of the sender relarve to the recipient.
For example, if 1 send to '‘bollard@matisse’” from the machine “‘ucbarpa’ the Sf
macro will be *‘eric’” and the $g macro will be “‘eric@ucbarpa.™

The $x macro is set to the full name of the sender. This can be determined in
several ways. It can be passed as flag to sendmail. The second choice is the value of
the **Full-name:’’ line in the header if it exists. and the third choice is the comment
field of a ‘*From:™ line. If all of these fail, and if the message is being originated
locally. the full name is looked up in the /erc/passwd file.

When sending, the Sh, Su, and $z macros get set to the host, user, and home
directory (if local) of the recipient. The first two are set from the $@ and $: part of
the rewriting rules, respectively.

The Sp and $t macros are used to create unique strings (e.g., for the
‘“‘Message-Id:"’ field). The $i macro is set to the queue id on this host: if put into the
timestamp line it can be extremely useful for tracking messages. The Sy macro is set
to the id of the terminal of the sender (if known). some systems like to put this in
the Unix ““From’ line. The $v macro is set to be the version number of sendmait,
this is normally put in timestamps and has been proven extremely useful for debug-
ging. The $w macro is set to the name of this host if it can be determined. The Sc
field is set to the ‘‘hop count,” i.e., the number of times this message has been pro-
cessed. This can be determined by the —h flag on the command line or by counting
the timestamps in the message. )

The Sr and $s fields are set to the protocol used to communicate with sendmail
and the sending hostname. these are not supported in the current version.

Conditionals can be specified using the syntax:
$7x text] §text2 S.

This interpolates text! if the macro $x is set, and rext2 otherwise. The “‘else™ (§)
clause may be omitted.
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§.2.2. Special classes

The class $=w is set to be the set of all names this host is known by. This can
be used to delete local hostnames.

5.2.3. The left hand side

The left hand side of rewriting rules contains a pattern. Normal words are sim-
ply matched directly. Metasyntax is introduced using a dollar sign. The metasymbols
are:

$*  Match zero or more tokens
$+ March one or more tokens

$— Match exactly one token

$=x Maich any token in class x

$ x Match any token not in class x

If any of these match, they are assigned to the symbol $n for replacement on the
right hand side, where n is the index in the LHS. For example, if the LHS:
$—-8S+
is applied to the input:
UCBARPA.eric
the rule will match, and the values passed to the RHS will be:

S1 UCBARPA
$2 eric

5.2.4. The right hand side

When the right hand side of a rewriting rule matches, the input is deleted and
replaced by the right hand side. Tokens are copied directly from the RHS unless they
are begin with a dollar sign. Metasymbols are:

Sn Substitute indefinite token » from LHS
$>n “Call’”’ ruleset n

$# mailer Resolve 10 mailer

$S@ host  Specify host

S:user Specify user

The $n syntax substitutes the corresponding value from a $+, $—, $*, $=. or
$~ match on the LHS. It may be used anywhere.

The $> n syntax causes the remainder of the line to be substituted as usual and
then passed as the argument to ruleset n. The final value of ruleset n then becomes
the substitution for this rule.

The $# syntax should only be used in ruleset zero. It causes evaluation of the
ruieset to terminate immediately, and signals to sendmail that the address has com-
pletely resolved. The complete syntax is:

S#mailerS@ hossS: user

This specifies the {mailer, host, user} 3-tuple necessary to direct the mailer. If the
matler is local the host part may be omitted. The mailer and host must be a single
word, but the user may be multi-part.

A RHS may also be preceeded by a $@ or a $: to control evaluation. A $@
prefix causes the ruleset to return with the remainder of the RHS as the value. A S:
prefix causes the rule 10 terminate immediately, but the ruleset to continue: this can
be used to avoid continued application of a rule. The prefix is stripped before con-
tinuing.
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The $@ and §: prefixes may preceed a $> spec. for example:
RS+  $:35>781

matches anything, passes that to ruleset seven, and continues; the $: is necessary 1o
avoid an infinite loop.

5.2.5. Semantics of rewriting rule sets

There are five rewriting sets that have specific semantics. These are related as
depicted by figure 2.

Ruleset three should turn the address into ‘‘canonical form." This form shouid
have the basic syntax:

local-part@host-domain-spec

If no ‘@ sign is specified, then the host-domain-spec may be appended from the
sender address (if the C flag is set in the mailer definition corresponding to the send-
ing mailer). Ruleset three is applied by sendmail before doing anything with any
address.

Ruleset zero is applied after ruleset three to addresses that are going to actually
specify recipients. It must resolve to a {mailer, host. user} triple. The maiier must be
defined in the mailer definitions from the configuration file. The hosr is defined into
the $h macro for use in the argv expansion of the specified mailer.

Rulesets one and two are applied to all sender and recipient addresses respec-
tively. They are applied before any specification in the mailer definition. They must
never resolve.

Ruleset four is applied to all addresses in the message. It is typically used to
translate internal to external form.

5.2.6. Mailer flags etc.

There are a number of flags that may be associated with each mailer. each
identified by a letter of the alphabet. Many of them are assigned semantics internally.
These are detailed in Appendix C. Any other flags may be used freely to condition-
ally assign headers to messages destined for particular mailers.

O b—> reselved address

1 S

|
addr = 3 D ‘__‘f_f"’“‘ﬁ

2 > R

Figure X — R&mﬁ Set Semarm tres
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§.2.7. The *‘error’’ mailer

The mailer with the special name “‘error’” can be used to generate a user error.
The (optional) host field is a numeric exit status to be returned, and the user field is
a message to be printed. For example, the entry:

S#errorS:Host unknown in this domain

on the RHS of a rule will cause the specified error to be generated if the LHS
matches. This mailer is only functional in ruleset zero.

§.3. Building a Configuration File From Scratch

Building a configuration table from scratch is an extrernely difficult job. For-
tunately, it is almost never necessary to do so: nearly every situation that may come up
may be resolved by changing an existing table. In any case, it is critical that you under-
stand what it is that you are trying to do and come up with a philosophy for the
configuration table. This section is intended to explain what the real purpose of a
configuration table is and to give you some ideas for what your philosophy might be.

5.3.1. What you are trying to do

The configuration table has three major purposes. The first and simplest is to
set up the environment for sendmail. This involves setting the options, defining a few
critical macros, etc. Since these are described in other places, we will not go into
more detail here.

The second purpose is to rewrite addresses in the message. This should typi-
cally be done in two phases. The first phase maps addresses in any format into a
canonical form. This should be done in ruleset three. The second phase maps this
canonical form into the syntax appropriate for the receiving mailer. Sendmail does
this in three subphases. Rulesets one and two are applied to all sender and recipient
addresses respectively. After this. you may specify per-mailer rulesets for both
sender and recipient addresses. this allows mailer-specific customization. Finally,
ruleset four is applied to do any default conversion to external form.

The third purpose is to map addresses into the actual set of instructions neces-
sary to get the message delivered. Ruleset zero must resolve to the internal form,
which is in turn used as a pointer to a mailer descriptor. The mailer descriptor
describes the interface requirements of the mailer.

5.3.2. Philosophy

The particular philosophy you choose will depend heavily on the size and struc-
ture of your organization. [ will present a few possible philosophies here.

One general point applies to all of these philosophies: it is almost always a mis-
take to try to do full name resolution. For example, if you are trying to get names of
the form ‘‘user@host”” to the Arpanet, it does not pay to route them to
**xyzvax'decvax'ucbvax!c70:user@host’" since you then depend on several links not
under your control. The best approach to this problem is to simply forward to
‘*xyzvax!user@host’’ and let xyzvax worry about it from there. In summary, just get
the message closer to the destination, rather than determining the full path.

§.3.2.1. Large site, many hosts — minimum information

Berkeley is an example of a large site, i.e., more than two or three hosts.
We have decided that the only reasonable philosophy in our environment is to
designate one host as the guru for our site. It must be able to resolve any piece of
mail it receives. The other sites should have the minimum amount of informa-
tion they can get away with. In addition, any information they do have should be
hints rather than solid information.
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For example, a typical site on our local ether network is ‘‘monet.”” Monet
has a list of known ethernet hosts; if it receives mail for any of them. it can do
direct delivery. If it receives mail for any unknown host, it just passes it directly
to ‘‘ucbvax,” our master host. Ucbvax may determine that the host name is ille-
gal and reject the message, or may be able to do delivery. However. it is impor-
tant to note that when a new ethernet host is added. the only host that. must have
its tables updated is ucbvax; the others may be updated as convenient, but this is
not critical.

This picture is slightly muddied due to network connections that are not
actually located on ucbvax. For example. our TCP connection is currently on
‘‘ucbarpa.’”’ However, monet does no: know about this; the information is hidden
totally between ucbvax and ucbarpa. Mail going from monet to a TCP host is
transfered via the ethernet from monet to ucbvax, then via the ethernet from
ucbvax to ucbarpa, and then is submitted to the Arpanet. Although this involves
some extra hops, we feel this is an acceptable tradeoff.

An interesting point is that it would be possible to update monet to send
TCP mail directly to ucbarpa if the load got too high: if monet failed to note a
host as a TCP host it would go via ucbvax as before, and if monet incorrectly sent
a message to ucbarpa it would still be sent by ucbarpa to ucbvax as before. The
only problem that can occur is loops, as if ucbarpa thought that ucbvax had the
TCP connection and vice versa. For this reason, updates should a/ways happen to
the master host first.

This philosophy results as much from the need to have a single source for
the configuration files (typically built using m4(1) or some similar tool) as any
logical need. Maintaining more than three separate tables by hand is essentially an
impossible job.

5.3.2.2. Small site — complete information

A small site (two or three hosts) may find it more reasonable to have com-
plete information at each host. This would require that each host know exacily
where each network connection is, possibly including the names of each host on
that network. As long as the site remains small and the the configuration remains
relatively static, the update problem will probably not be too great.

§.3.2.3. Single host

This is in some sense the trivial case. The only major issue is trying to
insure that you don’t have to know too much about your environment. For
example, if you have a UUCP connection you might find it useful to know about
the names of hosts connected directly to you, but this is really not necessary since
this may be determined from the syntax.

‘§.3.3. Relevant issues

The canonical form you use should almost certainly be as specified in the
Arpanet protocols RFC819 and RFC822. Copies of these RFC's are included on the
sendmail tape as doc/rfc819.lpr and doc/rfc822. lpr.

RFC822 describes the format of the mail message itself. - Sendmail follows this
RFC closely, to the extent that many of the standards described in this document can
not be changed without changing the code. In particular, the following characters
have special interpretations:

<> )"\

Any attempt to use these characters for other than their RFC8ZZ purpose in
addresses is probably doomed to disaster.
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RFC819 describes the specifics of the domain-based addressing. This is touched
on in RFC822 as well. Essentially each host is given a name which is a right-to-left
dot qualified pseudo-path from a distinguished root. The elements of the path need
not be physical hosts; the domain is logical rather than physical. For example. at
Berkeley one legal host is ‘‘a.cc.berkeley.arpa’’; reading from right to left, *‘arpa™ is a
top level domain (related to, but not limited to, the physical Arpanet). ‘‘berkeley™ is
both an Arpanet host and a logical domain which is actually interpreted by a host
called ucbvax (which is actually just the ‘‘major” host for this domain), “‘cc’’
represents the Computer Center, (in this case a strictly logical entity), and *‘a’ is a
host in the Computer Center; this particular host happens to be connected via berk-
net, but other hosts might be connected via one of two ethernets or some other net-
work.

Beware when reading RFC819 that there are a number of errors in it.

5.3.4. How to proceed

Once you have decided on a philosophy, it is worth examining the available
configuration tables to decide if any of them are close enough to steal major parts of.
Even under the worst of conditions, there is a fair amount of boiler plate that can be
collected safely.

The next step is to build ruleset three. This will be the hardest part of the job.
Beware of doing too much to the address in this ruleset, since anything vou do will
reflect through to the message. In particular, stripping of local domains is best
deferred, since this can leave you with addresses with no domain spec at all. Since
sendmail likes to append the sending domain to addresses with no domain, this can
change the semantics of addresses. Also try to avoid fully qualifving domains in this
ruleset. Although technically legal, this can lead to unpleasantly and unnecessarily
long addresses reflected into messages. The Berkeley configuration files define ruleset
nine to qualify domain names and strip local domains. This is called from ruleset
zero to get all addresses into a cleaner form.

Once you have ruleset three finished, the other rulesets should be relatively
trivial. If you need hints, examine the supplied configuration tables.

5.3.5. Testing the rewriting rules — the —bt flag

When you build a configuration table, you can do a certain amount of testing
using the *‘test mode’’ of sendmail. For example, you could invoke sendmail as:

sendmail —bt —Ctest.cf

which would read the configuration file ‘‘test.cf”’ and enter test mode. In this mode,
you enter lines of the form:

rwset address

where rwset is the rewriting set you want to use and address is an address to apply the
set to. Test mode shows you the steps it takes as it proceeds. finally showing you the
address it ends up with. You may use a comma separated list of rwsets for sequential
application of rules to an input; ruleset three is always applied first. For example:

1,21,4 monet:bollard

first applies ruleset three to the input ‘‘monet:boilard.”” Ruleset one is then applied to
the output of ruleset three, followed similarly by rulesets twenty-one and four.

If you need more detail, you can also use the ‘*—d21’" flag to turn on more
debugging. For example,

sendmail —bt —d21.99
turns on an incredible amount of information; a single word address is probably going
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to print out several pages worth of information.

§.3.6. Building mailer descriptions

To add an outgoing mailer to your mail system, you will have to define the
characteristics of the mailer.

Each mailer must have an internal name. This can be arbitrary, excepl that the
names ‘‘local’’ and *‘prog’’ must be defined.

The pathname of the mailer must be given in the P field. If this mailer should
be accessed via an IPC connection, use the string **[IPC]"" instead.

The F field defines the mailer flags. You should specify an *‘f"* or “'r’ flag to

_ pass the name of the sender as a —f or —r flag respectively. These flags are only
passed if they were passed to sendmail, so that mailers that give errors under some
circumstances can be placated. If the mailer is not picky you can just specify **—f
$g” in the argv template. If the mailer must be called as root the **S’" flag should be
given; this will not reset the userid before calling the mailer’. If this mailer is local
(i.e., will perform final delivery rather than another network hop) the *‘I'* flag should
be given. Quote characters (backslashes and " marks) can be stripped from addresses
if the *‘s™ flag is specified; if this is not given they are passed through. If the mailer
is capable of sending to more than one user on the same host in a single transaction
the *‘m" flag should be stated. If this flag is on. then the argv template containing Su
will be repeated for each unique user on a given host. The *‘e"" flag will mark the
mailer as being ‘‘expensive,”’ which will cause sendmail to defer connection until a

queue run®.

An unusual case is the *‘C"" flag. This flag applies to the mailer that the mes-

sage is received from, rather than the mailer being sent to: if set, the domain spec of

" the sender (i.e., the **@host.domain’’ part) is saved and is appended to any addresses

in the message that do not already contain a domain spec. For example, a message of
the form:

From: eric@ucbarpa
To: wnj@monet, mckusick

will be modified to:

From: eric@ucbarpa
To: wnj@monet, mckusick@ucbarpa

if and only ifthe **C”’ flag is defined in the mailer corresponding to ‘‘eric@ucbarpa.™
Other flags are described in Appendix C.

The S and R fields in the mailer description are per-mailer rewriting sets to be
applied to sender and recipient addresses respectively. These are applied after the
sending domain is appended and the general rewriting sets (numbers one and two)
are applied, but before the output rewrite (ruleset four) is applied. A typical use is to
append the current domain to addresses that do not alreadv have a domain. For
example, a header of the form:

From: eric
might be changed to be:
From: eric@ucbarpa
or

3Sendmail must be running setuid to root for this to work.
“The **¢” configuration option must be given for this to be effective.
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From: ucbvax'eric

depending on the domain it is being shipped into. These sets can also be used to do
special purpose output rewriting in cooperation with ruleset four.

The E field defines the string to use as an end-of-line indication. A string con-
taining only newline is the default. The usual backslash escapes (\r. \n. \f. \b) may
be used.

Finally, an argv template is given as the E field. It may have embedded spaces.
If there is no argv with a $u macro in it, sendmail will speak SMTP to the mailer. If
the pathname for this mailer is **[{IPC],"" the argv should be

IPC $h [ porr ]
where porr is the optional port number to connect to.
For example, the specifications:

Milocal, P=/bin/mail, F=rilsm S=10, R=20, A=mail —d Su
Mether,P=[IPC], = F=meC,S=11, R=21, A=[PC Sh, M=100000

specifies a mailer to do local delivery and a mailer for ethernet delivery. The first is
called ‘‘local,”” is located in the file *‘/bin/mail,” takes a picky =r flag. does local
delivery, quotes should be stripped from addresses, and multiple users can be
delivered at once; ruleset ten should be applied to sender addresses in the message
and ruleset twenty should be applied to recipient addresses: the argv to send o a
message will be the word ‘‘mail,”” the word ‘*—d.”” and words containing the name of
the receiving user. If a —r flag is inserted it will be between the words “"mail’” and
**—d.”” The second mailer is called ‘‘ether,’ it should be connected to via an IPC
connection, it can handle multiple users at once, connections should be deferred. and
any domain from the sender address should be appended to any receiver name
without a domain; sender addresses should be processed by ruleset eleven and reci-
pient addresses by ruleset twenty-one. There is a 100,000 byte limit on messages
passed through this mailer.
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COMMAND LINE FLAGS

Arguments must be presented with flags before addresses. The flags are:

- addr

-t addr
-h cm

—Fname

-t

—Qqtime

—Cfile
—dlevel
—oxvalue

The sender’s machine address is addr. This flag is ignored unless the real user
is listed as a ‘‘trusted user’ or if addr contains an exclamation point (because
of certain restrictions in UUCP).

An obsolete form of =f.

Sets the ““hop count” to cnr. This represents the number of times this message
has been processed by sendmail (to the extent that it is supported by the under-
lying networks). Cnr is incremented during processing. and if it reaches MAX-
HOP (currently 30) sendmail throws away the message with an error.

Sets the full name of this user to name.
Don'’t do aliasing or forwarding.

Read the header for *“‘To:", *Cc:”’, and *‘Bec:™ lines. and send to everyone
listed in those lists. The ‘‘Bec:’ line will be deleted before sending. Any
addresses in the argument vector will be deleted from the send list.

Set operation mode to x. Operation modes are:

m Deliver mail (default)

Run in arpanet mode (see below)

Speak SMTP on input side

Run as a daemon

Run in test mode

Just verify addresses. don’t collect or deliver
Initialize the alias database

Print the mail queue

Freeze the configuration file

The special processing for the ARPANET includes reading the “‘From:" line
from the header to find the sender, printing ARPANET style messages (pre-
ceded by three digit reply codes for compatibility with the FTP protocol
[Neigus73, Postel74, Postel77]), and ending lines of error messages with
<CRLF>.

Try to process the queued up mail. If the time is given, a sendmail will run
through the queue at the specified interval to deliver queued mail: otherwise. it
only runs once.

NT < TAaue

Use a different configuration file.
Set debugging level.
Set option x to the specified value. These options are described in Appendix B.

There are a number of options that may be specified as primitive flags (provided for com-
patibility with delivermail). These are the e. i, m, and v options. Also. the f option may be
specified as the —s flag.
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CONFIGURATION OPTIONS

The following options may be set using the —o flag on the command line or the O line in
the configuration file:

Afile

ex

Fn

gn
Hfile

i

Ln

Mx value
m

o}

Qdir

rtime

Use the named file as the alias file. If no file is specified. use aliases in the
current directory.

If set, wait for an ‘*@:@’’ entry to exist in the alias database before starting up.
If it does not appear in five minutes, rebuild the database.

If an outgoing mailer is marked as being expensive, don’t connect immediately.
This requires that queueing be compiled in, since it will depend on a queue run
process to actually send the mail.

Deliver in mode x. Legal modes are:

i  Deliver interactively (synchronously)
b Deliver in background (asynchronously)
q Just queue the message (deliver during queue run)

If set, rebuild the alias database if necessary and possible. If this option is not
set, sendmail will never rebuild the alias database unless explicitly requested
using —bi.

Dispose of errors using mode x. The values for x are:

p Print error messages (default)
q No messages. just give exit status
m Mail back errors
w  Write back errors (mail if user not logged in)
e Mail back errors and give zero exit stat always
The temporary file mode, in octal. 644 and 600 are good choices.

Save Unix-style ““From™ lines at the front of headers. Normally they are
assumed redundant and discarded.

Set the default group id for mailers to run in to n.

Specify the help file for SMTP.

Ignore dots in incoming messages.

Set the default log level to n.

Set the macro xto vaiue. This is intended only for use from the command line.
Send to me too, even if | am in an alias expansion.

Assume that the headers may be in old format. i.e., spaces delimit names. This
actually turns on an adaptive algorithm: if any recipient address contains a
comma, parenthesis. or angle bracket, it will be assumed that commas already
exist. If this flag is not on, only commas delimit names. Headers are always
output with commas between the names.

Use the named dir as the queue directory.
Timeout reads after rime interval.
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Sfile Log statistics in the named file.

s Be super-safe when running things. i.e., always insiantiate the queue file, even
if you are going to attempt immediate delivery. Sendmail always instantiates the
queue file before returning control the the client under any circumstances.

Tume Set the queue timeout to rime. After this interval, messages that have not been
successfully sent will be returned to the sender.

tS.D Set the local timezone name to S for standard tirne and D for daylight time: this
is only used under version six.

un Set the default userid for mailers to n. Mailers without the S flag in the mailer
definition will run as this user.

v Run in verbose mode.
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MAILER FLAGS

The following flags may be set in the mailer description.

f

wn

g« —=

Cp» T E VWX ZTOMTM

o

The mailer wants a —f from flag, but only if this is a network forward operation (i.e.. the
mailer will give an error if the executing user does not have special permissions).

Same as f, but sends a —r flag.

Don’t reset the userid before calling the mailer. This would be used in a secure environ-
ment where sendmail ran as root. This could be used to avoid forged addresses. This flag
is suppressed if given from an ‘‘unsafe’ environment (e.g, a user's mail.cf file). :

Do not insert a UNIX-style ‘*“From™ line on the front of the message.
This mailer is local (i.e., final delivery will be performed).
Strip quote characters off of the address before calling the mailer.

This mailer can send to multiple users on the same host in one transaction. When a Su
macro occurs in the argv part of the mailer definition, that field will be repeated as neces-
sary for all qualifying users.

This mailer wants a *‘From:’’ header line.

This mailer wants a “‘Date:™ header line.

This mailer wants a ‘“Message-1d:"" header line.

This mailer wants a “‘Full-Name:"' header line.

This mailer wants a ‘“‘Return-Path:’" line.

Upper case should be preserved in user names for this mailer.

Upper case should be preserved in host names for this mailer.

This is an Arpanet-compatible mailer, and all appropriate modes should be set.

This mailer wants Unix-style “From’ lines with the ugly UUCP-style ‘‘remote from
<host>"" on the end.

This mailer is expensive to connect to, so try to avoid connecting normally; any necessary
connection will occur during a queue run.

This mailer want to use the hidden dot aigorithm as specified in RFC821. basically. any
line beginning with a dot will have an extra dot prepended (to be stripped at the other
end). This insures that lines in the message containing a dot will not terminate the mes-
sage prematurely.

Limit the line lengths as specified in RFC821.

Use the return-path in the SMTP ‘““MAIL FROM:’" command rather than just the return

address: although this is required in RFC821, many hosts do not process return paths prop-
erly.

This mailer will be speaking SMTP to another sendmail — as such it can use special proto-
col features. This option is not required (i.e., if this option is omitted the transmission will
still operate successfully, although perhaps not as efficiently as possible).

If mail is received from a mailer with this flag set, any addresses in the header that do not
have an at sign (“‘@'") after being rewritten by ruleset three will have the “*@domain"
clause from the sender tacked on. This allows mail with headers of the form:
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From: usera@hosta
To: userb@hostb, userc

to be rewritten as:

From: usera@hosta
To: userb@hostb, userc@hosta

automatically.
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OTHER CONFIGURATION

There are some configuration changes that can be made by recompiling sendmail. These
are located in three places:

md/config.m4 These contain operating-system dependent descriptions. They are interpolated
into the Makefiles in the src and aqux directories. This includes information
about what version of UNIX you are running, what libraries you have to
include, etc.

src/conf.h Configuration parameters that may be tweaked by the installer are included in
conf.h.
src/conf.c Some special routines and a few variables may be defined in conf.c. For the

most part these are selected from the settings in conf.h.

Parameters in md/config.m4

The following compilation flags may be defined in the m4CONFIG macro in md/config.m4
to define the environment in which you are operating.

vé If set. this will compile a version 6 system, with 8-bit user id’s, single character
tty id’s, etc.

VMUNIX If set. you will be assumed to have a Berkeley 4BSD or 4.1BSD, including the
vfork (2) system call, special types defined in <sys/types.h> (e.g. u_char), etc.

If none of these flags are set, a version 7 system is assumed.

You will also have to specify what libraries to link with sendmail in the m4LIBS macro.
Most notably, you will have to include if you are running a 4.1BSD system.

Parameters in src/conf.h

Parameters and compilation options are defined in conf.h. Most of these need not nor-
mally be tweaked: common parameters are all in sendmail.cf. However, the sizes of certain
primitive vectors, etc., are included in this file. The numbers following the parameters are their
default value.

MAXLINE [256] The maximum line length of any input line. If message lines exceed this
length they will still be processed correctly; however, header lines.
configuration file lines, alias lines, etc., must fit within this limit.

MAXNAME [128] The maximum length of any name, such as a host or a user name.

MAXFIELD [2500]
The maximum total length of any header field. including continuation lines.
MAXPV [40] The maximum number of parameters to any mailer. This limits the number
of recipients that may be passed in one transaction.

MAXHOP [30] When a message has been processed more than this number of times, send-
mail rejects the message on the assumption that there has been an aliasing
loop. This can be determined from the —h flag or by counting the number
of trace fields (i.e, ‘*‘Received:” lines) in the message header.

MAXATOM [100] The maximum number of atoms (tokens) in a single address. For example.
the address ‘‘eric@Berkeley’" is three atoms.
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MAXMAILERS (25}
The maximum number of mailers that may be defined in the configuration
file.

MAXRWSETS (30]
The maximum number of rewriting sets that may be defined.

MAXPRIORITIES (25] :
The maximum number of values for the ‘‘Precedence:’”” field that may be
defined (using the P line in sendmail.cf).

MAXTRUST [30] The maximum number of trusted users that may be defined (using the T
line in sendmail.cf).

A number of other compilation options exist. These specify whether or not specific code
should be compiled in.

DBM If set, the “‘DBM"’ package in UNIX is used (see DBM(3X) in [UNIX80]). If
not set, a much less efficient algorithm for processing aliases is used.

DEBUG If set, debugging information is compiled in. To actually get the debugging
output, the —d flag must be used.

LOG If set, the syslog routine in use at some sites is used. This makes an informa-

tional log record for each message processed, and makes a higher priority log
record for internal system errors.

QUEUE This flag should be set to compile in the queueing code. If this is not set.
mailers must accept the mail immediately or it will be returned to the sender.
SMTP If set, the code to handle user and server SMTP wiil be compiled in. This is

only necessary if your machine has some mailer that speaks SMTP.

DAEMON If set, code to run a daemon is compiled in. This code is for 4.2BSD if the
NVMUNIX flag is specified; otherwise. 4.1a BSD code is used. Beware how-
ever that there are bugs in the 4.1a code that make it impossible for sendmail
to work correctly under heavy load.

UGLYUUCP If you have a UUCP host adjacent to you which is not running a reasonable
version of rmail, you will have to set this flag to include the ‘‘remote from
sysname’’ info on the from line. Otherwise, UUCP gets confused about where
the mail came from.

NOTUNIX If you are using a non-UNIX mail format, yvou can set this flag to turn off spe-
cial processing of UNIX-style *‘From ’’ lines.

Configuration in src/conf.c

Not all header semantics are defined in the configuration file. Header lines that should
only be included by certain mailers (as well as other more obscure semantics) must be specified
in the Hdrinfo table in confc. This table contains the header name (which should be in all
lower case) and a set of header control flags (described below), The flags are:

H_ACHECK Normally when the check is made to see if a header line is compatible with a
mailer, sendmail will not delete an existing line. If this flag is set, sendmail will
delete even existing header lines. That is, if this bit is set and the mailer does
not have flag bits set that intersect with the required mailer flags in the header
definition in sendmail.cf, the header line is always deleted.

H_EOH If this header field is set, treat it like a blank line, i.e., it will signal the end of
the header and the beginning of the message text.

H_FORCE Add this header entry even if one existed in the message before. If a header
entry does not have this bit set, sendmail will not add another header line if a
header line of this name already existed. This would normally be used to
stamp the message by everyone who handled it.
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H_TRACE If set, this is a timestamp (trace) field. If the number of trace fields in a mes-
sage exceeds a preset amount the message is returned on the assumption that it
has an aliasing loop.

H_RCPT If set, this field contains recipient addresses. This is used by the —t flag to
determine who to send to when it is collecting recipients from the message.

H_FROM This flag indicates that this field specifies a sender. The order of these fields in
the Hdrinfo table specifies sendmail’s preference for which field to return error
messages to.

Let’s look at a sample Hdr/nfo specification:

struct hdrinfo Hdrinfo[] =
{
/* originator fields, most to least significant */
"resent-sender”, H_FROM,
“resent-from”, H_FROM,

"sender”, H_FROM,
"from", H_FROM,
"full-name”, H_ACHECK,
/* destination fields */
"to", H_RCPT,
"resent-to", H_RCPT,
"ec”, H_RCPT,
/* message identification and control */
"message”, H_EOH,
"text”, H_EOH,
/* trace fields */
"received"”, H_TRACEH_FORCE.
NULL. 0,

)i
This structure indicates that the *‘To:", ‘‘Resent-To:"", and **Cc:"" fields all specify recipient
addresses. Any “‘Full-Name:"' field will be deleted unless the required mailer flag (indicated in
the configuration file) is specified. The ‘‘Message:”" and ‘‘Text:” fields will terminate the
header; these are specified in new protocols [NBS80] or used by random dissenters around the
network world. The ‘‘Received:”” field will always be added, and can be used to trace messages.

There are a number of important points here. First. header fields are not added automati-
cally just because they are in the Hdrinfo structure; they must be specified in the configuration
file in order to be added to the message. Any header fields mentioned in the configuration file
but not mentioned in the Hdr/nfo structure have default processing performed; that is, they are
added unless they were in the message already. Second, the Hdrinfo structure only specifies
cliched processing; certain headers are processed specially by ad hoc code regardless of the
status specified in Hdrinfo. For example, the ‘‘Sender:”" and ‘‘From:"’ fields are always scanned
on ARPANET mail to determine the sender; this is used to perform the ‘‘return to sender’
function. The “‘From:” and ‘‘Full-Name:"" fields are used to determine the full name of the
sender if possible; this is stored in the macro $x and used in a number of ways.

The file conf.c also contains the specification of ARPANET reply codes. There are four
classifications these fall into:

char Arpa_Info[] = "050". /* arbitrary info */

char Arpa_TSyserr[] = "455". /* some (transient) system error */
char Arpa_PSyserr[] = "554". /* some (transient) system error */
char Arpa_Usrerr[] = "554", /* some (fatal) user error */

The class Arpa_Info is for any information that is not required by the protocol. such as forward-
ing information. Arpa_TSyserr and Arpa_PSyserr is printed by the syserr routine. TSyserr is
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printed out for transient errors, whereas PSyserr is printed for permanent errors: the distinction
is made based on the value of errmo. Finally, Arpa_Usrerr is the result of a user error and is
generated by the usrerr routine; these are generated when the user has specified something
wrong, and hence the error is permanent, i.e., it will not work simply by resubmitting the
request. ‘

If it is necessary to restrict mail through a relay, the checkcompat routine can be modified.

This routine is called for every recipient address. It can return TRUE to indicate that the
address is acceptable and mail processing will continue, or it can return FALSE to reject the
recipient. If it returns false, it is up to checkcompat to print an error message (using usrerr) say-
ing why the message is rejected. For example. checkcompat could read:

bool

checkcompat(to)

register ADDRESS *to;

i{f (MsgSize > 50000 && to->q_mailer ! = LocalMaiier)

usrerr("Message too large for non-local delivery”).
NoReturn = TRUE:
return (FALSE).

}
return (TRUE):
}

This would reject messages greater than 50000 bytes unless they were local. The NoReturn flag
can be sent to supress the return of the actual body of the message in the error return. The
actual use of this routine is highly dependent on the implementation, and use should be lim-
ited.
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SUMMARY OF SUPPORT FILES

This is a summary of the support files that sendmail creates or generates.

/usr/lib/sendmail
The binary of sendmail.

/usr/bin/newaliases
A link to /usr/lib/sendmail; causes the alias database to be rebuilt. Running
this program is completely equivalent to giving sendmail the —bi flag.

/usr/bin/mailq Prints a listing of the mail queue. This program is equivalent to using the —bp -
flag to sendmauil.

/usr/lib/sendmail.cf
The configuration file, in textual form.

/usr/lib/sendmail.fc
The configuration file represented as a memory image.

/usr/lib/sendmail.hf
The SMTP help file.

/usr/lib/sendmail.st
A statistics file: need not be present.

/ust/lib/aliases The textual version of the alias file.

/usr/lib/aliases. {pag.dir}
The alias file in dbm(3) format.

/etc/syslog The program to do logging.
/etc/syslog.conf The configuration file for syslog.
/etc/syslog.pid Contains the process id of the currently running syslog.

/usr/spool/mqueue
The directory in which the mail queue and temporary files reside.

/usr/spool/mqueue/qf™
Control (queue) files for messages.

/usr/spool/mqueue/df*
Data files.

/usr/spool/mqueue/If*
Lock files

/usr/spool/mqueue/tf*
Temporary versions of the gf files, used during queue file rebuild.

/usr/spool/mqueue/nf*
A file used when creating a unique id.

/usr/spool/mqueue/xf*
A transcript of the current session.
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ABSTRACT

This document describes the structure and installation procedure for the
line printer spooling system developed for the 4.2BSD version of the UNIX*
operating system.

1. Overview
The line printer system supports:
multiple printers,
multiple spooling queues,
both local and remote printers, and
® printers attached via serial lines which require line initialization such as the baud rate.

Raster output devices such as a Varian or Versatec, and laser printers such as an Imagen, are
also supported by the line printer system.

The line printer system consists mainly of the foilowing files and commands:

/etc/printcap printer configuration and capability data base
/usr/lib/lpd line printer daemon, does all the real work
Jusr/ucb/lpr program to enter a job in a printer queue
/usr/ucb/1pq spooling queue examination program
/usr/ucb/lprm  program to delete jobs from a queue

/etc/lpc program to administer printers and spooling queues
/dev/printer socket on which lpd listens

The file /etc/printcap is a master data base describing line printers directly attached to a
machine and, also, printers accessible across a network. The manual page entry printcap(5) pro-
vides the ultimate definition of the format of this data base, as well as indicating default values
for important items such as the directory in which spooling is performed. This document
highlights the important information which may be placed printcap.

* UNIX is a trademark of Bell Laboratories.



2. Commands

2.1. lpd — line printer dameon

The program Ipd(8), usually invoked at boot time from the /etc/rc file, acts as a master
server for coordinating and controlling the spooling queues configured in the printcap file.
When [pd is started it makes a single pass through the prinicap database restarting any printers
which have jobs. In normal operation /pd listens for service requests on multiple sockets, one
in the UNIX domain (named .*‘/dev/printer’’) for local requests, and one in the Internet
domain (under the ‘‘printer’ service specification) for requests for printer access from off
machine; see socker(2) and services(5) for more information on sockets and service
specifications, respectively. Lpd spawns a copy of itself to process the request; the master dae-
mon continues to listen for new requests.

Clients communicate with /pd using a simple transaction oriented protocol. Authentica-
tion of remote clients is done based on the ‘‘privilege port’ scheme employed by rshd (8C) and
remd (3X). The following table shows the requests understood by /pd. In each request the first
byte indicates the ‘‘meaning’’ of the request, followed by the name of the printer to which it
should be applied. Additional qualifiers may follow, depending on the request.

Request Interpretation

“Aprinter\n check the queue for jobs and print any found
“Bprinter\n receive and queue a job from another machine
“Cprinter {users ...] {jobs ...]\n return short list of current queue state
“Dprinter [users ...] [jobs ...]\n return long list of current queue state

“Eprinier person [users ...] (jobs ...\n  remove jobs from a queue

The Ipr(1) command is used by users to enter a print job in a local queue and to notify
the local /pd that there are new jobs in the spooling area. Lpd either schedules the job to be
printed locally, or in the case of remote printing, attempts to forward the job to the appropriate
machine. If the printer cannot be opened or the destination machine is unreachable, the job
will remain queued until it is possible to complete the work.

2.2. lpq — show line printer queue

The Ipg(1) program works recursively backwards displaying the queue of the machine
with the printer and then the queue(s) of the machine(s) that lead to it. Lpg has two forms of
output: in the default, short, format it gives a single line of output per queued job; in the long
format it shows the list of files, and their sizes, which comprise a job.

2.3. lprm - remove jobs from a queue

The lprm (1) command deletes jobs from a spooling queue. If necessary, lprm will first kill
off a running daemon which is servicing the queue, restarting it after the required files are
removed. When removing jobs destined for a remote printer, [prm acts similarly to /pg except it
first checks locally for jobs to remove and then tries to remove files in queues off-machine.

2.4. lpc - line printer control program

The Ipc(8) program is used by the system administrator to control the operation of the
line printer system. For each line printer configured in /etc/printcap, /pc may be used to:

disable or enable a printer,

®  disable or enable a printer’s spooling queue,
® rearrange the order of jobs in a spooling queue,
°

find the status of printers, and their associated spooling queues and printer dameons.



3. Access control

The printer system maintains protected spooling areas so that users cannot circumvent
printer accounting or remove files other than their own. . The strategy used to maintain pro-
tected spooling areas is as follows:

o The spooling area is writable only by a daemon user and spooling group.

e The Ipr program runs setuid roor and setgid spooling. The roor access is used to read any file
required, verifying accessibility with an access(2) call. The group ID is used in setting up
proper ownership of files in the spooling area for jprm.

® Control files in a spooling area are made with daemon ownership and group ownership spool-
ing. Their mode is 0660. This insures control files are not modified by a user and that no
user can remove files except through iprm.

® The spooling programs, /pd, [pg, and /prm run setuid roor and setgid spooling to access spool
files and printers.

e The printer server, /pd, uses the same verification procedures as rshd (8C) in authenticating
remote clients. The host on which a client resides must be present in the file
/etc/hosts.equiv, used to create clusters of machines under a single administration.

In practice, none of /pd, Ipg, or lprm would have to run as user roor if remote spooling
were not supported. In previous incarnations of the printer system /pd ran setuid daemon, set-
gid spooling, and Ipg and /prm ran setgid spooling.

4. Setting up

The 4.2BSD release comes with the necessary programs installed and with the default iine
printer queue created. If the system must be modified, the makefile in the directory
/usr/src/usr.lib/lpr should be used in recompiling and reinstalling the necessary programs.

The real work in setting up is to create the printcap file and any printer filters for printers
not supported in the distribution system.

4.1. Creating a printcap file

The printcap database contains one or more entries per printer. A printer should have a
separate spooling directory; otherwise, jobs will be printed on different printers depending on
which printer daemon starts first. This section describes how to create entries for printers
which do not conform to the default printer description (an LP-11 style interface to a standard,
~ band printer).

4.1.1. Printers on serial lines

When a printer is connected via a serial communication line it must have the proper baud
rate and terminal modes set. The following example is for a DecWriter III printer connected
locally via a 1200 baud serial line.

IpLA-180 DecWriter III:\
1p=/dev/lp:br#1200:fs#06320:\
tr=\f:of = /usr/lib/Ipf:If = /usr/adm/lIpd-errs:

The Ip entry specifies the file name to open for output. In this case it could be left out since
‘‘/dev/Ip”’ is the default. The br entry sets the baud rate for the tty line and the fs entry sets
CRMOD, no parity, and XTABS (see my(4)). The tr entry indicates a form-feed should be
printed when the queue empties so the paper can be torn off without turning the printer off-line
and pressing form feed. The of entry specifies the filter program /pf should be used for printing
the files: more will be said about filters later. The last entry causes errors to be written to the
file *‘/usr/adm/lpd-errs’’ instead of the console.



4.1.2. Remote printers

Printers which reside on remote hosts should have an empty lp entry. For example, the
following printcap entry would send output to the printer named ‘‘lp’" on the machine
t.ucbvax"'

Ipdefault line printer:\
:lp=:rm=ucbvax:rp=1p:sd = /usr/spool/vaxipd:

The rm entry is the name of the remote machine to connect to; this name must appear in the
/etc/hosts database, see hosts(5). The rp capability indicates the name of the printer on the
remote machine is *‘Ip’"; in this case it could be left out since this is the default value. The sd
entry specifies *‘/usr/spool/vaxlpd’’ as the spooling directory instead of the default value of
**/usr/spool/lpd’’.

4.2. Output filters

Filters are used to handle device dependencies and to perform accounting functions. The
output filter of is used to filter text data to the printer device when accounting is not used or
when all text data must be passed through a filter. It is not intended to perform accounting
since it is started only once, all text files are filtered through it, and no provision is made for
passing owners” login name, identifying the begining and ending of jobs, etc. The other filters
(if specified) are started for each file printed and perform accounting if there is an af entry. If
entries for both of and one of the other filters are specified, the output filter is used only to
print the banner page. it is then stopped to allow other filters access to the printer. An example
of a printer which requires ocutput filters is the Benson-Varian.

vejvarianBenson-Varian:\
:Ilp=/dev/va0:sd = /usr/spool/vad:of = /ust/lib/vpf:\
:tf = /usr/lib/rvcat:mx#2000:pl#58:tr=\f:

The tf entry specifies **/usr/lib/rvcat’’ as the filter to be used in printing roff(1) output. This
filter is needed to set the device into print mode for text, and plot mode for printing trof files
and raster images (see va(4V)). Note that the page length is set to 58 lines by the pl entry for
8.5" by 11" fan-fold paper. To enable accounting, the varian entry would be augmented with an
af filter as shown below.

vajvarianBenson-Varian:\
dp=/dev/va0:sd = /usr/spool/vad:of = /usr/lib/vpf:\
:if = fusr/lib/vpf:tf = /usr/lib/rvcat:af = /usr/adm/vaacct:\
‘mx#2000:pl#58:tr=\f:

5. Output filter specifications

The filters supplied with 4.2BSD handle printing and accounting for most common line
printers, the Benson-Varian, the wide (36") and narrow (11") Versatec printer/plotters. For
other devices or accounting methods, it may be necessary to create a new filter.

Filters are spawned by /pd with their standard input the data to be printed, and standard
output the printer. The standard error is attached to the If file for logging errors. A filter must
return a 0 exit code if there were no errors, 1 if the job should be reprinted, and 2 if the job
should be thrown away. When /prm sends a kill signal to the /pd process controlling printing. it
sends a SIGINT signal to all filters and descendents of filters. This signal can be trapped by
filters which need to perform cleanup operations such as deleting temporary files.

Arguments passed to a filter depend on its type. The of filter is called with the following
arguments.

ofiler —wwidth =llength

The width and length values come from the pw and pl entries in the printcap database. The if



filter is passed the following parameters.
filter [ =c] —wwidth =llength —iindent —n login —h host accounting_file

The =—c flag is optional, and only supplied when control characters are to be passed uninter-
preted to the printer (when the =1 option of /pr is used to print the file). The —w and I
parameters are the same as for the of filter. The —n and —h parameters specify the login
name and host name of the job owner. The last argument is the name of the accounting file
from printcap.

All other filters are called with the following arguments:
filter —xwidth —ylength —n login —h host accounting_file

The —x and =y options specify the horizontal and vertical page size in pixels (from the px and
py entries in the printcap file). The rest of the arguments are the same as for the if filter.

6. Line printer Administration

The Ipc program provides local control over line printer activity. The major commands
and their intended use will be described. The command format and remaining commands are
described in /pc(8).

abort and start

Abort terminates an active spooling daemon on the local host immediately and then dis-
ables printing (preventing new daemons from being started by /pr). This is normally used
to forciblly restart a hung line printer daemon (i.e., /pq reports that there is a daemon
present but nothing is happening). It does not remove any jobs from the queue (use the
lprm command instead). Start enables printing and requests /pd to start printing jobs.

enable and disable

Enable and disable allow spooling in the local queue to be turned on/off. This will
allow/prevent lpr from putting new jobs in the spool queue. It is frequently convenient to
turn spooling off while testing new line printer filters since the roor user can still use pr
to put jobs in the queue but no one else can. The other main use is to prevent users
from putting jobs in the queue when the printer is expected to be unavailable for a long
time.

restart

Restart allows ordinary users to restart printer daemons when /pg reports that there is no
daemon present.

stop

Stop is used to halt a spooling daemon after the current job completes; this also disables
printing. This is a clean way to shutdown a printer in order to perform maintenence, etc.
Note that users can still enter jobs in a spool queue while a printer is szopped.

topq

Topq places jobs at the top of a printer queue. This can be used to reorder high priority
jobs since Ilpr only only provides first-come-first-serve ordering of jobs.

7. Troubleshooting

There are a number of messages which may be generated by the the line printer system.
This section categorizes the most common and explains the cause for their generation. Where
the message indicates a failure, directions are given to remedy the problem.

In the examples below, the name printer is the name of the printer. This would be one of
the names from the prinicap database.



7.1. LPR

Ipr: printer: unknown printer

The printer was not found in the prinicap database. Usually this is a typing mistake; how-
ever, it may indicate a missing or incorrect entry in the /etc/printcap file.

lpr: printer: jobs queued, but cannot start daemon.

The connection to /pd on the local machine failed. This usually means the printer server
started at boot time has died or is hung. Check the local socket /dev/printer to be sure it
still exists (if it does not exist, there is no /pd process running). Use

% ps ax | fgrep Ipd

to get a list of process identifiers of running Ipd's. The /pd to kill is the one which is not
listed in any of the ‘“‘lock” files (the lock file is contained in the spool directory of each
printer). Kill the master daemon using the following command.

% kill pid

Then remove /dev/printer and restart the daemon (and printer) with the following com-
mands.

% rm /dev/printer
% /usr/lib/lpd

Another possibility is that the [pr program is not setuid rooi, setgid spooling. This can be
checked with

% Is —Ig /usr/ucb/lpr

Ipr: printer: printer queue is disabled
This means the queue was turned off with

% lpc disable printer

to prevent /pr from putting files in the queue. This is normally done by the system
manager when a printer is going to be down for a long time. The printer can be turned
back on by a super-user with /pc.

7.2. LPQ

waiting for printer to become ready (offline ?)

The printer device could not be opened by the daemon. This can happen for a number of
reasons, the most common being that the printer is turned off-line. This message can also
be generated if the printer is out of paper, the paper is jammed, etc. The actual reason is
dependent on the meaning of error codes returned by system device driver. Not all
printers supply sufficient information tq distinguish when a printer is off-line or having
trouble (e.g. a printer connected through a serial line). Another possible cause of this
message is some other process, such as an output filter, has an exclusive open on the dev-
ice. Your only recourse here is to kill off the offending program(s) and restart the printer
with pc.

printer is ready and printing

The Ipg program checks to see if a daemon process exists for printer and prints the file
status. If the daemon is hung, a super user can use /pc to abort the current daemon and
start a new one.



waiting for host to come up

This indicates there is a daemon trying to connect to the remote machine named hoss in
order to send the files in the local queue. If the remote machine is up, /pd on the remote
machine is probably dead or hung and should be restarted as mentioned for /pr,

sending to host

The files should be in the process of being transferred to the remote host. If not, the local
daemon should be aborted and started with /pc.

Warning: printer is down
The printer has been marked as being unavailable with /pc.

Warning: no daemon present

The Ipd process overseeing the spooling queue, as indicated in the ‘‘lock’ file in that
directory, does not exist. This normally occurs only when the daemon has unexpectedly
died. The error log file for the printer should be checked for a diagnostic from the
deceased process. To restart an /pd, use

% Ipc restart printer

7.3. LPRM

Iprm: printer: cannot restart printer daemon
This case is the same as when /pr prints that the daemon cannot be started.

7.4. LPD

The /pd program can write many different messages to the error log file (the file specified
in the If entry in printcap). Most of these messages are about files which can not be opened
and usually indicate the printcap file or the protection modes of the files are not correct. Files
may also be inaccessible if people manually manipulate the line printer system (i.e. they bypass
the lpr program).

In addition to messages generated by /pd, any of the filters that /pd spawns may also log
messages to this file.

7.5. LPC

could’t start printer
This case is the same as when /pr reports that the daemon cannot be started.

cannot examine spool directory

Error messages beginning with ‘‘cannot ..."”" are usually due to incorrect ownership and/or
protection mode of the lock file, spooling directory or the /pc program.






GED PLOTTING

1. INTRODUCTION

There are two separate ways that hardcopy can be done from GED; VGB mode, which uses the
Video Graphics board to rasterize drawings for output to a Versatec, and HPR mode, which
uses a separate program running under UNIX to format drawings for output to various plotters.
Both of these modes are explained in detail in this document.

In addition to the two hardcopy modes, there is one other facet to GED hardcopy: PLOT-
TALK. PLOTTALK is a Plotter Interface Access Library. It is a set of C library routines and
C data structure set up to allow users to interface to plotters that are not supported by Valid.
PLOTTALK is explained in detail in a separate PLOTTALK document.

The last section of this document contains information to help you if you have trouble getting
hardcopy to work.

2. HISTORY

Initially, all plotting was accomplished with the Video Graphics (VG) board hardcopy. Because
there were three CPU boards, (VG board, Peripheral Interface Board (PIB), and 68000 board)
and three sets of code (VG driver code, PIB driver code, and GED) involved, it was very easy
to break, and very hard to fix. The VG board would talk directly to the PIB (where the Versa-
tec is attacted) with no direct intervention by the UNIX operating system.

Because of the difficulties with VGB mode hardcopy and with the continued demand for new
features, HPR mode was introduced. HPR mode uses a separate program that runs under
UNIX on the 68000; it doesn’t have as many complicated interactions with system level code,
so it’s a ideal place to add new features like more plotters, new fonts, color support, etc.
Because it’s a separate program, HPR also allows standalone hardcopy, and easier porting to
new machines.

The 8.0 release of 4.2BSD UNIX provides network spooling support within a homogeneous 4.2
network.

3. VGB MODE HARDCOPY

VGB mode is implemented in GED and VGB code. VGB in local mode (i.e., not ‘“‘set spool’’)
works in the following manner: GED sends scaling information and the display list to the VG
board. The VG board rasterizes the list into bits and then run-length encodes the bits to save
space and time. Then GED gets the encoded bits and sends them down a pipe to the program
Vpr. Vpris a shell script wrapper that calls Ipr with a -Pvplot option. lpr -Pvplot contacts the
Ipd daemon and gives it the plot data and the printer name (‘‘vplot’’). Ipd makes another copy
of itself and tells the new copy to put the encoded bits into the directory listed in Jetc/printcap
for the wplot printer (u0/spool/Vpd). If the lock file for the directory is locked, (which indicates
a daemon is already running) the new copy of Ipd dies, if not, it locks the lock file and starts

1/10/86



GED Plotting ~ Release 8.0

sending each of the files in the spool directory to the printer. If the printer is local, Ipd sends
the files to the [evfvplot device (which is the entry point to the PIB driver that knows how to
handle run-length encoded drawings). If the printer is remote, it sends them to the /pd daemon
on the remote machine. After all of the files in the spool directory have been send and
removed, the daemon unlocks the lock file, and dies.

If GED is in ‘“‘set spool’’ mode, then instead of sending the run length encoded bits to Vpr, it
sends them to the file vw.spool (set spool mode is used when you want to save hardcopies
online).

When the VG board is busy rasterizing the display list, GED’s screen is taken over, and you
can’t do any useful work. For this and other reasons, VGB mode will only be worked on if bugs
are found. All new hardcopy features are added to HPR mode. (See below.) VGB mode only
supports Versatec plotters attached to S32s.

4. HPR MODE HARDCOPY

HPR mode is implemented with GED, hpr, lpr, Ipd, and hpf code. HPR in local mode (i.e., not
“‘set spool”’) work as follows: GED sends hpf header information (plotter type, scale, etc.; see
section on ‘‘hpf file format’’ ) and the binary file to be plotted to hpr. hpris a shell script
wrapper that calls /pr with a -Pgedplot option. As in the above VGB mode, the {pd daemon is
contacted and the data is sent to the spool directory listed in Jjetcfprintcap, ( u0/spool/hpd). The
Jete/printcap entry for gedplot also says that Ipd should run the filter program jusr/lib/hpf on the
data. hpf transforms the input data into a format that the plotter can understand. It then calls
Ipr with the -Pplotter_name option to send the formated plotter file to the correct directory for
the type of plotter that the user specified. Another daemon then spools the plotter-specific files
to the plotter.

This double spooling in HPR mode is done so that other programs (like GED using VGB
mode) can accsess plotters in an orderly fashion; so that slow pen plotters don’t hold up faster
Versatecs; and so GED users don’t have to wait for there plots to be processed.

If GED is in ‘‘set spool” mode, then instead of using hpr, GED uses hpf with the -f option to
create the vw.spool file. Note that the lpr spooling system is not involved, so you must wait
while hpf creates the vw.spool file. :

5. HOW TO SET UP THE PRINTCAP FILE

The following sections outlines how to set up the /etc/printcap files on various machines for net-
work plotting and printing. The emphasis is on the specifics that you need to know to get
VALID’s printers working. For a more detailed and complete description of the spooling sys-
tem see the 4.2BSD Line Printer Spooler Manual included with the 8.0 Change Package and the
printcap(5) man page.

VALID provides an example of a printcap file in /etc/printcap.proto. This file contains informa-
tion on how to set up entries for most printers supported by VALID. Copy this file to
Jete/printcap and modify it for your site.

~
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5.1. THINGS TO REMEMBER

e There must be one Jetc/printcap entry and one spool directory for each different type of
printer or plotter you want to use.

e The first entry with a name that matches the one being looked for will be used.

e If your trying to print remotely, there must be a corresponding local printer entry on the
remote machine, and the remote machine’s Jetc/hosts.equiv file must include an entry for
your machine.

5.2. ENTRY FOR A LOCAL SERIAL LINE PRINTER
A basic entry in the /cté/printcap file is for a local line printer. An example follows:

# serial printer over a tty line.
Ip|zippylp|Any RS-232 serial printer:\
:lp=/dev/Ip:\
:br#9600:\
dtr=\f:\
iif=/usr/lib/lpf:\
:sd==/u0/spool/lpd:\
:st=/u0/spool/lpd /status:\
:1f=/u0 /spool/lpd/errorlog:

The Ip ‘‘capabilty’’ is the device name to open for output. bris the baud rate. ¢ris the trailer
string to print when the queue is emptied. (In this case, a form feed so that the output can be
removed from the printer.) ¢ is the output filter. sd is the spool directory. stis the status file.
If is the error log file.

This entry also serves as the server end of a remote printing system. That is, other machines
could use this local printer because of this entry.

5.3. ENTRY FOR A REMOTE LINE PRINTER

The entry for a remote printer is as follows:

# remote line printer.
Ip|remotelp|Prints on zippy’s line printer:\

dp=:\
:rm==1zippy:\
rp=Ip:\

:sd=/u0/spool/lpd:\
:st=/u0/spool/lpd/status:\
:If=/u0/spool/lpd/errorlog:

rm is the remote machine name. rp is the remote machine’s name for the printer. Note that

the Ip entry is empty. It must be empty for remote printing to work. You should have either a
local or remote entry for line printing, not both.
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5.4. ENTRY FOR GED PLOT RASTERIZATION SPOOLER

This entry is used by the HPR mode in GED. A gedplot entry must be present for HPR mode
hardcopy to work. .

gedplot|Used by HPR mode:\
:lp=/dev/null:\
:if=/usr/lib/hpf:\
:sd==/u0/spool/hpd:\
:st=/u0/spool/hpd/status:\
:If=/u0/spool/hpd/errorlog:

if is the output filter. Ip is /dev/null because the filter program hpf spools the plotter input file
instead of sending it directly to the plotter.

5.5. ENTRIES FOR VERSATEC DEVICES

There should be at least two entries for the Versatec in fete/printcap, one entry for the Versatec
text device( /dev/uprint) and at least one entry for the graphics device (/dev/vplot). Versatecs will
not work without these entries. (This is in addition to the above gedplot entry.)

5.6. ENTRY FOR THE VERSATEC TEXT DEVICE
The local Versatec text device ( /dev/print) entry looks like this:

vprint|local 11” Versatec printer:\
:lp=/dev /vprint:\
:sd=/u0/spool/vpd:\
:st=/u0/spool/vpd/status:\
:If=/u0/spool/vpd/errorlog:

An entry for the remote Versatec printer would look like this:

vprint|remote 11” Versatec printer:\
dp=:\
:rm=zippy:\
:rp==vprint:\
:sd=/u0/spool/vpd:\
:st=/u0/spool/vpd/status:\
:If=/u0/spool/vpd/errorlog:

5.7. LOCAL VERSATEC GRAPHICS DEVICE
A local graphics device ( /devplot) entry should look like this:

vplot|versl1|local 11” Versatec plotter:\
:lp=/dev /vplot:\
:sd=/u0/spool/Vpd11:\
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:st=/u0/spool/Vpd11 /status:\
:If=/u0/spool/Vpd11/errorlog:

The entry should have two names in the first line. The first is the generic name wvplot. The
second should be one of the names that GED and hpf have for various printers. Known vplot
printers are: ‘

versll (11” Versatec)
vers22 (22” Versatec)
vers36 (36” Versatec)
vers42 (42” Versatec)
B9424 (24” Benson)

If you ask for an 11’ Versatec in GED, the rasterization program (hpf) looks for a ‘“‘vers11”
entry. If it can’t find one, the plot will not come out.

NOTE: There must not be any spaces between the vertical bars that seperate printer names and
the printer names themselves.

5.8. REMOTE VERSATEC GRAPHICS DEVICE
A remote graphics entry follows the pattern outlined above:

vplot|versll|remote 11” Versatec plotter:\

dp=:\
:rm==zippy:\
:rp=vplot:\

:sd==/u0/spool/Vpd11:\
:st==/u0/spool/Vpd11 /status:\
:If=/u0/spool/Vpdl11 /errorlog:

You can have more than one remote Versatec graphics entry if there is more than one size of
Versatec on your network. Remember that you must have a seperate spooling directory for
-each type of printer or plotter. Another Versatec entry might look like this:

vplot|vers36|remote 36” Versatec plotter:\

dp=:\
:rm=godzilla:\
:rp=vplot:\

:sd=/u0/spool/Vpd36:\
:st=/u0/spool/Vpd36 /status:\
:If=/u0/spool/Vpd36 /errorlog:

5.9. PEN PLOTTERS
An entry for an HP7580 pen plotter:
hp7580|local D size HP pen plotter:\
:lp=/dev /hp:\

:sd=/u0/spool /hp7580:\
:st==/u0/spool/hp7580/status:\
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:If=/u0/spool/hp7580/errorlog:

An entry for an CalComp 1043 pen plotter:

calcompl1043|local E size CalComp pen plotter:\
:lp=/dev/calcomp:\
:sd=/u0/spool/calcomp1043:\
:st==/u0/spool/calcomp1043 /status:\
:If=/u0/spool/calcomp1043/errorlog:

Remote entries can be created as in the above Versatec examples.

6. HPF FILE FORMAT

hpf can read ASCII vectorized format files, ASCII component (body) files, or GED binary for-
mat files. The file that Apfreads has a special header prepended to it that has information about
the type of plotter, line width, scale, and the format of the graphical information. In addition,
if the file is binary, there is a list of rooted paths of SCALDdirectories to search to find bodies.
The format of the Apfinput file is:

The type of plotter, followed by a newline character. Currently the plotter type can be:
“‘versll” ‘‘vers22’’ ‘“‘vers36’ ‘‘vers42’’ ‘‘vers72’’ ‘‘calcompl043’’ ‘‘calcomp5744’’,
“hp7580”°, ‘““hp7475”’, or ‘“‘B9424’’ The ‘‘vers’’ are various widths of Versatecs, cal-
compl043 is a pen plotter, calcomp5744 is an electrostatic plotter, hp7580 is a D size pen
plotter, hp7475 is a B size pen plotter, and the B9424 is a Benson 9424 plotter.

The line weight, and optionally the font type, followed by a newline. Line weight can be
‘1’ for NORMAL_WEIGHT lines or ‘2’ for HEAVY_WEIGHT lines. The default is ‘2.
The font type can be ‘‘vector_font,’’ ‘‘valid_font,” ‘‘milspec_font,”’ gothic_font,”’
‘‘cursive_font,”” ‘‘greek_font,”’ or ‘“symbol_font.”” The default is ‘‘vector_font.”” Exam-
ples of the fonts can be found in appendix A.

The scale, and optionally the coordinates per inch of the drawing coordinates system fol-
lowed by a newline. The scale can be either an ASCII positive real number string or a
capital letter drawing page size (‘A’, ‘B’, ‘C’, ‘D’, or ‘E’). Illegal scales default to ‘1.0.’
The coordinates per inch parameter is an ASCII integer. If the coordinates per inch
parameter is not included, any real number scale is assumed to be pre-compensated }fovr
the target plotter’s bits per inch coordinate system (i.e., hpf multiplies the incoming
coordinates by the scale to get correct plotter coordinates).

The type of encoding used, followed by a newline. The type can be ‘V,” ‘B,” or ‘C.” ‘V’
is vectorized, ‘B’ is binary, ‘C’ is component (body). An illegal type causes a fatal error.

Only if the encoding type is binary (‘B’), a newline terminated list of rooted SCALD-
directory paths follows the above encoding type.

The encoded drawing.
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6.1. EXAMPLES OF HPF HEADERS

versll

2 vector_font

1.0 500

B

/u0/pdh/pdh.wrk
/u0/lib/standard /standard.lib
/u0/lib/1sttl/lsttl.lib

hp7580

1 milspec_font
D

\'

calcompl1043

1

E

B

/u0/pdh /pdh.wrk

/u0/lib /standard /standard.lib
/u0/lib/Isttl /Isttl.lib

GED Plotting

(117’ Versatec)

(HEAVY lines, vector font)

(scale 1 to 1, 500 GED coordinates/inch)
(binary format file)

(scald directories to search for bodies)

(HP 7580 pen plotter)

(NORMAL weight lines, milspec font)
(scaled to D size)

(Vectorized format file)

(CalComp 1043 pen plotter)
(NORMAL weight lines, default font)
(scaled to E size)

(binary format file)

(scald directories to search for bodies)

Note that comments can not appear in an hpf header. They are included above to make this

document easier to read.

6.2. HOW TO RUN HPR STANDALONE

The above information on hpf’s input file format allows you to do hardcopy without starting up
GED. A step-by-step illustration of how to do standalone hardcopy follows:

1. Create an hpf header file with all the information on plotter, font, scale, file format, etc.
In this example it is called bsizeversil.header and contains the following:

versll

2 gothic_font

B

B
/u0/pdh/pdh.wrk

/u0/lib/standard /standard.lib

/u0/lib/lIsttl/Isttl.lib

Note that there must not be any extra lines after the last SCALD directory path or hpf

will get confused!
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2. You now need to get the name of the binary drawing file that you want to plot. In most
cases it’s easy to guess the name of the directory that contains your drawing. “MY
LOGIC DRAWING’’ would be in the directory ‘‘mylogicdrawing.”” If you have many
similarly named drawings look in your ‘‘user.wrk”’ file to get the mapping between GED
drawing names and UNIX directories. In each directory there will be a
“logic_bn.version#.page#’’ which is the binary format GED file. In this example the
binary file is mylogicdrawing/logic_bn.1.1

3. Now you are set to make plots, just type:

% cat bsizeversll.header mylogicdrawing/logic_bn.1.1 | hpr
OR

% cat bsizeversll.header mylogicdrawing/logic_bn.1.1 > hpr.infile
% hpr hpr.infile

7. TROUBLESHOOTING HARDCOPY PROBLEMS

The first thing to do if you have trouble with hardcopy is try to decide whether the problem is
hardware or software. There are several things you can do to gather information to help you
decide.

7.1. HPR MODE ERROR LOG FILE

If you are having problems with HPR mode hardcopy you may be able to find out what the
problem is by looking the the HPR mode error log. The error log is in the file
JuO/spoolhpd/hpferrorlog. This file contains the last 3K bytes of error messages from the hpf pro-
gram. Each invocation of hpfstarts with:

New invocation of /usr/lib/hpf: date

After the header, error messages (if any) will appear. Common problems are: can’t find a
body; permission problems; etc. Also, if there are bugs in hpf or GED, there will be internal
error messages that will help pinpoint the problem. If you include these internal error messages
in a bug report, it will make it much easier for Valid to fix the problem.

7.2. LPD ERROR LOGS
The master Ipd daemon has an error log f0/spool/masterlog for error messages. If you’'re tring
to fix remote printing, look at masterlog on the remote machine as well. Each copy of Ipd for

individual spool directories opens an error file if there is a If entry in /jetc/printcap, (usually
spool_dir/errorlog.) Check these for any error messages.
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Here are a few other things to check:

o The owner of all the spool directories should be daemon.

e The group of all the spool directories should be daemon.

e The mode of all the spool directories should be drwxrwxr-x (i.e., 775)

GED Plotting

e The rp (remote printer) capabilty on the local machine should have an exact match with

a name of a printer in the /fetc/printcap file of the remote machine.

e There must not be any spaces between the vertical bars that seperate printer names and
the printer names themselves in Jetcprintcap.

e If you are tring to get HPR mode hardcopy in GED to work; remember, the name of the
printer in /etc/printcap must exactly match one of the names HPR mode knows about:

“‘versll”’
“‘vers22”’
““vers36”’
‘“‘vers42”’
“Cvers42”’
““B9424”’
“hp7580”’
“hp7475”’
‘““calcompl043”’
““calcomp5744”’

117 Versatec

22’ Versatec

36°’ Versatec

42" Versatec

42”’ Color Versatec

24’ Benson

D size HP pen plotter

B size HP pen plotter

E size CalComp pen plotter

E size CalComp electrostatic plotter

e Every machine that uses /pr must have a ‘‘printer’’ service entry
in the file jfetc/services, even for local printing. Also,

all of the

Jetc/services files must agree on the sevice number
for “printer’’ in order for remote printing to work.

If you change any of the above, you should kill off the Ipd daemon and restart it:

# ps ax

(get process id of 1pd)
# kill -15 process_id
# /usr/lib/Ipd
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You can run the program ‘‘ps’’ to get information about process status of processes

running currently on your machine:

ps -ax

You’ll get output something like this:

PID

0

1

2

3

33

36

60

63

80

84
1867
5699
17465
17466
17516

Make sure there is at least one /pd running. If not type:

3

N D D D mD D ) D =D

STAT TIME
8:25
1:35
0:00
0:11
18:05
22:10
0:00
0:00
0:02
0:35
0:07
0:22
0:11
0:15
0:13

# /usr/lib/lpd

While you are root.

COMMAND
swapper

/ete /init
pagedaemon
rpc_server_ac
/ete/update
/ete/cron
/etc/rshd
/ete/rlogind
/ete/wm 0 1
-csh (csh)
make hpf
-csh (csh)
/ete/rlogind
-csh (csh)
ps ax
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8.0 SOFTWARE ANOMALIES

The following anomalies have been identified in the 8.0 release of the SCALDsys-
tem software. The anomalies are grouped according to program and, where possi-
ble, include “workarounds.”

SCREEN/HARDCOPY DISPLAY OF DATA

Problem: Characters may be dropped during editing with the VAX/VT100 window
using the pass-through port.

Workaround: Set the baud rate to no higher than 2400 baud.

Problem: The vprint command collapses tabs in the ascii file to be printed.

GRAPHICS EDITOR

Problem: Copying a group and concatenating the copy to the original can modify
the original group.

Workaround: Bear in mind that COPY works on vertices, not objects.

Preblem: Deleting or moving bodies leaves holes in the grid, cspecially when
GRID DOTS is used. Also, a hole can appear in a body that has been moved
off the grid. The problem is visual only, not functional.

Workaround: Refresh the screen with the WIND OW; command.

Problem: Placing a body outside the borders of the grid may crash GED.

Workaround: Turn on the grid to see the extent of the GED screen.

Problem: Maximum zoom in the lower left corner may cause GED to crash.

Problem: Using the WIRE command to create a 4-way tie may later cause the
MOVE command to treat the wires as unconnected segments.

Workaround: Put a dot at the center of a 4-way tie.
Problem: The update package for the 8.0 Reference manual incorrectly lists the

pathname for /u0/scald /section /section as /usr/bin/section. The correct path-
name is /u0/scald /section /section.

Problem: A beta version of 7.25 GED produced corrupted versions of ASCII body
files.



Workaround: Any drawings produced with that version can be read into a later
release of GED and written back out again.

Problem: In the CHANGE command a s moves the cursor backwards if the cur-
sor was after the character it is searching for.

Workaround: Use f to move forward.

Problem: If a group is CUT and DELETEd and then a SHOW PINS is done the
pins from the deleted group are still shown.

Problem: If SET CAPSLOCK_ON and go into vi (during the CHANGE com-
mand) the signal names typed in lower case are not changed to caps.

Workaround: Be sure to type changes in upper case.
Problem: Can’t swap default properties.

Problem: The following causes the signal name attached to a wire to disappear:
1. SPLIT a wire and body (signal attached to wire)
2. MOVE the wire
3. UNDO

Problem: Hardcopy can only find a drawing in the current use directory.
Workaround: Use the command HARD COPY <scald_dir> drawing_name(;]

Problem: A CUT and PASTE causes signal names attached to pins to disappear.
Also throws away default properties.

LIBRARIES

Problem: BACKANNOTATION causes the pin numbers on a drawing to be dif-
ferent from the notes on the corresponding body. The numbers do not affect
connectivity file formats. Section swaps cause a wider divergence in number-
ing.

Workaround: The problem can be disregarded without impairing functions. If the

numbering is confusing, it is possible to create a body without subscripts on
the part.

COMPILER

Problem: Due to Pascal implementation differences, a compilation that is success-
ful on a Valid S32 may not compile on an IBM 370 VM machine. The diffi-
culty occurs when the compilation surpasses the IBM virtual memory capacity
while processing drawings. When the memory is exceeded, neither the
CMPEXP.DAT or CMPSYN.DAT files are created on the 370 VM machine.



Workaround: Use sepcomp and seplink whenever virtual memory is exceeded and

one encounters a limit on the maximum drawing size that can be used on an
IBM 370 VM machine.

Problem: Low asserted signals for the Compiler, Timing Verifier, and the Simula-
tor are indicated by a leading ‘‘-”’ instead of a trailing ‘“*’’ in the listing files.
The Compiler, Timing Verifier, and the Simulator currently report the polarity
of a signal, not its assertion. The Compiler interprets the assertion and passes

both -A and A* on to other tools as -A; similarly, A and -A* are passed on as
A.

The following anomalies exist with the new mechanism ValidSIM using the
ROOT_DRAWING directive.

Problem: The PRIMITIVE compiler directive is not implemented.

Problem: The SUPPRESS compiler directive works only on compiler messages.
Linker oversights and warnings cannot be suppressed. This applies to the
WARNINGS OFF and OVERSIGHTS OFF directives as well.

Problem: The linker will not report signals synonymed to their own complement.

Problem: Error messages not directly associated with a page (such as "Drawing not
found”) are reported only to the monitor (and cmplog.dat), and are not
included in the list file (cmplst.dat) produced by COMPERR.

Problem: The compiler does not detect different property attributes (such as
PERMIT(PIN) INHERIT(PIN)) when deciding whether to recompile a page.
(Property attributes describe how a property can be used, not what its value is
-- see the SCALD manual for a full description.) This kind of change is usu-
ally made very infrequently. If changes of this kind are made, then all draw-
ing can be forcibly marked “dirty” by going to all working directories (and
library directories) and executing the command rm */schema in each. The
absence of this file from a drawing directory causes all pages of the drawing to
be recompiled.

Problem: The mechanism used to detect changes to plumbing drawings is not
entirely foolproof. In particular, if a different ”standard” library is specified

than was used the last time the page was compiled while leaving the old library
files in place this change will not be detected.

TIMING VERIFIER

Problem: The Timing Verifier, at present, cannot interpret user-defined syntax in
the case file.

Workaround: Consult explanation above in the Compiler section.



Problem: In the case file, if more than one subscript for a signal is used, only the
first bit subscript will be accepted.

" Workaround: For a signal, use one bit subscript at a time.
Problem: Using the 40105B part from the CMOS library causes the 7.25 Verifier to

crash.

PACKAGER

Problem: The Packager does not guarantee optimal assignment of logical to physi-
cal parts.

Problem: The Packager may assign sections of a HAS_FIXED _SIZE part into more
than one package when doing feedback.

Problem: When doing feedback on a part-type that has been modified by Physical
Part Tables, the Packager requires that the new part_type name, such as RES-
1, be given instead of the original part type name RES.

Workaround: Give the modified part_type name when doing Feedback Netlist. The
new part_type name for the modified parts can be found in PSTXPRT.

Problem: The name of a body that has been modified by Physical Part Tables is
given in the new format. For example, the Packager backannotation file may

contain:
BODY="LS00-1’
BODY="LSo00’

Workaround: If doing backannotation after running the Packager with
PHYSICAL_PART TABLE, the user must edit the backannotation (file
PSTBACK to delete the ’-1°.

Problem: If a section does not have all its pins listed, the Packager ignores the sec-
tion without doing feedback on it.

Workaround: Make sure each pin of a feedback section is listed when doing Feed-
back Netlist.

Problem: Packager does not strip blanks preceding LOCATION values. A LOCA-
TION=" U12’, for example results in a part named ’ U12’ instead of 'U12’.
This may cause subsequent programs to crash.

Workaround: Watch out for unintentional blanks preceding a LOCATION value.

Problem: Physical part names may contain non alpha-numeric characters (if
assigned by the user-assigned LOCATION property), causing DIAL to crash.



Workaround: Don’t give a LOCATION value containing non alpha-numeric char-
acters.

Problem: The Packager crashes when there are many parts in the Compiler Expan-
sion File with the same PATH_NAME.

Problem: If a new section is allocated to a package using the LOCATION pro-
perty, the Packager may reassign the sections already assigned to this part
rather than leaving them as they were.

Workaround: Rather than using the LOCATION property to assign a new section,
reassign sections manually for sections whose location and section are impor-

tant.

Problem: If a comment is typed on two lines during entry in the physical part table,
a syntax error results.

Workaround: Confine all comments for this table to one line.

Problem: The use of tabs within comment lines for the physical part table results
in syntax errors.

Workaround: Do not use tabs in the comments for the physical part table.

Problem: If a net contains only bidirectional nodes, the net-input-loading is
reported as zero.

Problem: When the file feedback_netlist is used for pin swapping, the Packager
does not report an error for the swapping of two pins with different
PIN_GROUP property values.

Workaround: Check to see that pins to be swapped by feedback have matching
PIN_GROUP property values in the library. After packaging, check the output
files to be certain that the pinswap was done properly.

SIMULATOR

Problem: Non-existent signals in the Tabular input file may later cause the Simu-
lator to crash.

Workaround: The Simulator outputs a message when non-existent signals are
discovered. Remove the non-existent signals and their values from the file
before using it. This problem will be fixed in ValidSIM 2.0.

Problem: Tabular input files cannot be read in the split screen GED /Simulator.

Workaround: Use the stand-alone Simulator when using the tabular input features.



Problem: There are various problems associated with the PATCH command, par-
ticularly when the user tries to re-PATCH a PATCHed signal.

Workaround: The cycle time to make a GED change and restart the Simulator has
been dramatically reduced in ValidSIM 1.0. Keep the use of PATCHing to a

minimum.

Problem: It is possible for the Simulator to go into an infinite loop while evaluating
a circuit containing PASS TRANSISTOR or RES (resistor) primitives. In addi-
tion, it is not possible to deposit to a bidirectional net.

Workaround: Insert a buffer into the circuit at the input(s) to the RES or PASS
TRANSISTOR primitive. Values can then be deposited to the input of the
buffer rather than directly to the RES or TRANSISTOR.

Problem: If a PASS TRANSISTOR is connected to a bubbled output, the simu-
lated behavior may not be correct.

Workaround: If fully bi-directional gates are not required in the circuit, use the
UNI PASS TRANSISTOR primitive rather than the PASS TRANSISTOR.

Problem: The user should not attempt the trace_all procedure on large designs.

Problem: Simulating for excessive intervals (> 30,000,000 ns) with one SIM com-
mand can cause the Simulator to crash.

Workaround: Simulate in more reasonable intervals - break huge intervals into
smaller ones (e.g., instead of ”SIM 50000000” use ”SIM 25000000” twice).
This problem will be fixed in ValidSIM 2.0.

Problem: If the user types "C to abort the new graphics Simulator, “Z is disabled
when the user returns to UNIX and certain other functions may not work
correctly (e.g., the editor vi operates incorrectly).

Workaround: The “Z function can be restored by entering the UNIX comma,nd\
stty susp "Z. This problem will be fixed in ValidSIM 2.0.

Problem: If the user types "Z or "C to stop the simulator, the screen will not scroll
correctly if the terminal type was set to GCLUSTER and is now set to some
other terminal type.

Workaround: The scrolling region can be reset by entering the UNIX command
echo *<ESC>[r’. This problem will be fixed in ValidSIM 2.0.

Problem: When wusing Realchip with Realfast, if the user specifies
*clock_edge=rise” or “clock_edge="fall” in the Realchip definition file, the
simulated behavior may not be correct.



Workaround: Change the specification to ”clock_edge=both”.

Problem: In Realfast, if a constant signal is connected to a pin of the RESISTOR
primitive, the constant value is not propagated to the other pin of the RESIS-
TOR (e.g., a pull up resistor will not pull the pin up to 1).

Workaround: Insert a buffer between the constant signal and the resistor, where
the input is the constant signal and the output drives the resistor.

Problem: The clock period is not appropriately scaled by the RESOLUTION factor
if the RESOLUTION directive appears after the CLOCK_PERIOD directive in
the Simulator directives file.

Workaround: When using the RESOLUTION directive, ensure that it appears
before the CLOCK_PERIOD directive in the directives file. This problem will
be fixed in ValidSIM 2.0.

Problem:Contrary to the description in the manual, simple breakpoints cannot be
CLEARed by name. This problem will be fixed in ValidSIM 2.0.

Workaround: Use the number of the breakpoint to CLEAR it.

Problem: Typing ahead ruins the display, particularly when the terminal type is set
to GCLUSTER.

Workaround: Do not type ahead of the Simulator. Wait until the ”+” prompt is
displayed before entering commands.

Problem: The Simulator does not generate a screen image properly in the list file
when the SNAPSHOT command is executed under GED or when running as
GCLUSTER.

Workaround: Use the HARDCOPY command to generate a screen image. HARD-
COPY will generate a graphical image which is not possible in the ASCII list
file.

Problem: Inconsistent or out of range parameters in the MEMLOAD command
can cause the Simulator to crash.

Workaround: Make sure that memory locations exist before you try to load them;
make sure bit ranges and/or word ranges match when specifying MEMLOAD
parameters. This problem will be fixed in ValidSIM 2.0.

Problem: The DUMPMEMORY command causes an error message to be output
when running on the IBM.

Problem: The ASSERTIONS command does not accept timing data in the split
screen GED /Simulator.



Workaround: Use the stand-alone Simulator when using the ASSERTIONS com-
mand. This problem will be solved in ValidSIM 2.0.

INTERFACES

Problem: The Scicards interface cannot handle a Scicards LATCH4 function
unless precautions are taken. Otherwise, the result is an error ‘‘209): Scicards
pin not found on the SCALD part.’”’ This condition causes the program to
end.

Workaround: Do not attach the SCI_PART property to library parts which are

modelled by LATCH4 functions in the SCICARDS library. Omitting this pro-
perty ensures that an entry will be generated in the scilib.dat file for that part.

COMMUNICATIONS

Problem: When rlogining onto a non-VALID system the first login request you get
will not be successful as a result of some date that gets sent to the window.

Workaround: In response to the first login request hit a carriage return. Enter
login name to second request.

Problem: When rlogining onto a non-VALID system where you have an account,
some data gets sent to the window. As a result the first couple of commands
entered will be unrecognized.

Workaround: Hit a couple of carriage returns before trying to type any commands.

Problem: When rlogining in to another system, rlogin sometimes repeats bursts of
characters on the screen. This does not cause any loss of data.

Problem: Ftp will core dump if it attempts to write to a full disk on another
VALID system.

UNIX KERNEL

Problem: iostat does not report disk information correctly because the new Rim-
fire disk driver in 8.0 does not update /dev/kmem correctly. However, other
statistics reported by iostat are correct.

Problem: Catching SIGSEGV is fatal to the system.

Workaround: Do not catch SIGSEGYV.



COMBINED RESIDENT MONITER

Problem: The system hangs when using the coredump command in erm on a DEC
"vt100” terminal or Decwriter hardcopy terminal.

Workaround: The problem is that CRM doesn’t know how to generate a carriage

return for a vt100 terminal. When the data from the coredump command
reaches the end of line, hit the carraige return manually.

LANGUAGE COMPILERS

Problem: A Fortran program that has been compiled on a system with software
before 7.0 produces the message ‘‘illegal instructions’ and dumps the core.

Workaround: Recompile the program with 7.0 or later software.

Problem: The C Compiler gives the message:
"Switch table overflow”

if more than 248 cases exist in a single switch statement.

Problem: The C Compiler refuses to cast a function to type ‘‘void,”’ thereby creat-
ing an infinite loop.

Workaround: Either delete the keyword void or use a typedef to equate it to int (or
some other legal typename).

Problem: Limit on size for single arrays in C.
Workaround: Do not create any single arrays larger than 32K.

Problem: The comma operator in a C program argument list is erroneously
evaluated.

Workaround: Avoid using this construct.

Problem: Compiling anything with !n where n is double (not long) causes the
Compiler to do a core dump.

Workaround: Do not use !n. Use (0==n) instead. Cast the variable to long
before using the not operator.

Problem: If units are defined in a procedure in the interface section but are not
defined in a body in the implementation section, a Pascal program can be

compiled without complaint, but its executed version crashes.

Workaround: Define everything in the implementation section.



Problem : Ranlib not supported.
Workaround: Use lorder and tsort to order library modules before archiving. For
example, the following command lines will order and archive object modules

whose names are listed in "file1” into the library “newlib.a”:

lorder ‘cat file1¢ |tsort > file2
ar ¢cv newlib.a ‘cat file2°

Problem: Fopen modes "w+ 7, "r+” and ”a+” are not supported.
Problem: Locv routine in libc.a doesn’t work.

Workaround: Use iocv(3).

DR-11

Problem: Filecopy can’t transfer Scald directory filenames with special characters in
them. For example, filenames containing ”_” are not recognized on the Vax.
Workaround: Rename directories before transferring them.

Problem: When copying files from a Valid system to the Vax the owner of the file
is not given delete permission.

Problem: Filecopy hangs if Vax is down.

Workaround: Check status of Vax before transferring files.

RSCS/VM

Problem: On occasion RSCS crashes and the restart program does not always work.

Problem: RSCS messages follow the log-in name through multiple windows and
appear on the one that the user has most recently logged-in on, not necessarily
the current window. Some messages, consequently, may not be read.

Workaround: Create a special user for the purpose of sending RSCS data. Logon
as that user to use RSCS transfer. Then the messages will also go to the win-
dow using the RSCS login.

Problem: The RSCS commands are not documented on the on-line manual.

Workaround: See the Valid RSCS User’s Manual.

Problem: GETRDR changes all files in a CMS disk to variable length format. The

problem occurs when a file with file name of * and file type of * is sent to the
VM machine, which does not define * as a legal file name or file type. The
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EXEC uses this combination while generating a rename instruction; conse-
quently, all files are changed.

Problem: The soft key assignments for PF Keys 1 through 9 are inoperable within
the 3277 emulation mode. PF Keys 10 through 12 do work, and in XEDIT
mode all keys function. The problem is in the simulation code on the S-32.

Problem: RSCS installation doesn’t include rscs%mail command.
Problem: IBM file names received by Valid host are truncated to 14 characters.
Problem: RSCS has problems establishing handshake at 57.6 KB.

Problem: If a user has more than one active window RSCS sends messages to the
last window. This also may cause RSCS to hang.

Problem: RSCS will not work in single user mode.

UNIX UTILITIES

Problem: The table formatter tb/ sometimes dies on legal tables due to a doprnt
bug.

Problem: The tar cv /u0 command does not work if run from /u0 or a subdirec-
tory of /uO.

Workaround: Change to the root position and then type tar cv uO to archive the
data. Within the /u0 directory, the command tar u0/* also works.

Problem: The ps -au command sometimes erroneously reports users with more
the 100% usage of CPU resources. The problem typically occurs during heavy
system load.

Problem: The adb utility does not assign the correct breakpoints for two byte
instructions. For example, any C program that has been compiled into a.out
can then be checked by adb. Once within adb, the user can give the following
instructions:

start+ Ox16:b

o = |

12

and find that segmentation is at _start+ Ox1c. Consequently, the breakpoint is
set at most two byte instructions.

Problem: Using adb in conjunction with wraplib.o is difficult. If one compiles C
and Fortran or Pascal together, and then wishes to set a breakpoint at ‘‘open’
(as called by C) in the resulting a.out, the command
open:b
sets a breakpoint at _open, not ‘‘open.”’

11



Problem: Using cat to display a binary file on a design station can cause unpredict-
able results that require the user to reload the Video Graphics Board.

Workaround: It is helpful to use the file command to identify binary files before
attempting to cat any file. However, file does not correctly identify the file
type for core files, and a user should not cat a core file without using the
strings procedure first and then using cat to examine the output of the
strings program. If you are using the C shell, try aliasing the cat command to
cat -v.

Note that the Is -F command indicates directories with a slash mark and exe-
cutable files with an asterisk. Many users find it helpful to alias Is to 1s -F in
the .cshre file.

Problem: During walknet procedures, the tp program reads only MTAO instead of
the logical device designated by the command file.

Workaround: Use tp -f to force tp to force the program to use the first-named file
rather than tape as the archive.

Problem: If the user specifies both the user name and the terminal number while
using the write command, the message is sent to that terminal regardless of
whether or not another user is logged in.

Workaround: Use the who command to find out who is logged in before sending a
write message.

Problem: A line printer cannot be set for 2400 baud with the stty command. The
code for the line printer daemon is hard-coded for 9600 baud.
Workaround: Put the following command into the rc.local file:

(stty 2400; sleep 10000000) < /dev/lp > /dev/lp2>&1 &

Problem: The C shell terminates whenever the user types in ’echo’ followed by
the name of a non existent command in backquotes (° ‘) The machine
responds with a segmentation error message and a core dump and logs the
user out.

Workaround: Make sure the command exists before using it in conjuction with
echo.

Problem: The syslog command in sendmail(8) is not supported.

Problem: Killing the lpd daemon with ”-9” (hard kill) leaves the socket
?/dev /printer” lying around on the root filesystem.

Workaround: Use “kill -15” (soft kill) to terminate Ipd. This allows lpd to unlink

the socket before dying. NOTE: /etc/rc removes the socket while bringing the
system up multi-user. Make sure you use the utility shutdown to bring the
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system down or the socket will be left around.
Problem: Tar cv /etc doesn’t pick up all the files in the /etc directory.

Workaround: Use tar cv /etc/* instead.

Problem: The csh returns a ”bus error” if a command line is more than 256 charac-
ters long.

Workaround: Don’t make command lines over 256 characters long.

Problem: The csh dies if history substitutions create a command line longer than
256 characters.

Workaround: Try to avoid substitutions which will result in very long command
lines.

Problem: more and page don’t work on files containing less than 3 characters.
Workaround: Use cat.

Problem: The dd command fails if the “files” option is greater than 1.
Problem: su doesn’t export the user’s variables in the bourne shell.

Workaround: After su do a . .profile. This will export the variables set up in the
.profile file.

Problem: Vi doesn’t work correctly on a vt100 terminal if the autowrap option is
set.

‘Workaround: Turn the autowrap option off.

SCALDstar

Problem: If an object is very large relative to the scale factor, the object may
disappear. That object can include the cursor.

Workaround: Zoom out enough to make the object reappear.

Problem: remove command in LED does not work correctly across the net.

Workaround: Use a local LED to remove drawings.

Problem: Dynamically dragging an even number of objects, all of which share an
identical edge, across the screen causes the coinciding line to disappear. Occa-

sionally, small bits of the ghost image are left on the screen. This description
pertains only to 8.0 led release.
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Workaround: Redraw the screen to eliminate any bits of images. The problem is
purely visual during the act of moving the objects and in no way affects the
functionality of the objects once they are deposited in a new location.

Problem: DRC may report some spacing errors in addition to the width errors dur-
ing a width check if minimum spacing is less the minimum width for a layer.

Workaround: Ignore those errors. All real errors are correctly reported.
Problem: Cells with too many ( >10,000) cannot be converted to LED format.

Workaround: Subdivide cell between conversion.
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NOTES FOR 8.0 SOFTWARE RELEASE

The following contains notes relevant to the 8.0 release of the SCALDsystem
software. Notes are grouped by program.

SCREEN/HARDCOPY DISPLAY OF DATA

1. The vgb mode is the default hardcopy mode in GED for monochrome worksta-
tions.

GRAPHICS EDITOR

1. Using SET CAPSLOCK_ON passes upper-case letters to the Simulator and to
the UNIX operating system. If you do use SET CAPSLOCK_ON, all UNIX
commands need to be issued from a separate window and all script files for
the Simulator need to have upper-case letters.

2. GED maps SCALD directory file names to lower case. In the event that you
use mixed case letters for directory file names, an error message appears. It
says that GED cannot open a file name with the name in lower-case letters
and also says that there is no SCALD directory by that name (in upper-case
letters). As a workaround, do not create file with upper-case letters in the
pathname.

3. The current algorithm for naming unnamed nets can cause a problem if a part
is deleted from an unnamed net. If a part that was used to generate the
unnamed signal name is deleted, then GED changes the name of the net.
The renaming is local, and only the altered net is renamed, not the entire
database.

Note that these net names are part of the database for physical design systems
such as Scicards. For further information, see the relevant section of the
Software Changes Information document.

4. If a monochrome display user draws a large circle, uses the window; command
for a section on the upper right hand side of the screen, and then moves the
circle around, the pixels in the GED screen, including the menu, are turned
off. The difficulty can wipe out other windows. This procedure should not be
attempted.

5. The vgb mode is the default hardcopy mode in GED for monochromatic sys-
tems.

6. There is no way to turn off the display of the number of bodies, properties, etc.
that appear in the upper left corner of the screen while executing a group com-
mand.



7. In rare instances, the asterisk (*) lags behind by one string while using
control-X in the CHANGE command. Refresh the window by issuing the
WIND OW; command.

8. By default, the Graphics Editor provides a 0.61 text size for backannotated pin
numbers in order to make a distinction between numbers that pertain to pins
and other numbers/text on the drawing. To change the size to 0.8, use the
find $pn command, followed by DISPLAY 0.8 group_name.

9. A body with a pin at the origin cannot be rotated or changed into different ver-
sions. Do not place a pin at the coordinates (0,0).

11. The user cannot abort the DIRECTORY command when the output is more
than one screenful. See instructions in the manual for the use of metacharac-
ters in combination with the DIRECTORY command.

COMPILER

1. The compiler does not detect different values for the BUBBLE_CHECK,
SUPPRESS, WARNINGS or OVERSIGHTS directives when deciding whether

to recompile a page.

COMMUNICATIONS

1. GED cannot be started with a remote login, since GED has to run on a local
Video Graphics Board.

2. Network communications commands (rlogin, rsh,, etc.) require that both sys-
tems have compatible kernels. For instance, version 6 software systems can
only communicate with version 6; version 7.0 through version 7.25 can com-
municate with each other; and version 7.27 through 8.0 can communicate with
each other.

UNIX KERNEL

1. The UNIX system clock is s software clock which should not be depended upon
for accurate time. It's purpose is to provide a time stamp for files.

2. Using the Berknet line discipline can cause the system to crash a program tries
to do an doctl(2) call after the Berknet line discipline has been selected. Use
the old tty line discipline, "OTTYDISC”, or the new tty line discipline,
"NTTYDISC”, instead of the Berknet discipline, "NETLDISC”.

RSCS/VM



1. Be sure the bisync and rdaemon processes have been killed before restarting.

2. RSCS does not start if there is no entry in /u0/spool/rscs with the system
machine name as a directory. If the entry is omitted, the system generates the
warning message ‘‘rdaemon: cannot initialize -- could not initialize
MSGWORK?” in errorlog. To workaround, make a directory in /u0/spool/rscs
with the system machine name. A VM system expects upper-case letters for
machine names.

3. Transfer of binary files to IBM host is not supported by RSCS.

UNIX UTILITIES

1. The I8 -¢c command operates as Is.

2. The disk usage command (du) reports only the number of blocks in the size of
directories, not the number of kilobytes as stated by the documentation. The
actual disk storage used may be considerably less than du reports.

3. The tutorial program learn is not on the system due to insufficient space on the
disk.

4. The program /etc/mknetusr is no longer supported on the system. The pro-
gram /etc/mkusr now will duplicate a password entry from a remote system
onto a current system. See mkusr(8V) for more details.
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ANOMALIES CLOSED AS OF 8.0 Final

The following anomalies have been fixed in the 8.0 release of the SCALDsystem
software. They are listed according to program.

SCREEN/HARDCOPY DISPLAY OF DATA

1. Deleting a window that still has a process in it, particularly a background pro-
cess, causes problems with the continuing processes and with subsequently-
created windows.

2. The emulation of the visual editor vi scrolls one line at a time during moves
through a file.

3. VT100 emulation doesn’t work correctly. (Refer to the 8.0 Changes Document
for more information.)

GRAPHICS EDITOR

1. GED does excessive canonicalization during an edit, thereby slowing the system
down.

COMMUNICATIONS
1. Entering "D to tftp prompt causes infinite loop
2. The tftp daemon is not supported by ind.

3. Typing a control-C during a remote login sometimes generates the message
““Lost connection.”

4. When rsh takes a long time to execute and the user issues a control-C, a
forked process is left on the remote machine and the local shell has an
unusual stty state.

5. The rsh command gives an ‘‘address already in use’’ error in certain instances.
For example, simlab may generate that message after an rsh simlab date
command.

UNIX KERNEL

1. The large (Bourne-shell) scripts for software installation at customer sites ran-
domly fail.



LANGUAGE COMPILERS
1. The ulinker program causes a core dump if it is given more than 128 .obj files.
The file names, in this case, are entered interactively by giving no command

line arguments to /u0/fortran /ulinker.

2. Lockpages library routine in libc.a doesn’t work

UNIX UTILITIES

1. The Graphics and Layout Editors ignore the umask setting in the C-Shell.
2. Online manual page for getdtablesize should be named getdtablesize.2.

3. Mkusr doesn’t handle Cntrl-C very well.

W

. Using the touch command without arguments causes a core dump.

5. All user .login, .profile and .cshrc files are owned by root and have the permis-
sion code set at -rw-rw-rw.

6. The procedure for using restor xv directory_name has problems with restoring
selected files or directories from a multi-volume dump tape. It tries to restore
files onto parent directories that do not exist and then prints the message
““unable to create file.”” The restor program has been replaced in 8.0 by
restore(1) which handles this problem.

. Rebooting in single user mode can cause a file that was being edited to come up
empty after a reboot -s is issued.

-

8. The dump procedure may generate an error message about a bad unit number
or block number. For example, typing
dump Ou /dev/rimOb
produces the error message:
Rim 01: Bad unit or block , block 71759
and a core dump.

©

. Using control-Z in the Bourne Shell while in the single-user mode hangs the
system.

10. The table formatter tbl for nroff is not on the system.

11. The uucp utility is not supported. See the 8.0 document, UUCP OPERATION
AND MAINTANENCE.

12. The system accounting utilities (sa, accton) are not supported.



13. The on-line manual for Section 8V UNIX commands can be called to the
screen only if an upper-case V is included as part of the command name. Typ-

ing man 8V ether is successful, but man ether and man 8v ether results in the
message ‘‘not found.”

14. Using the ms macro package with nroff or troff causes the following lines to be
displayed along with the text output:

.asciz "$Header: tmac.s,v 800.0 85/07/31 17:55:36 root Exp $”
.asciz "W % %Y % %6Q% 964G %

15. If a system manager specifies a non-existent file system as a user’s home
directory during the mkusr program, the program terminates and creates an

erroneous entry in /etc/passwd. For example, a single-disk system has /u0 as
the only file system; mkusr terminates if a user then specifies /ul.








