

































































































































































































































































CHAPTER 8 VIRTUAL PROTOCOL MACHINE

8.1 Support for Bit-Oriented Protocols

The capability to use bit-oriented protocols such as HDLC is provided by a
new set of communications primitives. These primitives are frame-oriented
and non-blocking, whereas the BISYNC primitives are character-oriented
and blocking. The new primitives' are fully described in the attached manual
entry for vomc(1C). An overview of these primitives follows.

The VPM interpreter maintains a set of queues for transmit buffers. When a
transmit buffer is passed to the ICP by the UNIX driver, the buffer is
appended to the unopened-transmit-buffer queue. The protocol script in the
ICP obtains a transmit buffer from the unopened-transmit-buffer queue by
means of the getxfrm primitive; the buffer is then said to be open. In order
to get (open) a transmit buffer, the script must provide a transmit-sequence
number. This sequence number must be distinct from the sequence number
currently assigned to every other currently-open transmit buffer. This
sequence number is used to identify the buffer for subsequent calls to the
xmtfrm and rtnxfrm primitives. The xmtfrm primitive initiates transmission of
the specified buffer, using the control information specified by a previous
setctl primitive. Transmission proceeds asynchronously. The script can test
for completion of an output transfer by means of the xmtbusy primitive.
Open transmit buffers can be transmitted any number of times. When the
script decides that a buffer has successfully been received at the
destination, it notifies the interpreter by means of the rtnxfrm primitive. This
causes the buffer to be placed on the transmit-buffer-return queue; the
buffer is then no longer considered to be open and the sequence number
can be reused. The driver is notified as soon as possible that the buffer has
been closed. The buffer is then removed from the transmit-buffer-return
queue.

When a receive buffer is passed to the ICP by the driver, the buffer is
placed on the empty-receive-buffer queue. When the first byte of a new
frame arrives, an empty receive buffer is obtained from the empty-receive-
buffer queue and the incoming characters are placed into the buffer as they
arrive. An incoming frame will be discarded if the frame is too short (less
than four bytes including CRC), if the frame is too long to fit in the receive
buffer, or if the CRC is incorrect. If a frame is received successfully, the
buffer is placed on the completed-receive frame queue, otherwise the buffer
is returned to the empty-receive-buffer queue. When the script executes a
revfrm primitive, the buffer at the head of the completed-receive-frame
queue is removed from that queue and becomes the current receive buffer.
If the script subsequently executes a rtnrfrm primitive before executing
another rcvirm primitive, the current receive buffer is placed on the receive-
buffer-return queue. If the script executes a rcvfrm primitive before
executing a rtnrfrm primitive, the current receive buffer, if any, is returned to
the empty-receive-frame queue. Buffers on the receive-buffer-return queue
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are returned to the driver at the first opportunity. If the empty-receive-buffer
queue is empty when the first byte of a new frame is rceived, the first five
bytes of the frame are retained in a staging area and the remainder of the
frame is discarded. This allows a protocol script to receive a control frame
(up to seven bytes including CRC) when no data buffer is available. When
the next rcvfrm primitive is executed, the script will receive the information in
the staging area along with an indication that the remainder of the frame has
been discarded. If another frame arrives while the staging area is thus
occupied, the new frame is discarded entirely.

A count is kept of the number of frames discarded for each reason. These
counters may be read and reset from the host computer.

8.1.1 The VPM Split Driver

Since the VPM interpreter and a protocol script generally use most of the
memory of the ICP any higher levels of protocol that are required must be
executed by the host CPU. The purpose of the VPM split driver is to
provide a framework in which higher-level protocols can be implemented
conveniently using low-level routines in the VPM driver to communicate with
the interpreter in the ICP.

A set of functions has been written that provides a general-purpose interface
to the link-level protocol being executed by the interpreter in the ICP. Their
capabilities include a means to queue transmit and empty receive buffers for
use by the protocol script in the ICP, to start and stop the script, and to
send commands to and receive reports from the script. A means of getting
a copy of and resetting the VPM interpreter’s error counters is also provided.
These functions will be referred to as interface functions or collectively as
the interface module. Appendix | contains a description of each of these
routines.

To implement higher levels of a protocol as a UNIX device driver, a set of
routines must be written to implement the standard UNIX system calls:
open, close, read, write, and ioctl as well as the required protocol. These
routines will be referred to as protocol functions or collectively as a protocol
module. The standard VPM driver does not implement a higher-level
protocol but instead provides a transparent user interface that can be used
by applications that supply their own higher levels of protocol. This driver
can be used as an example for those interested in writing a different
protocol module. Appendix 2 contains a description of these routines.

At lease two other protocol modules have been written thus far. They are
the Synchronous Terminal Interface [4, st(4)], and the BANCS THP
Interface.

VPM allows up to four different protocol modules to be executing
simultaneously. One ICP and one interface-module minor device™ is required
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for each protocol being executed. Any number of protocol modules may be
implemented, but no more than four can be in use at any one time since no
more than four ICPs are supported. In general, each protocol module can
have up to 256 minor devices. The VPM protocol module, however, can
have at most 16 minor devices; this restriction is due to the fact that the
minor device number of the VPM protocol module is used not only to specify
the VPM minor device but also to specify the interface-module minor device
and the ICP minor device. The low-order four bits of the protocol-module
minor device number determine the protocol-module minor device; the next
two bits determine the interface-module minor device; the next two bits
determine the ICP minor device.

Transmit buffers and receive buffers are passed between the VPM
interpreter, the interface module, and the protocol module by means of
pointers to data structures known as buffer descriptors. The buffer-
descriptor structure is defined as follows:

struct vpmbd {

short c_ct; /* Buffer size */

short d_adres; /* Low-order 16 bits of buffer address */
char d_hbits; /* High-order 2 bits of buffer address */
char d_sta; /* Protocol-dependent */

char d_type; /* Protocol-dependent */

char d_dev; /* Protocol-dependent */

struct buf *d_buf; /* Pointer to system buffer descriptor */
int d_bos; /* Index of next byte in buffer */

int d_vpmtdev; /* Minor device number */

}

For empty receive buffers, c_ct must be equal to the buffer size in bytes; for
transmit buffers, c_ct must be equal to the number of bytes to be
transmitted. When a receive buffer is returned to the protocol module, c_ct
is equal to the number of data bytes in the buffer. D_adres and d_hbits must
contain an [8-bit MULTIBUS-mapped buffer address; the low-order 16 bits
must be in d_adres and the high-order two bits must be in the low-order two
bits of id_hbits. D_type, d_sta, and d_dev are protocol-dependent; when
using the BISYNC interpreter these three bytes may be read and modified
by the protocol script. See the discussion of getxbuf, getrbuf, rtnxbuf, and
rtnrbuf in vomc(1C). D_buf contains a pointer to a system buffer descripter;
this is used to return the buffer to the system buffer pool. D_bos is the index
of the first byte in the buffer not yet returned to the user. D_vpmdev is the
minor device number of the protocol-module minor device to which the
buffer is allocated.
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8.1.2 The Trace Driver

The trace driver provides a means by which a user program can receive
trace information generated by the VPM driver and the protocol script to aid
in debugging new protocol modules and protocol scripts. It may also be
used to debug other drivers or system code not related to the VPM driver.
This driver can be configured to have a number of minor devices. Each
minor device provides a means by which a user program can read data
generated by functions within the operating system. This data is recorded by
calls to trsave as described in Appendix 3. Each call to frsave generates a
unit of data known as an event record which consists of a channel number
(one byte), a count (one byte) and count bytes of data. The channel number
can be used to multiplex up to 16 data streams on each minor device.

Associated with each minor device of the trace driver is a clist queue, which
is used to save event records provided a user program has that minor
device open and has enabled the channel to which the event records were
written. Channels may be enabled in any combination, using the ioct/
command VPMTRCO. See the manual entry for trace(4). While a minor
device read queue is full, event records for that minor device are discarded.
Appendix 3 contains a description of each trace-driver routine.

Minor device 0 of the trace driver is used by the VPM driver to record a
variety of debugging information generated within the VPM driver and also
to record the data generated by the frace primitive in a protocol script. Minor
device 1 of the trace driver is used to record the information generated by
the snap primitive in ‘a protocol script. The vpmtrace and vmpsnap
commands are available for reading and formatting the data passed via
these two minor devices. These two commands are described in the
attached manual entry for vpmstart(IC). Appendix 4 contains a description
of the VPM driver event trace.

8.1.3 Miscellaneous Improvements

Two new primitives have been added to the protocol language to allow
communication between the link-level protocol script in the ICP and a
higher-level protocol implemented in a user program or a VPM protocol
module. The getcmd primitive allows the script to receive a four-byte
command from a user program or a protocol module. The standard VPM
protocol module allows a user program to pass a command to the script via
an joct! system call. Other VPM protocol modules can pass a command to
the script by calling the vomcmd routine in the VPM interface module. The
rinrpt primitive allows the script in the ICP to send a four-byte report to a
protocol module or to a user program. The standard VPM protocol module
allows a user program to receive a script report by means of an ioct/ system
call. A protocol module can receive reports from the interface module by
calling the vpmrpt routine of the VPM interface module.
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The trace primitive of the protocol language has been augmented to allow
two arguments. The form with one argument is still supported; if only one
argument is given, the second argument is assumed to be zero. A snap
primitive has been added. This primitive causes four bytes of data from the
script followed by a four-byte time stamp to be placed on the read queue for
trace driver minor device 1.

The time primitive that allows a script to initialize a timer or test its current
value. If the argument to timer is non-zero, the timer is initialized with the
value of the argument. The timer is decremented ten times a second until it
reaches zero. If the timer primitive is called with an argument of zero, it
returns the current value of the timer. This value is zero if the timer has
expired, otherwise non-zero.

The interpreter would accept at most one transmit buffer and one receive
buffer at any given time. In the interpreter will accept up to four transmit
buffers and four receive buffers at a time. This applies to the bit-oriented
(HDLC) interpreter only.

8.2 Implementation

This section has two parts: the first gives configuration guidelines for VPM
and the ICPs and tells how to install and boot VPM; the second gives
procedures for compiling and link-loading protocol scripts.

8.2.1 Installing and Booting VPM

Each ICP can support up to eight users. If VPM is also installed, an
additional dedicated ICP is required as the VPM. Therefore, a P/60 with 32
users and a VPM requires FIVE ICPs. A P/15, P/20 or P/35 with 8 users
and a VPM requires TWO ICPs.

For all systems, the lowest numbered ICP must be the VPM. Thus while
VPM is operating, ports 0-7 may not be used as TTY ports; users’ TTY ports
must be numbered beginning with 8. For example, on a P/60 with 16 users
and VPM, the VPM uses ports 0-7 and users’ TTYs are numbered 8-23.
The port assignments are changed by modifying the file /etc/inittab for use
with VPM.

If you want VPM in operation only intermittently, the VPM ICP can function
to a limited extent as a TTY ICP; the single wire-wrapped device and the
parallel port are unavailable. In other words, seven devices remain available
on the VPM ICP when VPM is not operating. You can switch back and forth
by alternating between versions of /etc/rc that call different versions of
/etc/inittab.

Six basic steps are required to bring up VPM. The following sections
describe each step.
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6.

o > 0N~

Perfor;n several small hardware changes.

Create the VPM devices.

Modify /etc/inittab.

Modify /etc/rc.

Boot Sys3.

Modify the VPM library for switched or constant carrier.

8.2.1.1 Hardware Installation

The ICP(s) that are to be the VPM(s) require the following special hardware
features.

Note that port 2 on ICPO is the recommended VPM port. Further references
to a port will be to port 2.

1.

The line(s) that are to be synchronous require the Carrier Detect signal
and Clear to Send signal to be strapped on the ICP. (See Plexus
User's Manual.)

The pin-pairs 3 and 4 must be jumpered for synchronous transmission.
Set up the 10-pin jumper network to look like the diagram below.

Fom e e +
| |
| o ) 0 ) o |
l | l l
| o ) ) ) o |
| : |

e e +

1 2 3 4 5

Make sure your VPM ICP is part number 60-00079 Rev Z, 60-00079-1
(any rev), 60-00085 (any rev), or 60-00091 (any rev). Earlier ICPs
must be upgraded in order to be used for VPM.

Each port using synchronous transmission must be configured for
external clock. This is accomplished via a pair of three-pin jumper
networks for each port on that ICP. The jumper networks are
designated Tx and Xx, where ‘X’ means the port number.

a. If your VPM ICP is part number 60-00079 Rev Z, 60-00079-1
(any rev), or 60-00085 (any rev), the following describes the
procedure for configuring a part for external clocking.
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Normally, the center pin (A) is jumpered to either outer pin (B or
C) using a two-pin female jumper block. However, configuring a
port for external clocking requires wirewrapping pin B to pin C on
both jumper networks for the port.

For example, to strap port 2 for external clock, do the following:
e Remove the two-pin jumper blocks from T2 and from X2.
e Using a wirewrap tool, connect T2-B to T2-C.
e Using a wirewrap tool, connect X2-B to X2-C.

b. If your VPM ICP is part number 60-00091 (any rev), the
procedure for configuring a port for external clocking is simpler.
On this ICP, the common pin(c) has been moved to facilitate
changing the clocking mode of the port. On previous ICP’s, the
common was located between the other two pins (A and B),
making wirewrapping necessary for external clocking. On this
ICP, switching to external clocking only requires moving the
jumper blocks from pin pair A-C to B-C.

For example, to strap port 2 for external clock, do the following:
e Remove the two-pin jumper blocks from T2 and from X2.
e Jumper pins X2-B and X2-C using the jumper block.
¢ Jumper pins T2-B and T2-C using the jumper block.

c. The connection cable between the VPM ICP port and the
synchronous modem is a specially strapped Plexus RS232C
modem cable. The following RS232C modem cable leads must

be strapped:

VPM ICP Port Modem Cable
RS232 Leads to RS232 Leads
2 3
3 2
4 5
5 4
6 20
7 7
8 8
15 15
17 17
20 6

d. |If your ICP is part number 60-00085 rev H or later, you must set
switches on switchpak D1 (may also be labeled U-51). If your
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VPM ICP is port 0-3, switch 3 must be on. If your VPM ICP is
port 4-7, switch 4 must be on.

8.2.2 Create the VPM Devices

The installation of Sys5.2 automatically creates the VPM devices. The
following is an explanation of how they were created.

Login as root and bring your system to init state 1. Then use mknod(1M) to
create a node for each VPM line and each ICP:

/etc/mknod /dev/vpm? ¢ <major> <minor>
/etc/mknod /dev/ic? ¢ <major> <minor>

where major is 18. minor is defined as follows: the two most significant bits
denote the physical ICP number (0-3), the next two bits denote the VPM
protocol number (0-3), and the four least significant bits denote the the
physical line number on the ICP. For example, if ICPs 0 and 1 are to be
used for VPM using protocol number 1 and line number 3, then the minor
device numbers should be 023 and 0123, respectively. Input may be in
decimal or octal.

For example, the mknod step might proceed as follows:
mknod /dev/ivpm2 ¢ 18 2

if TTY devices have been displaced by the new VPM ICP, you must do
mknods for these TTYs to link them to a different ICP.

8.2.3 Modify /etc/inittab

Change the logical device assignments in /etc/inittab so that only VPM
devices (/dev/vpmO0 - /dev/vpm7) are assigned ports 0-7 on ICPO. TTY
devices formerly assigned these ports should receive port assignments on
different ICPs. The lines for ports 0-7 on ICPO should look like this:

2:00:o0ff:/etc/getty tty0 b
2:01:off:/etc/getty tty1 b
2:02:0ff:/etc/getty tty2 b

2:07:off:/etc/getty tty7 b
Note that logins are disabled on VPM ports.

if port 2 on ICPQ is moved to port 2 on ICP 3 (port 26 from the system's
point of view), the old line
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2:02:respawn:/etc/getty tty2 b
should be changed to

2:26:respawn:/etc/getty tty26 b
8.2.4 Modify /etc/rc

Verify that your /ete/rc downloads your ICPs correctly when the system is
brought to multi-user state. No download step is required for VPM ICPs.
Since the VPM ICP must be the first (ICPQ), your other ICP(s) must change
their device numbers and the lines in /etc/re that download these ICPs must
reflect these new numbers. Find the lines that do the dnld command. The
lines should look like this:

/etc/dnld -d -f /usr/lib/dnid/icp -o /dev/icn -a 4000

Verify that /etc/rc contains a line like this one for each of your ICPs. If it
does not, edit /etc/re, adding line(s) for the missing ICP(s). Increment n as
appropriate to reflect the addition of the VPM ICP as ICPQ.

8.2.5 Reboot

Shutdown and reboot normally, following the procedures in the Plexus
User’'s Manual.

8.2.6 Switched or Constant Carrier

VPM uses whatever library is in the file /usr/src/uts/mé68/icp/libvpm.a. If
you require switched carrier, do nothing; the correct file is already in place.
If you require constant carrier, back up the file
/usr/src/uts/m68/icp/libvpm.a and copy the file
/usr/src/uts/m68/icp/libvpm.a.ccar to /usr/src/uts/mé68/icp/libvpm.a.

8.2.7 Compiling and Loading VPM Scripts
This section gives the steps to compile and load VPM scripts.

1. You must be in the directory /usr/src/cmd/vpm, so issue the
command

cd /usr/src/cmd/vpm

2. Then move your protocol script into this directory, renaming it
vpmscript.r.

mv <your protocol script name> vpmscript.r
3. Execute the following command
make -f vpmscript.mk

This compiles the script in vpmscript.r and link-loads this compiled
script with the rest of the VPM ICP kernel. The object file created in
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this step is called vpma0; it is down-loadable into the VPM ICP.
4. To download vpmO0, use either of the programs dnld(1) or
vpmstart(1).

5. You may combine up to four scripts in one download module. Scripts
to be combined in this way must be called proto?code.s, where “?”
represents a number from 0 to 3. To combine scripts, you must
modify the file vpmscript.mk. inserting instructions for each script
(proto?code.s) to be compiled into a proto?.s file, where “?”
represents a number from O to 3. The following lines accomplish this
compilation; note that this whole series of steps must be done for each
script. Therefore, you must copy these lines into the file
vpmscript.mk once for each script, making sure you make the
appropriate substitution of a number for the “?”.

(2) fgrep detine sas_tempc > sas_define

(3) cat /usr/include/icp/opdef.h sas_tempc | /llib/cpp > tf
(4) /usr/lib/vpm/vratfor < tf > tg

(5) cp tg /usr/src/uts/m68/icp/vpmicp/proto?code.s

(6) cat sas_define proto?.s > th

(7) cp th /usr/src/uts/m68/icp/vpmicp/proto?.s
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8.3 Appendix 1 - The VPM Interface Module

The VPM interface functions provide a general-purpose interface between a
higher-level protocol implemented in a VPM protocol module and the link-
level protocol script executed by the VPM interpreter in the ICP. The ICP
driver is used by the interface functions to pass commands to and receive
reports from the VPM interpreter. When reports are received by the interface
module that must be passed on to the protocol module, the protocol
module’s receive-interrupt routine (vpmtrint in the case of the standard VPM
protocol module) is called.

This appendix describes each interface function. Dev is an argument to
many of the interface functions and has the same meaning for all but two of
them; the low-order four bits of the argument are not used by the interface
functions; the next two bits determine the interface module minor device
number; the next two bits determine the ICP minor device. Although dev is
declared as an int, only the low-order eight bits are meaningful at this time.
In calls to the vpmtrace and vpmsnap routines, dev need not be a minor
device number since it is just saved as part of the event record. The
definition of dev will not be repeated for each function.

vpmcmd (dev, cmd)
int dev;
char *cmd:

This function passes a command to the script. Cmd is the address of a
four-byte array. The four bytes are passed to the VPM interpreter, which
saves them until the protocol script executes a getcmd primitive. Only the
most recent four bytes passed by a vpmcmd call are saved by the VPM
interpreter.

struct vpmbd *vpmdeq (cip)
struct clist *clp:

This function removes the buffer-descriptor pointer at the head of the queue
pointed to by cl/p and returns it to the caller. If the queue is empty, a null
pointer is returned.

vpmemptq (dev, bdp)
int dev;
struct vpmdb *bdp;

This function is used to pass an empty receive buffer for use by the
interpreter in the ICP. Bdp is a pointer to a buffer descriptor or null. If bdp is
not a null pointer, the buffer decriptor is appended to the empty-receive-
buffer queue for the interface module specified by dev. If the VPM
interpreter currently has room for another empty receive buffer, the buffer at
the head of the queue is removed and passed to the ICP. The sum of the
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number of buffers on the empty-receive buffer queue and the number of
receive buffers the VPM interpreter has in its queues is returned to the
caller. If bdp is a null pointer, the above sum is returned and nothing else is
done.

vpmenq (bdp, clp)
struct vpmbd*bdp;
struct clist *clp;

If bdp is a null pointer, the number of buffer-descriptor pointers on the clist
queue pointed to by clp is returned. If bdp is a not a null pointer, the buffer
descriptor pointed to by bdp is appended to the clist queue pointed to by
clp and the number of pointers currently on that queue is passed as the
return value.

char *vpmerrs (dev, n)
int dev, n;

This function is used to read and reset error counters in the VPM interpreter.
The function passes a GETECMD command to the VPM interpreter and
blocks until the interpreter responds; this command causes the interpreter to
copy its error counters to an array in the interface module and send a
completion report to the driver. After the copy operation is completed, a
pointer to the error-count array is passed to the caller as the return value.
The second argument is not currently used.

char *vpmrpt(dev)
int dev;

This function is used to receive a script report from the ICP. When the
protocol script executes a rtnrpt primitive, four bytes of data are passed to
the interface module. If a rtnrpt has been executed by the protocol script
since the last call to vomrpt, a pointer to the four bytes passed by the most
recent rtnrpt primitive is returned; otherwise zero is returned.

vpmsave (type, dev, word1, word2)
char type, dev;
short word1, word2;

This function creates an event record with the following structure:

struct {
short c_sequn; /* Sequence number */
char c_type; /* Argument type */
char c_dev; /* Argument dev */
short c_word1; /* Argument word1 */
short c_word2; /* Argument word2 */
}
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This event record is passed to the trace driver using trsave.

vpmsnap (type, dev, word1, word2)
char type, dev;
short word1, word2;

This function is similar to vpmsave. The only difference is that a time stamp
(long s_Ibolt) is added to the event record after word2. A protocol script may
generate a time-stamped event record by executing the snap primitive.

vpmstart (dev, type,rint)
int dev, type;
int (*rint)();

This function must be called on the first open of the protocol-module minor
device associated with the interface-module minor device and ICP identified
by dev. Type is a number that identifies the program running in the ICP and
must agree with the value specified when the ICP load module was loaded
into the ICP. For VPM interpreters, type is conventionally 6. Rint is the
name of a protocol-module routine to be called by the interface module
when it needs to return a transmit buffer, a receive buffer, a script report, or
an error-termination code. See the description of vpmtrint in appendix 2 for
an example of such a routine. Vpmstart sends a RUN command to the VPM
interpreter which causes it to begin execution of the protocol script. If the
interface module identified by dev is not configured, ENXIO is returned. If
the module is already running, i.e., vomstart has been called and fpmstop
has not been called, or if the ICP is not running or was loaded using a
different magic number, EACCESS is returned. A return value of zero
indicates a normal completion.

vpmstop (dev)
int dev;

This routine is called to halt the execution of the protocol script by the
interpreter. The routine waits until the last transmit buffer has been returned
by the protocol script (or 5 seconds have elapsed), then sends a HALT
command to the VPM interpreter, which causes the interpreter to stop
executing the protocol script. When the interpreter acknowledges the HALT
command (or 5 seconds), any transmit or receive buffers still enqueued on
the interface module’s transmit-and-empty-buffer queues are returned to the
protocol module. This does not include buffers contained in the interpreter’s
queues. Generally, when the protocol script is halted normally, the
interpreter will have one or more empty receive buffers. If the interpreter or
protocol script terminates in error, some transmit buffers may also remain
unaccounted for. The means the protocol module must keep a record of all
buffers in use for each particular minor device, so that these buffers can be
returned to the pool of available buffers when that minor device is closed.
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8.4 Appendix 2 - The VPM Protocol Module

This appendix gives a detailed description of the functions that make up the
standard VPM protocol module. The description may be useful as a guide in
writing other VPM protocol modules. The dev argument to the following
routines is declared as an int; however, only the low-order eight bits are
meaningful at this time. The low-order four bits are used to determine the
minor device of the protocol module; the next two bits determine the minor
device of the interface module; the next two bits determine the ICP minor
device.

vpmopen (dev, flag)
int dev, flag;

This function opens the protocol-module minor device specified by the low-
order four bits of dev. Flag contains the option bits specified on the open
system call. Exclusive or non-exclusive opens are permitted. If the driver is
opened for both reading-and-writing, the open is exclusive, i.e., no further
opens are permitted. If the driver is opened for both reading only or for
writing only, the open is non-exclusive and subsequent opens for reading
only or writing only are permitted. If this device is not open when this
function is called, it obtains a number of non-addressable system buffers to
be used as receive buffers and passes them to the VPM interpreter using
the interface routine vomemptq. Vpmopen also calls the interface routine
vpmstart if the minor device was not already open.

vpmclose (dev)
int dev;

This function closes the minor device specified by the low-order four bits of
dev. It calls the interface routine vpmstop, flushes the receive queue for the
specified minor device, releases its buffers, and reinitializes its data
structure.

vpmwrite (dev)
int dev;

This function implements the write system call. If the transmit queue is not
full, the function obtains a non-addressable system buffer, copies up to 512
bytes of the user's write data into it, and enqueues the buffer on the level 2
transmit queue using the interface function vpmxmtq. These steps are
repeated until all of the user's write data has been copied. If the transmit
queue is full when this function is called or if it becomes full while the
function is executing, the calling process is blocked until there is room in the
queue for more transmit buffers.

vpmread (dev)
int dev;
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This function implements the read system call. When it is called, the calling
process is blocked until the receive queue is non-empty. As data is received
by the VPM interpreter, it is placed into an empty receive buffer. When the
protocol script decides that the data contained in a particular buffer is valid,
it executes a rinbuf (BISNYC) or rtnfrm (HDLC) primitive, which causes the
buffer descriptor pointer to be passed to the interface module’s interrupt
routine. The interface module then passes the buffer descriptor pointer to
the protocol module by calling the protocol module’s interrupt routine. The
protocol module enqueues the buffer descriptor pointer on the receive queue
and wakes up (unblocks) the reader(s). The number of bytes requested, or
the data in one buffer, whichever is less, is copied to the user process; the
number of bytes copied is passed as the return value. Any bytes remaining
in a buffer are used to satisfy subsequent read requests.

vpmioctl (dev, cmd, arg, mode)

int dev, cmd, mode;

char *arg;

This function implements the ioct! system call. Cmd determines the function
to be performed as follows:

VPMCMD - Pass a command to the protocol script. The first four
bytes of the array pointed to by arg are passed to the VPM
interpreter which saves them and passes them to the protocol
script the next time it executes a getcmd primitive.

VPMERRS - Get and reset the VPM interpreter’'s error counters.
The eight-byte array containing the VPM interpreter's error
counters is copied to the user array pointed to by arg. The
interpreter’s copy of the error counters is then set to zero.

VPMRPT - Get a report from the protocol script. If the protocol
script has executed a rtnrpt primitive since the last time this ioct/
command was issued, the script report (four bytes) is copied to the
user array pointed to by arg and one is passed as the return value;
otherwise, zero is passed as the returned value.

The inode argument is not used. The values for VPMCMD, VPMERRS, and
VPMRPT are defined in file /usr/include/sys/vpm.h.

vpmtrint (dev, code, bdp)
int dev, code;
struct vpmbd *bdp;

The address of this function is passed to the protocol module using the
vpmstart function described in Appendix 1. This routine is called from the
interface module to return transmit buffers, receive buffers, script reports, or
error termination codes. It is usually called at interrupt priority and therfore
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( must not sleep or do unnecessary work. Code identifies the purpose of the
call and determines the meaning of bdp as follows:

RRTNXBUF - Bdp is a pointer to the buffer descriptor for a
transmit buffer. This call is made when the protocol script executes
a rtnxbuf (BISYNC) or a rtnxfrm (HDLC).

RRTNRBUF - Bdp is a pointer to the buffer descriptor for a receive
buffer. This call is made when the protocol script executes a rtnbuf
(BISYNC) or a rtnfrm (HDLC).

RRTNEBUF - Bdf is a pointer to the buffer descriptor for an empty
receive buffer. This call is used to return empty receive buffers
when the interface module is stopped by calling vpmstop.

ERRTERM - Bdp is the error-termination code passed to the
interface module by the VPM interpreter when it halts the protocol
script because of an error condition. The meaning of these error
codes is given in the attached manual entry for vmp(4).

The values for RRTNXBUF, RRTNRBUF, RRTNEBUF, and ERRITERM are
defined in the /usr/include/sys/vpm.h.
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8.5 Appendix 3 - The Trace Driver

The trace driver provides a means by which a user program can receive
trace information generated by the VPM driver, a protocol script, or some
other driver. See the attached manual entry for trace(4).

A description of each routine of the trace driver follows.

tropen (dev)
int dev;

This function opens the minor device specified by dev exclusively.

trclose (dev)
int dev;

This function closes the minor device specified by dev. It discards any data
on the read queue and initializes the data structure associated with the
minor device.

trread (dev)
int dev;

This function implements the read system call; it sleeps until at least until at
least one event record is available on the read queue associated with dev. It
then copies records to the user until the user's read count is less than the
number of bytes in the next event record or until the read queue is empty.
The number of bytes copied is passed as the return value.

trioctl (dev, cmd, arg, mode)
int dev, cmd, arg, mode;

This function implements the ioct/ system call. Cmd indicates the operation
to be performed. The driver has one command:

VPMTRO - Enable a trace channel. In order for data to be saved
on the read queue for minor device dev, the device must be open
and the channel to which it is written must be enabled. This
command enables channel arg, which must be in the range 0 to I5.
Any combination of channels may be enabled by repeatedly calling
this function with different values of arg. All channels are disabled
when the minor device is closed.

trsave (dev, chno, buf, ct)
char dev, chno, *buf, ct;

If minor device dev of the trace driver is open and channel chno of that
minor device is enabled then chno and ct, followed by ct bytes starting at
address buf, are copied onto the read queue associated with dev, provided
the read queue for that device has room for the complete event record. If
not, the record is discarded.
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8.6 Appendix 4 - The VPM Event Trace

Calls to the interface routine vpmsave have been placed strategically
throughout the standard VPM protocol module (vpmt.c) and the VPM
interfface module (vpmb.c) to provide an event trace for debugging new
protocol modules and/or protocol scripts. A protocol script may generate an
event record by executing a trace primitive. All such event records are
discarded unless some user program has opened minor device 0 of the
trace driver and enabled channel 0 of that minor device. The command
vpmtrace(1C) opens this device and enables channel 0, then reads event
records and prints them on the standard output as they are received. Each
kind of event record that is generated by the VPM driver will be described by
giving the vomsave function call as it appears in vomt.c or vomb.c, followed
by an example of the line printed by vpmtrace as a result of this call.
Following this, the context of the vpmsave call and the definition of the
parameters passed will be given. The definition of a parameter that appears
in more than one call will not be repeated. The first five calls to vpmsave
occur in the source file vpmt.c; the remaining calls occur in vpomb.c.

vpmsave(‘p’, dev, ec, 0)
243p 100150

Called if vomstart returns an error code. The first field of the printed record
contains a sequence number assigned by vpmsave. The remaining four
fields contain the four remaining arguments to vpmsave in the same order
as they appear in the call to vomsave. The first argument to vpmsave, in
this case a ‘p’, identifies the record type. Dev is the minor device number as
defined earlier; ec is the value returned by vpmstart.

vpmsave(‘0’, dev, vp->vt_state, 0)

244010010

Called just before the normal return point of vomopen. The variable, vp-
>vt_state, contains the state bits for the protocol module. Refer to the
source file, vpmt.c, for the definitions of the state bits.

vpmsave (‘c’, dev, vp->vt_state, 0)

245¢100130
Called from vpmclose just before the state bits are initialized.

vpmsave (‘w’, dev, ct, dp)

246 w 100 1000
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Called just before putting a buffer-descriptor pointer on the transmit queue in
vpmwrite. Ct is the number of bytes in the buffer. When executing on a
PDP11, dp is the pointer to the buffer descriptor; dp is not meaningful when
executing on a VAX because pointers are four bytes on a VAX and the
argument corresponding to dp is declared as a short.

vpmsave (‘r’, dev, ent, dp->d_bos)

247 r 100 500 500

Called from vpmread just after cnt bytes have been moved to the user’s
read buffer. The parameter dp->d_bos is the number of bytes remaining in
the current receive buffer.

vpmsave ('s’, dev, vp->vbstate, 0)

248 s 100 401 0

Called just before the normal return from vpmstart. The parameter vp-
>vb_state contains the state bits for the interface module. For the
definitions of the state bits, refer to the source file vomb.c.

vpmsave (‘t’, dev, vp->vb_state, vp->vb_xbkmc)

249110000

Called just before the normal return from vpmstop. The parameter vp-
>vb_xbkmc is the number of transmit buffers currently held by the VPM
interpreter. It can be non-zero if the protocol script or interpreter terminates
in error.

vpmsave (‘X’, dev, vp->vb_xbkmc, 0)

250 X 10010

Called from vpmbrint. the interface module’s receive-interrupt routine, each
time the VPM interpreter returns a transmit buffer.

vpmsave (‘R’, dev, vp->vb_vrkmc, 0)

251 R10010

Called from vpmbrint each time the VPM interpreter returns a receive buffer.
The parameter vp->vb_rbkmc contains the number of receive buffers
currently held by the interpreter.

vpmsave (‘T’, dev, sel4, sel6)
252 T 100 370 21 34
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Called from vpmbrint when a trace report is received from the interpreter.
This occurs when the protocol script executes a trace primitive. Sel4
contains the value of the script location counter (plus two) at the time the
trace primitive was executed. By referring to the assembly-language listing
of the protocol script generated by the -/ option of vpmc, the point in the
protocol script at which the trace was executed can be determined. The
value of the location counter is two greater than the location of the trace
instruction as shown in the assembley-language listing. Sel6 contains the
byte or bytes passed by the trace primitive. Vpmtrace prints these two bytes
in separate fields.

vpmsave (‘E’, dev, sel4, sel6)
253 E 244 21

Called from vpmbrint when an error-termination report is received from the
interpreter. Sel4 contains the script location counter at the time execution of
the script was terminated. Sel6 contains the termination code. For an
explanation of these codes see the attached manual entry for vom(4).

vpmsave (‘P’, dev, sel4, sel6)
254 P 100 2105 1055

Called from vpmbrint when a script report is received from the interpreter.
This occurs when the protocol script executes a rtnrpt primitive. Sel4 and
sel6 contain the four bytes transferred by this primitive.

vpmsave (‘F’, dev, sel4, sel6)
255 F 10030

Called form vpmbrint when an error-count report is received from the
interpreter. Sel4 and sel6 do not contain any meaningful data for this event

type.
vpmsave ('S’, dev, sel4, sel6)
256 S 100 401 0

Called from vpmbrint when a start-up report is received from the interpreter.
The low-order eight bits of sel4 contain a parameter defining the maximum
number of transmit buffers the interpreter can accept; the high-order eight
bits contain a parameter defining the maximum number of receive buffers.
Sel6 contains the options supported by the interpreter.

vpmsave (‘C’, dev, vp-vb_state, bp->xbkmc)
257 C10010

Called from vpmclean just before the data structure associated with dev is
initialized.
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9. UNIX SYSTEM REMOTE JOB ENTRY

This chapter contains information on the design and operation of the Sys5
UNIX Remote Job Entry (RJE). In this document, RJE refers to the facilities
provided by UNIX operating system and not to the remote job entry feature
of the HASP and JES2 subsystems produced by International Business
Machines (IBM).

The information contained in this chapter should be used to augment the
information contained in the Sys5 UNIX Administrator Reference Manual
[rje(8)]. There will be assumptions made concerning allocation of
responsibilities between UNIX system and IBM operations, hardware
configuration, etc. Although these assumptions may not fully apply to your
location, they should not interfere with the intent of this document.

The major topics discussed in this document are as follows:

e SETTING UP—Hardware requirements and RJE generation on the
IBM and UNIX systems.

e DIRECTORY STRUCTURES—The controlling RJE directory structure
and a typical RJE subsystem directory structure.

¢ RJE PROGRAMS—Programs that make up an RJE subsystem.
e UTILITY PROGRAMS—Programs available for debugging or tracing.

e RJE ACCOUNTING—The accounting of jobs done by RJE and some
methods for using this accounting data.

e TROUBLESHOOTING—Error recovery and procedures for identifying
and fixing RJE problems.

9.1 Facilities

Discussions will focus on a hypothetical RJE connection between a UNIX
system, whose nodename is pwba, and an IBM 370/168, referred to as B.
We also assume that pwba is connected to an IBM 370/158, referred to as
C. The UNIX operating system machine emulates an IBM System/360
remote multileaving work station.

9.2 Setting Up
9.2.1 Hardware

in the remainder of this guide, the hardware described below will be referred
to as the physical device; and its name will be referred to as device?,
where ? is the device number.

On DEC computers, RJE requires the use of a KMC11-B microprocessor to
control either a single-line interface or eight-line interface. For KMC11-B
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control of a single RJE line, the following hardware is required:
o KMC11-B Microprocessor—used to drive the RJE line.

e DMC11-DA or DMC11-FA line unit—the DMC11-DA interfaces with
Bell 208 and 209 synchronous modems or equivalent. The DMC11-
FA interfaces with Bell 500 A LI/5 synchronous modems or
equivalent.
Each KMC/DMC pair supports a single RJE line that may operate at speeds
up to 56 KB. On the KMC11 line unit, the NO CRC switch (switch S2 in
switch pack number 1) should be in the ON position.

For KMC11-B control of from one to eight RJE lines, the following hardware
is required:

e KMC11-B Microprocessor—used to drive the RJE line.

e DMS11-DA Eight-line synchronous communication multiplexor.

e DM11-BA Modem control multiplexor.

These three devices are collectively known as a KMS11. A KMS11
supports up to eight low-speed (9.6KB or lower) RJE lines or up to four
intermediate-speed (19.2KB or lower) lines.

If a KMC/DMC pair is used for RJE, then the KMC11-B must be configured
on the host system. If a KMS11 is used, both the KMC11-B and the DM11-
BA must be configured on the host system. The use of a KMS11 requires
that the dmkset(1M) be invoked (typically in /etc/brc) before loading the RJE
protocol script into the KMC11-B.

9.2.2 IBM Generation

The following applies to the host IBM system. The remote line to the UNIX
operating system machine should be described as a System/360 remote
work station. The following parameters must be initialized and must agree
with their counterparts on the UNIX operating system machine:

e Number of printers (NUMPR)—The number of logical printers (up to
seven).

e Number of punches (NUMPU)—The number of logical punches (up to
seven)

e Number of readers (NUMRD)—The number of logical readers (up to
seven).

The JES2 parameters for the hypothetical connection to IBM system B are
as follows:
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RMT5 8/360 LINE=5,CONSOLE,MULTI, TRANSP, NUMPR 5,
NUMPU=1,NUMRD=5,ROUTECDE=5
R5.PR1 PRWIDTH=132

R5.PR2 PRWIDTH=132

R5.PR3 PRWIDTH=132

R5.PR4 PRWIDTH=132

R5.PR5 PRWIDTH=132

R5.PU1 NOSUSPND

R5.RD1 PRIOINC=0,PRIOLIM =14
R5.RD2 PRIOINC=0,PRIOLIM=14
R5.RD3 PRIOINC=0,PRIOLIM=14
R5.RD4 PRIOINC=0,PRIOLIM=14
R5.RD5 PRIOINC=0,PRIOLIM=14

System pwba is referenced by line 5 (LINE=5), remote 5 (RMT5). It is
defined as having a console for the rjestat(1C) command, five printers, one
punch, and five readers. Although you may have up to seven printers or
punches, the total number of printers and punches may not exceed eight.
The line is described as a transparent (TRANSP), multileaving (MULTI) line.
The remaining information describes attributes of the printers, punches, and
readers.

Normally, separator pages are transmitted with IBM print files. The UNIX
system RJE does not remove separator pages. To prevent transmission of
separator pages on printer 1 of the previous example, its attributes would
be:

R5.PR1 PRWIDTH=132,NOSEP

NOSEP should be included for all printers when separator pages are not
desired. Most IBM systems can also be told via a console command to
cancel transmission of separator pages on printers. This can be done from
the IBM system console or from the remote UNIX operating system machine
via rjestat. For example, the following JES2 command would cancel
separator page transmission on printer 1:

$TR5.PR1,S=N
9.2.3 Sys5 UNIX Generation

If the RJE remote dialing facility is to be used, the administrator must make
sure that the definition for the RJECU in the file /usr/include/rje.h is the
device to be used for remote dialing. By convention, RUECU is defined to
be /dev/dn2 for DEC processors. To compile and install RJE, the normal
make(1) procedures are used (see the "Setting up the Sys5 UNIX" chapter
of this guide). Once an RJE subsystem has been installed, the remote line
must be described in the configuration file /usr/rje/lines. This file as it exists
on the hypothetical system pwba is as follows:
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B pwba /usr/riel riel vpmO 5:5:1 1200:512:y
C pwba /usr/rje2 rie2 vom1 1:1:1 1200:512

The /usrirjellines is accessed by all components of RJE. Each line of the
table (maximum of eight) defines an RJE connection. Its seven columns
may be labeled host, system, directory, prefix, device, peripherals, and
parameters. These columns are described as follows:

e host—The IBM system name, e.g., A, B, C. This string can be up to
six characters long.

o system—The UNIX system nodename [see uname(1)].

) directoryQ—The directory name of the servicing RJE subsystem (e.g.,
lusrirje2).

e prefix—The string prepended to most files and programs in the
directory (i.e., rje2).

e device—The name of the controlling virtual protocol machine (VPM)
device, with /dev/ excised. In order to specify a VPM device, all VPM
software must be installed, and the proper special files must be made
[see vpm(7) and mknod(1M)]. Also, the permission modes of the
VPM device must be set by the system administrator to allow read
and write access by the RJE software.

e peripherals—Information on the logical devices (readers, printers,
punches) used by RJE. There are three subfields. Each subfield is

6,1

separated by “:" and is described as follows:
1. Number of logical readers.
2. Number of logical printers.

3. Number of logical punches.
The number of peripherals specified for an RJE subsystem must
agree with the number of peripherals that have been described on the
remote machine for that line.

e parameters—This field contains information on the type of connection
to make. Each subfield is separated by “:". Any or all fields may be
omitted; however, the fields are positional. All but trailing delimiters
must be present. For example, in:

1200:512:::9-555-1212:400
subfields 3 and 4 are missing. Each subfield is defined as follows:

1. space—This subfield specifies the amount of space (S) in
blocks that RJE tries to maintain on file systems it touches.
The default is 0 blocks. Send(1C) will not submit jobs and
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rjieinit issues a warning when less than 1.5S blocks are
available; rjerecv stops accepting output from the host when
the capacity falls to S blocks; RJE becomes dormant until
conditions improve. If the space on the file system specified
by the user on the "usr=""card would be depleted to a point
below S, the file will be put in the job subdirectory of the
connection's home directory rather than in the place that the
user requested.

2. size—This subfield specifies the size in blocks of the largest
file that can be accepted from the host without truncation
taking place. The default is no truncation. Note the UNIX
system has a default 1 megabyte file size limit.

3. badjobs—This subfield specifies what to do with undeliverable
returning jobs. If an output file is undeliverable for any reason
other than file system space limitations (e.g., missing or invalid
“usr=" card) and this subfield contains the letter y, the output
will be retained in the job subdirectory of the home directory;
and login rje is notified via mail(1). If this subfield has any
other value, undeliverable output will be discarded. The
default is “n".

4. console—This subfield specifies the status of the interactive
status terminal for this line. If the subfield contains an i, the
status console facilities of rjestat will be inhibited. In all cases,
the normal noninteractive uses of rjestat will continue to

[Tl

function. The default is “y".

5. dial-up—This subfield contains a telephone number to be used
to call a host machine. The telephone number may contain
the digits 0 through 9 and the character “-", which denotes a
pause. If the telephone number is not present, no dialing is
attempted; and a leased line is assumed.

6. transmission block size—This subfield specifies the size (in
bytes) of transmission blocks to be sent to the IBM host for a
particular RJE subsystem. The maximum permitted block size
is 512. The default value is also 512.

When multiple readers have been specified, jobs that are submitted for
transmission to IBM are assigned to the reader with the fewest cards on it.
Each reader gets an equal amount of service. This prevents smaliler jobs
from having to wait for a previously submitted large job to be transmitted.
When multiple printers or punches have been specified, returning jobs get
assigned to free printers (or punches) allowing smaller output files to bypass
large output files.
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Deciding how many peripherals to specify depends on the use of that RJE
subsystem. If an RJE subsystem is heavily used for off-line printing (i.e.,
output does not return to the UNIX operating system machine), the
administrator would want to specify multiple readers but would not have a
need for multiple printers or punches.

9.3 Directory Structures
9.3.1 Controlling Directory

The controlling directory used by RJE is /usrirje. This directory contains
RJE programs for use by separate RJE subsystems (e.g., rjet, rje2, rje3 )
and the shell queuer’s directory. Most RJE programs existing here have
been compiled such that each RJE subsystem shares the text of these
programs. A snapshot of this directory on our hypothetical machine is as
follows:

-rwxr-xr-x 3 rje rie 4068 Mar 4 10:42 cvt
“rW-r--r-- 1rje rjie 42 Apr 10 09:52 lines
-rwxr-xr-x 3 rje rie 15096 Apr 10 13:01 rjedisp
-rwxr-xr-x 3 rje rie 2328 Mar 4 10:21 rjehalt
-rwxr-xr-x 3 rje rie 10396 Apr 15 10:07 rjeinit
F-X==nnm 3rje rje 785 Apr 8 09:00 rjeload
-rwsr-xr-x 3 rje rje 5040 Mar 27 09:28 rjeqer
-rwxr-xr-x 3 rje rie 4072 Apr 1 15:40 rjerecv
-rwxr-xr-x 3 rje rie 3888 Mar 27 09:35 rjexmit
-rwsr-xr-x 1root rje 2696 Mar 27 14:42 shqer
-rwxr-xr-x 3 rje rie 5920 Apr 2 15:47 snoop
drwxr-xr-x 2 rje rie 80 Mar 25 13:26 sque

The RJE subsystems are generated in their own directory by linking the
program names in this directory to the appropriate names in the subsystem
directory. The programs are described in the part “RJE PROGRAMS”. The
file lines is the configuration file used by all RJE subsystems. The directory
sque is used by the shell queuer (shqer). This directory contains:

-rw-r--r-- 1rje rje 0 Feb 14 14:04 errors
-rw-r-r-- 1rje rje 0 Feb 14 14:04 log

When shqger has work to do, the files log and errors will be of nonzero
length; and temporary files (tmp=) will-also appear here.
9.3.2 Subsystem Directory

The RJE subsystem described in this part maintains the connection between
pwba and IBM B and will be referred to as rje1. The first line of
lusrirje/lines describes rje1. As noted in this file, rje7 runs in the directory
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lusrirje1. A snapshot of this directory is as follows:

“TW-r--r-- 1rje rje 4990 Apr 15 08:30 acctlog
“FWXr-Xr-x 3rje rje 4068 Mar 4 10:42 cvt
“TW-r=-r-- 1rje rje 0 Apr 1504:02 errlog
drwxrwxrwx 2rje rje 192 Apr 10 09:51 job
“TW-r=-r-- 1rje rje 194 Apr 15 08:11 joblog
“rW-r--r-- irje rje 0Apr1508:11resp

“FWXr-Xr-x 3rje rje 15096 Apr 10 13:01 rjeidisp
“rWXr-Xr-x 3rje rje 2328 Mar 4 10:21 rjethalt
“rWXr-Xr-x 3rje rje 10396 Apr 15 10:07 rjelinit
“F-X-=-==- 3rje rje 785 Apr 8 09:00 rjetload
-rWSr-xr-x 3rje rje 5040 Mar 27 09:28 rjelqer
“rWXr-Xxr-X 3rje rje 4072 Apr 1 15:40 rjeirecv
“FWXr-Xr-X 3rje rje 3888 Mar 27 09:35 rje1xmit
drwxr-xr-x  2rje rje 144 Apr 15 08:30 rpool
F==f--T-- irje rje 14 Mar 4 10:21 signon
“FWXr-Xr-x 3rje rje 5920 Apr 2 15:47 snoop0
drwxrwxrwx 2rje rje 176 Apr 10 13:03 spool
drwxr-xr-x  2rje rje 224 Apr 10 13:56 squeue
“rW-r--r-- 1rje rje 0 Apr 15 10:30 stop
“rW-r--r-- 1rje rje 274 Mar 7 20:25 testjob

The programs rjel:=, cvt, and snoop0 are linked to the corresponding
programs in /usr/rje. The remaining files and their uses are as follows:

acctlog—Accounting data is stored in this file if it exists. This file is
the responsibility of the RJE administrator.

errlog—Used by rjet to log errors. It can be useful for debugging
rje1 problems.

joblog—Used by rje1qer and rjestat to notify rje1xmit that a job (or
console request) has been submitted. It also contains the process-
group number of the rje1 processes. The program cvt can be used
to convert this file to a readable form.

resp—Contains console messages received from IBM B. These
messages can be responses for rjestat or IBM responses to
submitted jobs (i.e., on reader messages). This file is truncated if it
grows to a size greater than 70,000 bytes.

signon—A file that must be created by the system administrator and
that should contain a character sequence of the form:

/*SIGNON XXXXX
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The X's should be replaced by the signon identification string
(obtainable from the IBM host’s system administrator) that identifies
this RJE subsystem to the IBM host system.

e stop—Indicates that rjethalt has been executed. The existence of
this file indicates to rjestat that rje1 has been halted by the operator.

e lestjob—A sample job that can be submitted to test the rje1
subsystem. Originally, the job control statements may have to be
changed to suit your IBM system.

When rje1 terminates abnormally, the file dead should appear in this
directory. This file contains a short message indicating why rje? is not
operating and is used by rjestat to report the problem. The remaining
directories and their uses are as follows:

e job—Used to save undeliverable jobs if the proper parameter has
been specified in /usr/rje/lines. The sample job described above is
also delivered to this directory. This directory should be mode 777.

e rpool—Contains temporary files used to gather output from the
remote machine. These files are named pr* (for print output files)
and pux (for punch output files). Once a complete file has been
received, the file is dispatched in the proper way by rjetdisp.

e spool—Used by send to store temporary files to be submitted to the
remote machine. This directory must be mode 777.

e squeue—Used by rjel to store submitted files until they are
transmitted. The program rjeiger is used by send to move the
temporary files in the spool directory to this directory.

9.4 RJE Programs

All programs described below, with the exception of rjestat, exist in /usrirje.
These programs are “shared text” and are linked (except shqer) to the
proper names in each subsystem directory. The names described below
are generic; the programs in the rje2 directory would be rje2qer, rje2init,
etc.

Each available RJE subsystem occupies three process slots. The slots
used are rje?xmit for the transmitter, rje?recv for the receiver, and
rie?disp for the dispatcher. One additional process slot is used for shqger
regardless of how many subsystems are available.

Each RJE subsystem tries to be self-sustaining and logs any errors
encountered during normal operation in its errlog file.
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9.4.1 Rjeqer

This program is used by send to queue files for transmission. When
invoked, it performs the following steps:

1. Moves temporary pnch(4) format file in spool directory to squeue
directory.

2. Writes an entry at end of file joblog containing:
e name of file to be transmitted
e submitter’'s user ID
e number of card images in file
e message level for this job.

The file joblog is used to notify rjexmit of work to be done.
3. Notifies user that file has been queued.

Send determines the host system desired and invokes the proper rje?qger
by getting the prefix from the lines file (e.g., if sending to IBM C from our
machine, rje2qger would be invoked).

9.4.2 Rjeload

This program is used to start an RJE subsystem. Its prefix determines the
subsystem to start (e.g., rje2load starts rje2). The following paragraphs
explain which commands should be executed in /etc/rc when changing to
init state 2 (multiuser).

Rjeload requires only one argument (device specification) if an RJE
subsystem utilizes a KMC/DMC hardware configuration. Rjeload requires a
second argument, and optionally a third argument, if an RJE subsystem
utilizes a KMS11. The second argument (line number specification) must be
supplied to indicate which of the eight DMS11 line interfaces is to be used
by the RJE subsystem for communication with the IBM host. Valid line
numbers are O through 7. The third argument (‘downloadkms’) must be
supplied when rjeload is used to start the first RJE subsystem that utilizes a
particular KMS11 (this is because a single down-load of the RJE protocol
script permits the operation of all eight lines controlled by the KMS11). If a
hypothetical DEC machine has four RJE subsystems, the first using a
KMC/DMC and the remaining three using a KMS11, then the following
commands would be used:
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rm —f /usr/rje/sque/log

su rje —c "/usr/rje1/rje1load device0"

su rje —¢ "/usr/rje2/rje2load device1 0 downloadkms"
su rje —c "/usr/rje3/rje3load devicel 1"

su rje — "/usr/rjed/riedload devicel 2"

The file /usrirje/squellog is removed to ensure the correct operation of
shqer. When invoked, rjeload performs the following steps:

1. Uses VPM device from /usrirje/lines to link the proper devices [see
vpmset(1C)]. :

Loads device given as argument with RJE protocol script.

Executes rje?init to start rje? processes (e.g., rje2load executes
rje2init).

9.4.3 Rjehalt

This program is used to halt an RJE subsystem. To halt rje2 on UNIX
operating system machines, /usr/rje2/rje2halt is executed. This should be
done in the shutdown procedure for your machine to ensure graceful
termination of RJE. Rjehalt will allow only those users with permission to
halt an RJE subsystem. Rjehalt uses the header on the file joblog to get
the process-group of the RJE subsystem processes. This group is signaled
to terminate. When all processes have terminated, rjehalt sends a “signoff”
record to the host machine. This signoff record is taken from the file signoff
(ASCII text) if it exists; otherwise, a ‘/xsignoff’ record is sent. On
completion, rjehalt creates the file stop in the subsystem directory. The
presence of the file stop in a subsystem directory causes rjestat to report to
users that RJE to the corresponding host has been stopped by the operator.

9.4.4 Rjeinit

This program initializes an RJE subsystem. It is used by rjeload and can
be used to restart a subsystem if the VPM script has previously been
started. Rjeinit should only be executed by user rje. Rjeinit fails if there
are less than 100 blocks or 10 inodes free in the file system. It issues a
warning if there are less than 1.5X blocks (where X is the first field in the
parameters for that line) or 100 inodes free in the file system. If rjeinit fails,
the reason for the failure is reported; and the file dead is created containing
“Init failed”. This will be reported by rjestat until a subsequent rjeinit
succeeds. The rjeinit performs the following functions:

1. Dials a remote host if specified.
Truncates console response file resp.

Sends a signon record to the host. The signon record is taken from
file signon (ASCII text) if it exists; otherwise, rjeinit sends a blank
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record as a signon.

Sets up pipes for process communication.

Resets process-group for RJE subsystem and restarts error logging.
Rebuilds joblog file from jobs queued for transmission.

Notifies rjedisp (via a pipe) of any returned files still remaining in rpoo/
directory.

Starts appropriate background processes rje?xmit, rje?recv, and
rie?disp.

Reports started or not started.

If failure occurs in a background process, it is reported by that process
(error logging). The failing process will normally attempt to reboot the
subsystem by executing rje?init with a + as its argument. When rjeinit is
executed with + as its argument, this indicates an attempted reboot; and
rieinit will behave differently.

9.4.5 Rjexmit

This program writes data to the VPM device. The rjexmit process is started
by rjeinit and runs in the background. When running, rjexmit performs the
following processes:

1.

Checks joblog file for files to be transmitted. This is done every 5
seconds when not transmitting data. When transmitting data, the
joblog is checked after transmitting one block from each active reader
and console.

(Reader refers to the logical readers used by RJE. Console refers to
the RJE logical console which is separate from the logical readers.)

Queues files from joblog according to first two characters of the file
name:

e rd*—These files are queued on the reader with the fewest
cards. Normal use of the send command creates these files.

e sgx~—These files are queued on the last available reader to
assure sequential transmission. Using the -x option to the
send command creates these files.

e cox—These files are queued on the console. The rjestat
command creates these files.

All files described above contain expanded binary coded decimal
interface code (EBCDIC) data.
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3. Sends information to rjedisp (via a pipe) for use in user notification of
job status.

4. Builds blocks for transmission from active readers and the console.
These blocks are built according to the multileaving protocol.

5. Performs following peripheral control:

e Sends requests to open readers when jobs have been assigned
to them. These readers are not active until a grant is received
from rjerecv (via a pipe).

e Halts and activates readers when waits or starts (respectively)
are received from rjerecv.

e Sends printer or punch grants when an open request is
received from rjerecv.

6. Notifies rjedisp that a file has been transmitted and unlinks the file.

If rjexmit encounters fatal errors, it creates the dead file with an appropriate
message and signals the other background processes to exit. If possible,
riexmit will attempt to reboot the RJE subsystem by executing rjeinit.

9.4.6 Rjerecv

This program reads data from the VPM device. The rjerecv is started by
rjeinit and runs in the background. When running, rjerecv performs the
following processes:

1. Reads blocks of data received from host system.

2. Handles data received according to its type. The two types of data
are:

o Control information—rjerecv performs the following peripheral
device control:

a. Notifies rjexmit of grants to its requests to open readers.
b. Passes wait and start reader information to rjexmit.

c. Passes open requests (for printers and punches) from the
host to rjexmit.

¢ User Information—The three major types of user information
received are:

a. Console responses and job status messages. This data is
appended to the resp file for use by rjestat and rjedisp.

b. The printer output from user jobs. This data is collected in
temporary files (pr«) in the rpool directory. When a
complete print job has been received, rjerecv notifies
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rjedisp (via a pipe) that the file is to be dispatched.

c. The punch output from user jobs. This data is handled the
same as printer output except that the rpool files are named
pux*.

If console response file resp exceeds 70,000 characters, rjerecv
truncates file.

Rjerecv stops accepting output from the remote machine if the
number of free blocks in the file system falls below space blocks.

Rjerecv truncates files to size blocks if a received file exceeds this
value.

If rjerecv encounters fatal errors, it creates the dead file with an appropriate
error message, signals the other background processes to exit, and reboots
the RJE subsystem.

9.4.7 Rjedisp

This program dispatches user information. Rjedisp is started by rjeinit and
runs in the background. When running, rjedisp performs the following
processing:

1.

Dispatches output. The two types of output are printer and punch
output. After receiving notification of output ready from rjerecv,
rjedisp searches for a “usr=" line in the received file. The format of a
“usr=""line is as follows:

usr=(user,place,level)
Rjedisp dispatches output according to the place field.
Dispatches messages. The two types of messages are:

e Job transmitted—This message is sent to the submitting user
when rjedisp reads this event notice from the rjexmit pipe.

o Qutput processing—rjedisp dispatches job output messages
according to the options specified on the “usr=" card. A
normal output message indicates the returned file name is
ready.

Messages can be masked by using the /evel on the “usr=" card.

Whenever output is to be handled by shqer, rjedisp checks that
shqger is running. This is done by looking for the shqer /og file. If this
file does not exist, rjedisp starts shqer.

Sys5 UNIX 9-13



CHAPTER 9 REMOTE JOB ENTRY

9.4.8 Shqer

This program executes user programs when they appear in the place field
of the “usr=""line in a returned output file (print or punch). Shqer is started
by rjedisp when the first output file using this feature is returned.
Subsequent files using this feature are logged for execution by rjedisp.
When started, shqger performs the following processing:

1. Builds the log file from file names in /usr/rje/sque directory. Each log
entry is the name of a file (tmp?) that contains the following
information:

o Name of file to be executed

o Name of input file (file returned from IBM)
e Name of IBM job

e Programmer’s name

e |IBM job number

e User's name from “usr="line

e User's login directory

e Minimum file system space.

2. Shger uses two parameters. The first is the delay time between log
file reads. The second is a nice(2) factor which is applied to any
programs spawned by shqer. These values are defined in
lusrlinclude/rje.h (QDELAY and QNICE).

3. When each log entry is read, the appropriate program is spawned with
the following characteristics:

e The returned RJE file is standard input to the program.
e The standard and diagnostic outputs are /dev/null.

e The LOGNAME and HOME variables are set to appropriate
values.

e The TZ and PATH variables are set to the following default
values:

TZ=ESTSEDT
PATH=/bin:/usr/bin

If different values are desired for these variables, then the
desired values should be set using keyword parameters at the
time that the RJE subsystem is started. For example:
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PATH=:/bin su rje -c "/usr/rie1/rie1load deviceQ"

will start the rie1 subsystem and the PATH variable passed to
programs invoked by shqer will be sent to PATH=/bin.

e The arguments to the spawned program, in order, are:

a. A numerical value indicating that file system free space is
equal or above (0) or below (1) space blocks.

b. IBM job name.

c. Programmer's name.
d. IBM job number.

e. User’s login name.

4. After executing each program, the tmp? file and returned RJE file are
removed.

9.5 Utility Programs
9.5.1 Snoop

Snoop is the generic name of a program that can be used to trace the state
of a VPM device and its associated communications line. Snoop depends
on the trace(7) driver for its information. It reads trace entries from
/devi/trace and converts them into a readable form that is printed on the
standard output.

The usable name of snoop for a particular RJE subsystem is snoopN,
where N is the minor device number of the VPM device. In our hypothetical
system, vomO is used by the rje1 subsystem; and vpm1 is used by the rje2
subsystem. Therefore, /usrirje1/snoop0 and /usrirje2/snoop1 are linked to
fusrirje/'snoop. Each snoop prints trace entries for its associated VPM
device. Trace entries are printed in the following form:

sequence type information
where:

e sequence specifies the order of trace occurrences. It is a value
between 0 and 99.

o type specifies the action being traced (e.qg., transfers, driver activity).
e information describes data being transferred and driver activity.

Refer to Figure 8-1 at the end of this chapter for the meaning of the trace
lypes and associated information.
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9.5.2 Rjestat

This program is supplied as a user command. The program’s three
functions are to list all status messages received from the IBM host system
pertaining to a particular job, to describe the status of the RJE subsystems,
and to provide a remote IBM status console. The remainder of this part
describes these three functions.

9.5.2.1 Job Status
When invoked
rjestat —jhost jobname

scans the "resp” file and outputs to the user all IBM status messages
pertaining to the job “jobname".

9.5.2.2 RJE Status

When invoked, rjestat reports the status of the RJE subsystems. If remote
system (“host”) names are specified, only those statuses are reported. The
rjestat uses the following rules to report the status of a subsystem:

¢ Rjestat prints the contents of the file status if it exists in the
subsystem directory. This file can contain any message the
administrator wishes to have printed when users use rjestat.

o If the file dead exists in the subsystem’s directory, the subsystem is
not operating and the reason is contained in the file. The rjestat
reports that RJE to “host” is down and prints the contents of the
dead file as the reason.

o If the file stop exists in the subsystems directory, the rjehalt program
has been used to inhibit that RJE subsystem. Rjestat reports that
RJE to “host” has been stopped by the operator.

o If neither the dead nor the stop file exists, rjestat reports that RJE to
“host” is operating normally.

Rjestat is supplied as the user’s vehicle for checking the status of RJE. It is
not meant to be an administrative tool; however, the reason for failure can
be used to track the problem.

9.5.2.3 Status Console

To use rjestat as a status console, the —shost argument is used. Rjestat
prints the status of the subsystem, then prompts with host: if the subsystem
is up. Each console request is submitted to the RJE processes for
transmission, and output is handled as specified. Rjestat checks the status
prior to submitting each request and will tell the user to try later if the
subsystem goes down. Rjestat allows the RJE or superuser logins to
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submit other than display requests. For a complete description of how to
use the status console features, see rjestat(1C).

9.5.3 Cwvt

This program converts any subsystem’s joblog file to readable form. The
first line printed is the process group number of the subsystem processes.
The remaining output consists of entries in the following form:

file user-id records level

where “file” is the name of the submitted file, “user-id” is the submitters
user number, “records” is the number of card images, and “level” is the
message level. The “records” and “level” fields are not used if the file name
is co* (console request submitted by rjestat).

9.6 RJE Accounting

Each RJE subsystem will store accounting information in the acctlog file if it
exists. It is the responsibility of the RJE administrator to create and
maintain this file in the subsystem’s directory. Entries in this file describe
RJE line use and are of the following form:

day time file user records

Each field is delimited by a tab character. The meanings of each field is as
follows:

1. Day—The day of occurrence in the form mm/dd.
2. Time—The time of occurrence in the form hh:mm:ss.

3. File—The name of the UNIX system file. The first two characters
identify its type as follows:

e rd/sq—The file was transmitted to the remote system.
e pr—The print output file was received from the remote system.

e pu—The punch output file was received from the remote
system.

4. User—The user ID of the user responsible for the transfer.

Records—The number of records (card images) transferred for this
file.

Since acctlog data is not used by RJE, it should not be allowed to grow too
large. This can be accomplished by moving or processing the file during a
system reboot (i.e., in /etc/rc before the RJE subsystems are started).

The following list describes some of the reports that could be generated
from the acctlog data. Implementation of a program to produce accounting
reports is the responsibility of the administrator.
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o Periodic Reports—By using the “day” and “time” fields in the data,
periodic usage reports can be produced.

e By User Reports—By using the “user” field in the data, usage-by-
user reports can be produced.

e By Subsystem Reports—By using the /usr/rjellines file information
and each acctlog file, a usage-by-subsystem (or remote system)
report can be produced.

Other reports can be produced using the type of file, size of jobs, etc.
9.7 Troubleshooting

This part deals with RJE problems and some methods for resolving them.
The topics discussed in this part are as follows:

e Automatic Error Recovery
e Manual Error Recovery
e RJE Problems
e VPM Problems
e Trace Interpretation.
9.7.1 Automatic Error Recovery

RJE attempts to be self-sustaining with respect to its availability. In general,
if problems occur on the communications line or the remote machine (e.g., a
crash), RJE will continually try to restart itself (this action will be referred to
as “reboot”). For example, if an RJE subsystem is started using rjeload but
the IBM system is not available, a fatal error will occur. The process that
detects this error (usually rjexmit or rjerecv) will reboot the subsystem by
executing rjeinit with a + as its argument. When rjeinit detects a +
argument, it waits 1 minute before attempting to bring up the subsystem.

The rjehalt program can be used to prevent an RJE subsystem from
rebooting itself when the remote system is not available for a known period
of time. When the remote system is made available, the subsystem may be
started in the normal way.

9.7.2 Manual Error Recovery

In order to manually recover from errors, one must know how to start and
stop an RJE subsystem. There are two ways to start an RJE subsystem:

e rje?load—This program loads and starts the VPM script and
executes rje?init.
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e rje?init—This program starts the rje? subsystem. In order to use
this program, the VPM script must have been previously loaded and
started.

To stop the rje? subsystem, the rje?halt program should be executed.
This stops the subsystem gracefully and will prevent a reboot.

The rjeload program must be used to start RJE for the first time (after a
UNIX system reboot). Subsequently, as long as the script is running,
execution sequences of rjehalt and rjeinit will stop and start RJE.

Manually starting and stopping RJE can be useful in tracking down
problems. For example, if user jobs are not being submitted to the host
machine, the following sequence can ease identification of the problem:

1. Halt ailing subsystem.

2. Start a snoop process in the background with its output redirected to a
file.

3. Restart subsystem.
4. Scan snoop output to determine location of problem.

The snoop program is the most useful software tool for identifying RJE
problems. Its uses are described in the subpart “Trace Interpretation”.

9.7.3 RJE Problems

This part describes problems that can occur in an RJE subsystem. These
problems generally occur when the subsystem has not been set up properly.
The following is a list of things to check to ensure that an RJE subsystem
has been set up properly.

1. IBM description—The description of the remote UNIX operating
system machine must be consistent with the description in the subpart
“IBM Generation”.

2. UNIX system description—The file /usrirje/lines must be set up
properly. The subpart “Sys5 UNIX Generation” describes this file in
detail.

3. VPM setup—The VPM software must be installed and the proper VPM
and physical devices made. The permission modes of the VPM and
physical devices must be set by the system administrator to allow read
and write access by the RJE programs. Each VPM device must
correspond to the proper physical device; see vpm(7).

4. Free space—As a general rule, all file systems must have a
reasonable amount of free space. File systems containing RJE
subsystems must have sufficient free space to ensure proper RJE
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operation.

5. Directories—Each subsystem’s directory and the controlling directory
should be checked for the following:

o All needed files exist.

e The proper prefix is on each applicable RJE program.
e The link count is correct for files that are linked.

¢ All file and directory modes are correct.

6. Initialization—Peripherals information must be consistent on both
systems. The line must be started on the IBM system, proper
hardware connections made, etc.

Problems with a subsystem are indicated by error messages. The rjeinit
checks for obstaciés in bringing up RJE. If an obstacle is found, an error
message indicating the obstacle is printed on the error output. If a problem
is encountered during normal operation, the message is logged in the errfog
file. This file, error messages, output from snoop, and the checklist above
should be used to determine and fix any subsystem problems. Generally, if
a subsystem is set up properly but will not operate, the problem is the way
the VPM or KMC has been set up, the remote system, or the hardware.

9.7.4 VPM Problems

After installing the hardware and making the appropriate devices, all VPM
software and devices must be made [see vpm(7)]. The program rjeload
links the devices to be used by the corresponding RJE subsystem.

The following is a list of items to check when problems occur:

1. Proper hardware—The appropriate hardware must be installed. Be
sure the device is properly described to the system and passes
diagnostics.

2. Proper devices—The major and minor device numbers for the physical
device and VPM devices must be correct. It should also be verified
that rjeload program is called with the correct physical device names.

3. Script runs—Verify the VPM script is able to run. This is done by
tracing the proper device with the proper snoop program. Snoop will
print “started” entries for both the physical device and VPM script. If
no output appears from snoop when rjeload is executed, either the
hardware is not working properly or the hardware or VPM has not
been set up properly. [f trace information is output for a period of time
by snoop and the output abruptly stops, a modem problem should be
suspected. That is, if the RJE cable is disconnected from its
associated modem or the modem is not powered up and optioned
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properly, then snoop output will "freeze” when the physical device
attempts to transmit over the RJE link. Output of any other type from
snoop should indicate where the problem is occurring.

9.7.5 Trace Interpretation

This part describes how to interpret trace output from the snoop program
and gives several examples.

Lines with type TR are traces from the VPM script. All others are driver
traces and indicate the following:

o CL—Activity occurring when the device has been closed.
o OP—Activity occurring when the device has been opened.
¢ RD—Read from device occurred.

o WR—Write to device occurred.

e ST—Start or stop activity.

¢ SC—Script termination type, termination value is given.

Figure 8-1 at the end of this chapter enumerates all possible trace lines for
each type and describes the event. The remainder of this part consists of
example trace output and its interpretation. Comments describing events
will appear after the “+" in trace output. If more than one VPM were
running, sequence numbers might not appear in order. For clarity, example
sequences will be in order.

9.7.5.1 Normal RJE Startup

The following is an example of trace output when RJE has been started up.
In this case, the remote machine responds to the enquiry byte (ENQ). The
RJE subsystem signs on to the machine then follows the handshaking
protocol [exchanging acknowledges (ACKs)].

Tracingvpm0

0 ST Startack * Physical device started
1 TR Started * Script started

2 ST Start * VPM Driver start

3 oP Opened * VPM Device open

4 WR 84 bytes * Signon record written
5 TR S-ENQ * Enquiry byte sent

6 TR R-ACK * Received acknowledgment
7 TR S-BLK * Sent signon block

8 TR R-ACK * Block acknowledged

9 TR S-ACK * Handshaking

10 TR R-ACK * .

1 TR S-ACK *

12 TR R-ACK *

13 TR S-ACK *

Sys5 UNIX 9-21



CHAPTER 9 REMOTE JOB ENTRY

14 ' TR R-ACK *

15 TR S-ACK *

16 TR R-ACK * .

17 TR S-ACK * Handshaking

If any jobs had been submitted via the send command or jobs were
waiting to be returned, the traces would reflect the transfers rather than
handshaking.

9.7.5.2 RJE Startup—IBM not responding

This example shows trace output when RJE has been started but does not
receive a response from the remote machine. In general, the RJE script will
time-out if a response is not received from the remote machine within 3
seconds of the last transmission. When a time-out is detected while starting
up, the ENQ is retransmitted. This is repeated six times before the script
gives up. Other time-out responses will be discussed later.

Tracing vpmO

86 ST Startack * Physical device started
87 TR Started * Script started

88 ST Start * VPM Driver start

89 oP Opened * VPM device open

90 WR 84 bytes * Signon record written
91 TR S-ENQ * Enquiry byte sent

92 TR TIMEOUT * No response to enquiry
93 TR S-ENQ * Enquiry byte sent

94 TR TIMEOUT * No response

95 TR S-ENQ * Enquiry byte sent

96 TR TIMEOUT * No response

97 TR S-ENQ * Enquiry byte sent

98 TR TIMEOUT * No response

99 TR S-ENQ * Enquiry byte sent

0 TR TIMEOUT * No response

1 TR S-ENQ * Enquiry byte sent

2 TR TIMEOUT * No response

3 RD 1 bytes * 1-byte read (error)

4 ST Stopchk * Safety check

5 ST Stopack(0 * Script termination normal
6 CL Clean * Cleanup done

7 ST Stopped ** VPM script stopped

8 CcL Closed * VPM device closed

The above sequence will be repeated approximately every minute until a
positive response is received from the host. During that minute, the RJE
subsystem is dormant; and the rjestat command will report that IBM is not
responding. When this occurs, either the IBM machine is not available,
down, line not started, etc., or there is a communications problem
somewhere from where the physical device transmits data to where it
receives data. The RJE administrator should first verify that the I1BM
machine is up, and the communications line has been started. If so, a
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hardware trace of the communications line should be done to aid in
detecting the problem.

9.7.5.3 Transmitting and Receiving

This example shows trace output from the start of job transmission through
its return. For simplicity, only one job is being transmitted and returned.

Tracing vpm0

94 TR R-ACK * Handshaking

95 TR S-ACK .

96 TR R-ACK .

97 TR S-ACK * Handshaking

98 WR 4 bytes * Open reader request written

99 TR R-ACK * Handshaking

0 TR S-BLK * Sent open request block

1 TR R-OKBLK * Received block (grant)

2 TR S-ACK * Block acknowledged

3 RD 7 bytes * Read seven bytes (grant)

4 TR R-ACK * Handshaking

5 TR S-ACK * Handshaking

6 WR 481 bytes * First block written

7 WR 470 bytes * Second block written

8 TR R-ACK * Handshaking

9 TR S-BLK * First block sent

10 TR R-ACK * Block acknowledged

11 WR 470 bytes * Third block written

12 TR S-BLK * Second block sent

13 TR R-OKBLK * Received block (on reader msg)

14 WR 470 bytes * Fourth block written

15 RD 66 bytes * Read 66 bytes (on reader msg)

16 TR S-BLK * Third block sent

17 TR R-ACK * Block acknowledged

18 WR 147 bytes * Fifth block written

19 TR S-BLK * Fourth block sent

20 TR R-ACK * Block acknowledged

* More of the same

93 TR R-ACK * Handshaking

94 TR S-ACK * Handshaking

95 TR R-OKBLK * Received block (request)

96 TR S-ACK * Block acknowledged

97 RD 7 bytes * Read open printer request
‘98 TR R-ACK * Handshaking

99 TR S-ACK *.

0 TR R-ACK *.

1 TR S-ACK .

2 TR R-ACK .

3 TR S-ACK * Handshaking

4 WR 4 bytes * Printer grant written

5 TR R-ACK * Handshaking

6 TR S-BLK * Block sent (grant)

7 TR R-OKBLK * First block received
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8 TR S-ACK * Block acknowledged
9 RD 64 bytes * Read first block
10 TR R-OKBLK * Second block received
1 TR S-ACK * Block acknowledged
12 RD 505 bytes * Read second block
13 TR R-OKBLK * Third block received
14 TR S-ACK * Block acknowledged
15 TR R-OKBLK * Fourth block received
16 TR S-ACK * Block acknowledged
17 TR R-ACK * Handshaking
18 TR S-ACK .
19 TR R-ACK .
20 TR S-ACK * Handshaking
21 RD 470 bytes * Read third block
22 RD 494 bytes * Read fourth block
23 TR R-ACK * Handshaking
24 TR S-ACK * Handshaking

* efc.

*

Requests and grants are part of the multileaving protocol. When jobs are
being transmitted and received simultaneously, as in a busier RJE
subsystem, much less handshaking is involved. Rather than acknowledging
blocks with ACKs, the protocol allows a block to be returned (this implies
acknowledgment of the received block). The following example shows trace
output at a busy time:

tracing vpm0

45 TR R-OKBLK * Received block
46 TR S-BLK * Sent block

47 WR 493 bytes *

48 RD 496 bytes *

49 TR R-OKBLK * Received block
50 RD 65 bytes *

51 WR 4 bytes *

52 TR S-BLK * Sent block

53 TR R-OKBLK * Received block
54 TR S$-BLK * Sent block

55 WR 493 bytes *

56 RD 7 bytes *

57 TR R-OKBLK * Received block
58 WR 493 bytes *

59 RD 496 bytes *

60 TR S-BLK * Sent block

61 TR R-OKBLK * Received block

Notice that since there is work to be done on both sides acknowledgments
are implied.
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9.7.5.4 Trace Output Indicating Performance Problems

Trace output is useful in detecting performance problems on the remote IBM
system or on the local UNIX system.

The first example shows activity resulting from time-outs occurring during
normal operation. These time-outs were caused because the remote JES3
system has performance problems, and occasionally, does not respond in
the required 3 seconds.

Tracing vpmO

27 TR S-ACK *Handshaking

28 TR R-ACK .

29 TR S-ACK *

30 TR TIMEOUT *Noresponse

31 TR S-NAK *Notacknowledged
32 TR TIMEOUT *Noresponse

33 TR S-NAK *Notacknowledged
34 TR R-ACK *Response

35 TR S-ACK *Handshaking

36 TR R-ACK -

54 TR R-ACK * .

55 TR S-ACK * Handshaking

56 TR TIMEOUT * No response

57 TR S-NAK * Not acknowledged
58 TR R-ACK * Response

59 TR S-ACK * Handshaking

The response to these time-outs are NAKs (not acknowledged). RJE will
respond this way up to six times before giving up and attempting a reboot.
At this time, rjestat would report that there are “Line Errors”. NAK is a
request to retransmit the previous response.

In the second example, time-outs occur because the local UNIX system has
performance problems. When RJE is run on a heavily-loaded UNIX system,
the RJE script occasionally pauses for a short period before sending
acknowledgment messages to the remote host. Each pause serves to
throttle the rate at which data may pass from the remote system to the
UNIX system. Unfortunately, on a severely overloaded UNIX system this
mechanism for controlling data flow cannot guarantee proper RJE operation.
Time-outs result from the UNIX system’s inability to respond to the remote
system in the required 3 seconds.

x

*

* unfx system heavily ioaded -
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9-26

TR
TR
TR
TR
RD
RD
TR
TR
TR
RD

TR

S-ACK
R-OKBLK
S-ACK
R-OKBLK
505 bytes
S-ACK
R-OKBLK
S-ACK
R-OKBLK
PAUSE-ACK
S-ACK
475 bytes
466 bytes
R-OKBLK

S-ACK
R-OKBLK
S-ACK
R-OKBLK
S-ACK
R-OKBLK
PAUSE-ACK
405 bytes
503 bytes
473 bytes
S-ACK
TIMEOUT
S-NAK
R-OKBLK
S-ACK
417 bytes
R-OKBLK
S-ACK

REMOTE JOB ENTRY

* Time-outs successfully avoided

by pausing before sending

* acknowledgments to remote system

*

* Previous block acknowledged
* Received block

* Block acknowledged

* Received block

* Block acknowledged
* Received block
* Block acknowledged
* Received block

* Script pauses before acknowledging

* Block acknowledged

*

* Received block

* % * * * * * »
. . s .

*

* UNIX system severely overloaded -

* Time-outs cannot be totally
* prevented by pausing before
* sending acknowledgments

*

* Previous block acknowledged
* Block received

* Block acknowledged

* Block received

* Block acknowledged

* Block received

* Script pauses before acknowledging

*

* Block acknowledged (but not in 3 sec)
* No response (ACK was sent too late)

* Attempt to recover

* Block received

* Block acknowledged
* Block received

* Block acknowledged
*

*

*
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In such instances, the reasons for the overloading of the UNIX system
should be investigated and remedied. If system overloading cannot be
prevented, then RJE operation should be limited to those time periods when
there is less contention for system resources.

9.7.5.5 Communication Line Errors

This example shows trace output from an RJE subsystem that uses a dial-
up connection. The phone line is noisy and is prone to dropping.

Tracing vpmO0

63 TR S-ACK * Handshaking

64 TR R-ACK *

65 TR S-ACK .

66 TR R-JUNK * Noise on the line
67 TR S-NAK * Not acknowledged
68 TR R-ACK * Recovery

69 TR S-ACK *

70 TR R-ACK *

71 TR S-ACK *

72 TR R-JUNK * Noise on the line
73 TR S-NAK * Attempting to recover
74 TR R-JUNK *

75 TR S-NAK *

76 TR R-JUNK .

77 TR S-NAK .,

78 TR R-JUNK *

79 TR S-NAK *,

80 TR R-JUNK *,

81 TR S-NAK *

82 TR R-JUNK *,

83 RD 1 bytes * 1-byte read (error)
84 ST Stopack(0) * Script termination normal
85 CL Clean * Cleanup

86 ST Stopped * VPM script stopped
87 CL Closed * VPM device closed

The error read in the above sequence causes RJE to reboot and rjestat to
report line errors. If this type of problem were to occur frequently, the RJE
link should be tested and the hardware connections to the link examined
and replaced if necessary.

9.7.5.6 Error Responses

As seen in the parts above, the response to most errors is to send a NAK.
The only exception is when starting up. Whenever a NAK is received on
either side, it indicates that the previous transmission was not properly
received. This should be followed by retransmission of the previous data.
Generally, NAKs should not occur frequently and should be followed by
recovery. If errors occur frequently or NAKs do not cause recovery, the line
should be checked for problems.
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On some IBM systems (e.g., JES2), an /O error is printed at the system
console whenever a NAK is received. These 1/O errors can also be helpful
in detecting the problem; however, they will not be discussed here as they
vary with the system. It is assumed that someone in IBM support can assist
if needed.

CL Closed - The virtual protocol machine (VPM)
_ device has been closed.

CL Clean The VPM driver is cleaning up for this
device.

op Opened The VPM has been successfully
opened.

op Failed(open) The open failed because the device
was already open.

opP Failed(dev) The open failed because the device
number was out of range.

oP Failed(set) The open failed because the physical
device could not be reset.

RR Buf The VPM script has returned a
receive buffer to the VPM driver.

RX Buf The VPM script has returned a
transmit buffer to the VPM driver.

RD num bytes Num bytes were read from the VPM
device by rjerecv.

SC Exit(num) The VPM script has terminated. The

VPM exit code is num. Exit codes are
defined in vom(7).

ST Startup The physical device has been started.

ST Stopped The VPM script has been stopped.

TR Started The script has started tracing.

TR R-ACK A 2-byte acknowledgment (ACK)

string has been received from the’
remote system. This indicates that
the previous transmission was
properly received.

TR S-ACK A 2-byte ACK string has been
transmitted to the remote system.
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TR

TR

TR

TR

TR

TR

TR

TR

TR

TR

TR

TR

WR
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R-NAK

S-NAK

R-ENQ

S-ENQ

R-WAIT

R-OKBLK

R-ERRBLK

. R-SEQERR

R-JUNK

TIMEOUT

S-BLK

PAUSE-ACK

num bytes

CHAPTER 9

A “not-acknowledged” (NAK)
character has been received from the
remote system. This indicates that
the previous transmission was not
properly received.

A NAK character has been
transmitted to the remote system.

An enquiry (ENQ) character has been
received from the remote system.

An ENQ character has been
transmitted to the remote system.

The remote machine has requested
that no data be transmitted to it.

A valid data block was received from
the remote machine.

An invalid cyclic redundancy check
(CRC) was received with a data
block.

The block sequence count on a
received data block was invalid.

An invalid data block was received
from the remote system.

The remote machine did not respond
within 3 seconds.

A data block has been transmitted to
the remote system.

The script has paused prior to
sending an acknowledgment string to
the remote system.

Num bytes were written to the VPM
device by rjexmit.
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10. SYSTEM ACTIVITY PACKAGE

This chapter describes the design and implementation of the UNIX System
Activity Package. The UNIX operating system contains a number of
counters that are incremented as various system actions occur. The system
activity package reports UNIX system-wide measurements including central
processing unit (CPU) utilization, disk and tape input/output (I/O) activities,
terminal device activity, buffer usage, system calls, system switching and
swapping, file-access activity, queue activity, and message and semaphore
activities.

Throughout this chapter, each reference of the form name(1M), name(7), or
name(8) refers to entries in the Sys5 UNIX Administrator Reference
Manual. References to entries of the form name(N), where "N" is the
number 1 or 6 possibly followed by a letter, refer to entry name in section N
of the Sys5 UNIX User Reference Manual. If "N" is a number 2 through 5
possibly followed by a letter, refer to entry name in section N of the Sys5
UNIX Programmer Reference Manual. '

The package provides four commands that generate various types of
reports. Procedures that automatically generate daily reports are also
included. The five functions of the activity package are:

e sar(1) command—allows a user to generate system activity reports in
real-time and to save system activities in a file for later usage.

e sag(1G) command—displays system activity in a graphical form.

o sadp(1M) command—samples disk activity once every second during
a specified time interval and reports disk usage and seek distance in
either tabular or histogram form.

o timex(1)—a modified time(1) command that times a command and
also (optionally) reports concurrent system activity and process
accounting activity.

e system activity daily reports—procedures are provided for sampling
and saving system activities in a data file periodically and for
generating the daily report from the data file.

The system activity information reported by this package is derived from a
set of system counters located in the operation system kernel. These
system counters are described in the part “System Activity Counters”. The
part “System Activity Commands” describes the commands provided by this
package. The procedure for generating daily reports is given in “Daily
Report Generation”. For a description of the files used by the system
activity package, see Attachment 10-1 at the end of this chapter.
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10.1 System Activity Counters

The UNIX operating system manages a number of counters that record
various activities and provide the basis for the system activity reporting
system. The data structure for most of these counters is defined in the
sysinfo structure in /usr/include/sys/sysinfo.h (see Attachment 10-2 at the
end of this chapter). The system table overflow counters are kept in the
_syserr structure. The device activity counters are extracted from the
device status tables. In this version, the I/O activity of the following devices
is recorded: RP06, RM05, RS04, RF11, RK05, RP03, RL0O2, TM03, and
TM11. ‘

The following paragraphs describe the system activity counters sampled by
the system activity package.

Cpu time counters—There are four time counters that may be incremented
at each clock interrupt 60 times per second. According to the mode the
CPU is in at the interrupt (idle, user, kernel, and wait for /O completion),
exactly one of the cpu[] counters is incremented.

Lread and Iwrite—The /read and Iwrite counters are used to count logical
read and write requests issued by the system to block devices.

Bread and bwrite—The bread and bwrite counters are used to count the
number of times data is transferred between the system buffers and the
block devices. These actual I/Os are triggered by logical I/Os that cannot be
satisfied by the current contents of the buffers. The ratio of block I/O to
logical 1/O is a common measure of the effectiveness of the system
buffering.

Phread and phwrite—The phread and phwrite counters count read and
write requests issued by the system to raw devices.

Swapin and swapout—The swapin and swapout counters are incremented
for each system request initiating a transfer from or to the swap device.
More than one request is usually involved in bringing a process in to or out
of memory because text and data are handled separately. Frequently used
programs are kept on the swap device and are swapped in rather than
loaded from the file system. The swapin counter reflects these initial
loading operations as well as resumptions of activity, while the swapout
counter reveals the level of actual “swapping.” The amount of data
transferred between the swap device and memory are measured in blocks
and counted by bswapin and bswapout.

Pswitch and syscall—These counters are related to the management of
multiprogramming. Syscall is incremented every time a system call is
invoked. The numbers of invocations of read(2), write(2), fork(2), and
exec(2) system calls are kept in counters sysread, syswrite, sysfork, and
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sysexec, respectively. Pswitch counts the times the switcher was invoked,
which occurs when:

1. A system call resulted in a road block
2. Aninterrupt occurred resulting in awakening a higher priority process
3. A 1 second clock interrupt occurs.

Iget, namei, and dirblk—These counters apply to file-access operations.
Iget and namei, in particular, are the names of UNIX operating system
routines. The counters record the number of times the respective routines
are called. Namei is the routine that performs file system path searches. It
searches the various directory files to get the associated i-number of a file
corresponding to a special path. /get is a routine called to locate the inode
entry of a file (i-number). It first searches the in-core inode table. If the
inode entry is not in the table, routine iget will get the inode from the file
system where the file resides and make an entry in the in-core inode table
for the file. Iget returns a pointer to this entry. Namei calls iget, but other
file access routines also call iget. Therefore, counter iget is always greater
than counter namei.

Counter dirblk records the number of directory block reads issued by the
system. It is noted that the directory blocks read divided by the number of
namei calls estimates the average path length of files.

Runque, runocc, swpque, and swpocc—These counters are used to
record queue activities. They are implemented in the clock.c routine. At
every 1 second interval, the clock routine examines the process table to see
whether any processes are in core and in ready state. If so, the counter
runocc is incremented and the number of such processes are added to
counter runque. While examining the process table, the clock routine also
checks whether any processes in the swap device are in ready state. The
counter swpocc is incremented if the swap queue is occupied, and the
number of processes in swap queue is added to counter swpque.

Readch and writech—The readch and writech counters record the total
number of bytes (characters) transferred by the read and write system
calls, respectively.

Monitoring terminal device activities—There are six counters monitoring
terminal device activities. Rcvint, xmtint, and mdmint are counters
measuring hardware interrupt occurrences for receiver, transmitter, and
modem individually. Rawch, canch, and outch count number of characters
in the raw queue, canonical queue, and output queue. Characters
generated by devices operating in the cooked mode, such as terminals, are
counted in both rawch and (as edited) in canch; but characters from raw
devices, such as communication processors, are counted only in rawch.
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Msg and sema counters—These counters record message sending and
receiving activities and semaphore operations, respectively.

Monitoring I/O activities—As to the 1/O activity for a disk or tape device,
four counters are kept for each disk or tape drive in the device status table.
Counter io_ops is incremented when an I/O operation has occurred on the
device. It includes block I/0, swap I/O, and physical /0. lo_bcnt counts
the amount of data transferred between the device and memory in 512-byte
units. /o_act and jo_resp measure the active time and response time of a
device in time ticks summed over all /O requests that have completed for
each device. The device active time includes the device seeking, rotating,
and data transferring times, while the response time of an 1/O operation is
from the time the I/O request is queued to the device to the time when the
/0 completes.

Inodeovf, fileovf, textovf, and procovf—These counters are extracted
from _syserr structure. When an overflow occurs in any of the inode, file,
text, and process tables, the corresponding overflow counter is incremented.

10.2 System Activity Commands

The system activity package provides three commands for generating
various system activity reports and one command for profiling disk activities.
These tools facilitate observation of system activity during

e A controlled stand-alone test of a large system

e An uncontrolled run of a program to observe the operating
environment

e Normal production operation.

Commands sar and sag permit the user to specify a sampling interval and
number of intervals for examining system activity and then to display the
observed level of activity in tabular or graphical form. The timex command
reports the amount of system activity that occurred during the precise period
of execution of a timed command. The sadp command allows the user to
establish a sampling period during which access location and seek distance
on specified disks are recorded and later displayed as a tabular summary or
as a histogram.

10.2.1 The ‘‘sar” Command
The sar command can be used in the following two ways:

e When the frequency arguments t and n are specified, it invokes the
data collection program sadc to sample the system activity counters
in the operating system every t seconds for n intervals and generates
system activity reports in real-time. Generally, it is desirable to
include the option to save the sampled data in a file for later
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examination. The format of the data file is shown in sar(1M). In
addition to the system counters, a time stamp is also included. It
gives the time at which the sample was taken.

¢ If no frequency arguments are supplied, it generates system activity
reports for a specified time interval from an existing data file that was
created by sar at an earlier time.

A convenient usage is to run sar as a background process saving its
samples in a temporary file but sending its standard output to /dev/null.
Then an experiment is conducted after which the system activity is extracted
from the temporary file. The sar(1) manual entry describes the usage and
lists various types of reports. Attachment 10-3 (at the end of this chapter)
gives the formula for deriving each reported item.

10.2.2 The “‘sag” Command

Sag displays system activity data graphically. It relies on the data file
produced by a prior run of sar after which any column of data or the
combination of columns of data of the sar report can be plotted. A fairly
simple but powerful command syntax allows the specification of cross plots
or time plots. Data items are selected using the sar column header names.
The sar(1G) manual entry describes its options and usage. The system
activity graphical program invokes graphics(1G) and tplot(1G) commands
to have the graphical output displayed on any of the terminal types
supported by tplot.

10.2.3 The ‘“‘timex”’ Command

The timex command is an extension of the time(1) command. Without
options, timex behaves like time. In addition to giving the time information,
it can also print a system activity report and a process accounting report.
For all the options available, refer to the manual entry timex(1). It should be
emphasized that the user and sys times reported in the second and third
lines are for the measured process itself including all its children while the
remaining data (including the cpu user % and cpu sys % ) are for the entire
system.

While the normal use of timex will probably be to measure a single
command, multiple commands can also be timed either by combining them
in an executable file and timing it or by typing:

timex sh —c¢ "cmd1; cmd2; ... ;"
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This establishes the necessary parent-child relationships to correctly extract
the user and system times consumed by cmd1, cmd2, ... (and the shell).

10.2.4 The “sadp” Command

Sadp is a user level program that can be invoked independently by any
user. It requires no storage or extra code in the operating system and
allows the user to specify the disks to be monitored. The program is
reawakened every second, reads system tables from /dev/kmem, and
extracts the required information. Because of the 1 second sampling, only a
small fraction of disk requests are observed; however, comparative studies
have shown that the statistical determination of disk locality is adequate
when sufficient samples are collected.

In the operating system, there is an iobuf for each disk drive. It contains
two pointers which are head and tail of the I/O active queue for the device.
The actual requests in the queue may be found in three buffer header
pools—system buffer headers for block /O requests, physical buffer
headers for physical /O requests, and swap buffer headers for swap I/O.
Each buffer header has a forward pointer that points to the next request in
the 1/O active queue and a backward pointer that points to the previous
request.

Sadp snapshots the iobuf of the monitored device and the three buffer
header pools once every second during the monitoring period. It then traces
the requests in the /0O queue, records the disk access location, and seeks
distance in buckets of 8-cylinder increments. At the end of monitoring
period, it prints out the sampled data. The output of sadp can be used to
balance load among disk drives and to rearrange the layout of a particular
disk pack. The usage of this command is described in manual entry
sadp(1M).

10.3 Daily Report Generation

The previous part described the commands available to users to initiate
activity observations. It is probably desirable for each installation to
routinely monitor and record system activity in a standard way for historical
analysis. This part describes the steps that a system administrator may
follow to automatically produce a standard daily report of system activity.

10.3.1 Facilities

e sadc—The executable module of sadc.c (see Attachment 10-1 at the
end of this chapter) which reads system counters from /dev/ikmem
and records them to a file. In addition, two frequency arguments are
usually specified to indicate the sampling interval and number of
samples to be taken. In case no frequency arguments are given, it
writes a dummy record in the file to indicate a system restart.
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e sal—The shell procedure that invokes sadc to write system counters
in the daily data file /usr/adm/sadd where dd represents the day of
the month. It may be invoked with sampling interval and iterations as
arguments.

e sa2—The shell procedure that invokes the sar command to generate
daily report /usr/adm/sa/sardd from the daily data file
/usrladm/sa/sadd. It also removes daily data files and report files
after 7 days. The starting and ending times and all report options of
sar are applicable to sa2.

10.3.2 Suggested Operational Setup

It is suggested that the cron(1M) control the normal data collection and
report generation operations. For example, the sample entries in
/usr/spool/cron/crontab/sys:

0***0,6 /usr/lib/sa/sa1l
0 18-7 * * 1-5 /usr/lib/sa/sat
08-17 * * 1-5 /usr/lib/sa/sal 1200 3

would cause the data collection program sadc to be invoked every hour on
the hour. Moreover, depending on the arguments presented, it writes data
to the data file one to three times at every 20 minutes. Therefore, under the
control of cron(1M), the data file is written every 20 minutes between 8:00
and 18:00 on weekdays and hourly at other times.

Note that data samples are taken more frequently during prime time on
weekdays to make them available for a finer and more detailed graphical
display. It is suggested that sal be invoked hourly rather than invoking it
once every day; this ensures that if the system crashes data collection will
be resumed within an hour after the system is restarted.

Because system activity counters restart from zero when the system is
restarted, a special record is written on the data file to reflect this situation.
This process is accomplished by invoking sadc with no frequency
arguments within /etc/rc when going to multiuser state:

su adm —c "/usr/lib/sa/sadc /usriadm/sa/sa‘date +%d"

Cron(1M) also controls the invocation of sar to generate the daily report via
shell procedure sa2. One may choose the time period the daily report is to
cover and the groups of system activity to be reported. For instance, if:

020 * * 1-5 /usr/lib/sa/sa2 —s 8:00 —e 18:00 i 3600 —uybd

is an entry in /usrispool/cron/crontab/sys, cron will execute the sar
command to generate daily reports from the daily data file at 20:00 on
weekdays. The daily report reports the CPU utilization, terminal device
activity, buffer usage, and device activity every hour from 8:00 to 18:00.
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In case of a shortage of the disk space or for any other reason, these data
files and report files can be removed by the superuser. The manual entry
sar(1M) describes the daily report generation procedure.
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ATTACHMENT 10-1

The source files and shell programs of the system activity package are in
directory /usr/src/cmd/sa.

sa.h

sadc.c

sar.c

saghdr.h

saga.c & sagb.c

sal.sh

sa2.sh

timex.c

sadp.c

Sys5 UNIX

The system activity header file defines the structure
of data file and device information for measured
devices. It is included in sadc.c, sar.c, and
timex.c.

The data collection program that accesses
/devikmem to read the system activity counters and
writes data either on standard output or on a binary
data file. It is invoked by the sar command
generating a real-time report. It is also invoked
indirectly by entries in /usr/spool/cron/crontab/sys to
collect system activity data.

The report generation program invokes sadc to
examine system activity data, generates reports in
real-time, and saves the data to a file for later
usage. It may also generate system activity reports
from an existing data file. It is invoked indirectly by
cron to generate daily reports.

The header file for saga.c and sagb.c. It contains
data structures and variables used by saga.c and
sagb.c.

The graph generation program that first invokes sar
to format the data of a data file in a tabular form and
then displays the sar data in graphical form.

The shell procedure that invokes sadc to write data
file records. It is activated by entries in
{usrispoolicron/crontab/sys .

The shell procedure that invokes sar to generate the
report. It also removes the daily data files and daily
report files after a week. It is activated by an entry
in /usr/spool/cron/crontab/sys on weekdays.

The program that times a command and generates a
system activity or process accounting report.

The program that samples and reports disk
activities.
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SYSTEM ACTIVITY PACKAGE

ATTACHMENT 10-2
struct sysinfo  {

time_t cpuf4];
#define CPU_IDLE 0
#define CPU_USER 1
#define CPU_KERNAL 2
#define CPU_WAIT 3
time_t wait[3];
#define W_IO 0
#define W_SWAP 1
#define W_PIO -2
long bread;
long bwrite;
long Iread;
long Iwrite;
long phread;
long phwrite;
long swapin;
long swapout;
long bswapin;
long bswapout;
long pswitch;
long syscall;
long sysread;
long syswrite;
long sysfork;
long sysexec;
long runque;
long runocc;
long swpque;
long SWpPOCC;
long iget;
long namei;
long dirblk;
long readch;
long writech;
long revint;
long xmtint;
long mdmint;
long rawch;
long canch;
long outch;
long msg;
long sema;
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ATTACHMENT 10-3

The derivation of the reported items is given in this attachment. Each item
discussed below is the data difference sampled at two distinct times t2 and
t1.

CPU Utilization

%-of-cpu-x = cpu-x / (cpu-idle + cpu-user + cpu-kernel + cpu-wait) * 100
where cpu-x is cpu-idle, cpu-user, cpu-kernel (cpu-sys), or cpu-wait.
Cache Hit Ratio

%-of-cache-I/0O = (logical-I/O — block-1/0) / logical-1/O * 100

where cache /O is cache read or cache write.

Disk or Tape 1/O Activity

%-of-busy = 1/O-active / (12 — t1) * 100;
avg-queue-length = 1/O-resp / I/O-active;
avg-wait = (I/O-resp — I/O-active) / I/O-ops;
avg-service-time = 1/O-active / I/0-ops.

Queue Activity

avg-x-queue-length = x-queue / x-queue-occupied-time;
%-of-x-queue-occupied-time = x-queue-occupied-time / (12 — t1);

where x-queue is run queue or swap queue.
The Rest of System Activity
avg-rate-of-x = x/ (12 — t1)

where x is swap in/out, blks swapped in/out, terminal device activities,
read/write characters, block read/write, logical read/write, process switch,
system calls, read/write, fork/exec, iget, namei, directory blocks read,
disk/tape I/O activities, message, or semaphore activities.

Sys5 UNIX 10-11






UUCP ADMINISTRATION CHAPTER 11

11. UUCP ADMINISTRATION

This chapter describes how a uucp network is set up, the format of control
files, and administrative procedures. Administrators should be familiar with
the manual pages for each of the uucp related commands.

11.1 Planning

In setting up a network of UNIX systems, there are several considerations
that should be taken into account before configuring each system on the
network. The following parts attempt to outline the most important
considerations.

11.1.1 Extent of the Network

Some basic decisions about access to processors in the network must be
made before attempting to set up the configuration files. If an administrator
has control over only one processor and an existing network is being joined,
then the administrator must decide what level of access should be granted
to other systems. The other members of the network must make a similar
decision for the new system. The UNIX system password mechanism is
used to grant access to other systems. The file /usr/lib/uucp/USERFILE
restricts access by other systems to parts of the file system tree, and the file
lusrllibluucp/L.sys on the local processor determines how many other
systems on the network can be reached.

When setting up more than one processor, the administrator has control of a
larger portion of the network and can make more decisions about the setup.
For example, the network can be set up as a private network where only
those machines under the direct control of the administrator can access
each other. Granting no access to machines outside the network can be
done if security is paramount; however, this is usually impractical. Very
limited access can be granted to outside machines by each of the systems
on the private network. Alternatively, access to/from the outside world can
be confined to only one processor. This is frequently done to minimize the
effort in keeping access information (passwords, phone numbers, login
sequences, etc.) updated and to minimize the number of security holes for
the private network.

11.1.2 Hardware and Line Speeds

There are only two supported means of interconnection by uucp(1),
1. Direct connection using a null modem.
2. Connection over the Direct Distance Dialing (DDD) network.

In choosing hardware, the equipment used by other processors on the
network must be considered. For example, if some systems on the network
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have only 103-type (300-baud) data sets, then communication with them is
not possible unless the local system has a 300-baud data set connected to
a calling unit. (Most data sets available on systems are 1200-baud.) If
hard-wired connections are to be used between systems, then the distance
between systems must be considered since a null modem cannot be used
when the systems are separated by more than several hundred feet. The
limit for communication at 9600-baud is about 800 to 1000 feet. However,
the RS232 specification and Western Electric Support Groups only allow for
less than 50 feet. Limited distance modems must be used beyond 50 feet
as noise on the lines becomes a problem.

11.1.3 Maintenance and Administration

There is a minimum amount of maintenance that must be provided on each
system to keep the access files updated, to ensure that the network is
running properly, and to track down line problems. When more than one
system is involved, the job becomes more difficult because there are more
files to update and because users are much less patient when failures occur
between machines that are under local control.

11.2 UUCP Software

Figure 10-1 (at the end of this chapter) is an illustration of the daemons
used by the uucp network to communicate with another system. The
uucp(1) or uux(1) command queues users requests and spawns the uucico
daemon to call another system. Figure 10-2 (at the end of this chapter)
illustrates the structure of uucico and the tasks that it performs in
communicating with another system. Uucico initiates the call to another
system and performs the file transfer. On the receiving side, uucico is
invoked to receive the transfer. Remote execution jobs are actually done by
transferring a command file to the remote system and invoking a daemon
(uuxqt) to execute that command file and return the results.

11.3 Installation

The uucp(1) package is delivered as part of the standard UNIX system
distribution. It resides in its own subdirectory (called wucp) in the
commands area and has its own make file (uucp.mk). The uucp package is
installed as part of the normal distribution; however, if it must be reinstalled
for any reason, then the sequence

make —f uucp.mk install

should be executed.

11.3.1 Object Modules

The following object modules are installed as part of the uucp make
procedure.
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Uucp—The file transfer command.

Uux—The remote execution command.

Uucico—The uucp network daemon.

Uustat—Network status command.

Uuclean—Cleanup command.

Uusub—The command for monitoring and creating a subnetwork.

Uuxqt—The remote execution daemon.

® N O O b~ N

Uudemon.day—A shell procedure that is invoked each day to
maintain the network. Shell scripts for execution each week
(uudemon.wk) and each hour (uudemon.hr) are also distributed.

11.3.2 Password File

To allow remote systems to call the local system, password entries must be
made for any uucp logins. For example,

nuucp:zaaAA:6:1:UUCP.Admin:/usr/spool/uucppublic:/usr/ib/uucp/uucico

Note that the uucico daemon is used for the shell, and the spool directory is
used as the working directory.

There must also be an entry in the passwd file for an uucp administrative
login. This login is the owner of all the uucp object and spooled data files
and is usually "uucp”. For example, the following is a entry in /etc/passwd
for this administrative login:

uucp:zAvLCKp:5:1:UUCP.Admin:/usr/lib/uucp:

Note that the standard shell is used instead of uucico. If an owner other
than "uucp” is chosen, the make file for uucp (/usr/src/cmd/uucp/uucp.mk)
must be edited. The line "OWNER=uucp" must be changed to reflect the
new owner login.

11.3.3 Lines File

The file /usr/lib/uucp/L-devices contains the list of all lines that are directly
connected to other systems or are available for calling other systems. The
file contains the attributes of the lines and whether the line is a permanent
connection or can call via a dialer. The format of the file is

type line call-device speed protocol

where each field is
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type Two keywords are used to describe whether a line is
directly connected to another system (DIR) or uses an
automatic calling unit (ACU). An X.25 permanent virtual
circuit would use the DIR keyword.

line This is the device name for the line (e.g., ttyab for a
direct line, cul0 for a line connected to an ACU).

call-device If the ACU keyword is specified, this field contains the
device name of the ACU. Otherwise, the field is
ignored; however, a placeholder must be used in this
field so that the protocol field can be interpreted.

speed The line speed that the connection is to run at. (The
speed field is currently ignored if an X.25 link is used.)
protocol This is an optional field that needs only be filled in if the

connection is for a protocol other than the default
terminal protocol. The X.25 protocol is the only other
protocol supported and the single character x is used to
select this protocol.

The following entries illustrate various types of connections:

DIR ttyab 0 9600
ACU cul0 cua0 1200
DIR x25.s0 0 300 x

The first entry is for a hard-wired line running at 9600-baud between two
systems. Note that the acu-device field is zero. The second entry is for a
line with a 1200-baud ACU. The last entry is for an X.25 synchronous direct
connection between systems. Note that the protocol field is filled in and that
the acu-device and line speed fields are meaningless.

11.3.3.1 Naming Conventions

It is often useful when naming lines that are directly connected between
systems or which are dedicated to calling other systems to choose a naming
scheme that conveys the use of the line. In the earlier examples, the name
ttyab is used for the line that directly connects two systems named a and b.
Similarly, lines associated with calling units are best given names that relate
them to the calling unit (note the names cul0 and cua0 to specify the line
and calling unit, respectively).

11.3.4 System File

Each entry in this file represents a system that can be called by the local
uucp programs. More than one line may be present for a particular system.
In this case, the additional lines represent alternative communication paths
that will be tried in sequential order. The fields are described below.
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system name Name of the remote system.

time

device

class

phone

login

Sys5 UNIX

This is a string that indicates the days-of-week and
times-of-day when the system should be called (e.g.,
MoTuTh0800-1730).

The day portion may be a list containing Su, Mo, Tu,
We, Th, Fr, Sa; or it may be Wk for any week-day or
Any for any day. The time should be a range of times
(e.g., 0800-1230). If no time portion is specified, any
time of day is assumed to be allowed for the call. Note
that a time range that spans 0000 is permitted; 0800-
0600 means all times are allowed other than times
between 6 and 8 am. An optional subfield is available
to specify the minimum time (minutes) before a retry
following a failed attempt. The subfield separator is a
“" (e.g., Any,9 means call any time but wait at least 9
minutes before retrying the call after a failure has
occurred).

This is either ACU or the hard-wired device name to be
used for the call. For the hard-wired case, the last part
of the special file name is used (e.g., tty0).

This is usually the line speed for the call (e.g., 300).

The phone number is made up of an optional alphabetic
abbreviation (dialing prefix) and a numeric part. The
abbreviation should be one that appears in the L-
dialcodes file (e.g., mh1212, boston555-1212). For the
hard-wired devices, this field contains the same string
as used for the device field.

The login information is given as a series of fields and
subfields in the format

[ expect send] ...

where expect is the string expected to be read and
send is the string to be sent when the expect string is
received.

The expect field may be made up of subfields of the
form

expect[-send—expect] ...

where the send is sent if the prior expect is not
successfully read and the expect following the send is
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the next expected string. (For example, login--login will
expect login; if it gets it, the program will go on to the
next field; if it does not get login, it will send null
followed by a new line, then expect login again.) If no

~ characters are initially expected from the remote
machine, the string ™ (a null string) should be used in
the first expect field.

There are two special names available to be sent during
the login sequence. The string EOT will send an EOT
character, and the string BREAK will try to send a
BREAK character. (The BREAK character is simulated
using line speed changes and null characters and may
not work on all devices and/or systems.) A number from
1 to 9 may follow the BREAK (e.g., BREAK1, will send
1 null character instead of the default of 3). Note that
BREAKT usually works best for 300-/1200-baud lines.

There are several character strings that cause specific actions when they
are a part of a string sent during the login sequence.

\s Send a space character.
\d Delay one second before sending or reading more characters.
\C If at the end of a string, suppress the new-line that is normally

sent. Ignored otherwise.

\N Send a null character.
These character strings are useful for making uucp communicate via direct
lines to data switches:

A typical entry in the L.sys file would be
sys Any ACU 300 mh7654 login uucp ssword: word

The expect algorithm matches all or part of the input string as illustrated in
the password field above.

11.3.5 Dialing Prefixes

This file contains the dial-code abbreviations used in the L.sys file (e.g., py,
mh, boston). The entry format is

abb dial-seq

where abb is the abbreviation and dial-seq is the dial sequence to call that
location.

The line
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py 165-
would be set up so that entry py7777 would send 165-7777 to the dial unit.
11.3.6 Userfile

This file contains user accessibility information. It specifies four types of
constraints:

Files that can be accessed by a normal user of the local machine.
Files that can be accessed from a remote computer.

Login name used by a particular remote computer.

»> L np

Whether a remote computer should be called back in order to confirm
its identity.

Each line in the file has the format

login,sys [ ¢c] pathname [ pathname] ...

where
login is the login name for a user or the remote computer.
Sys is the system name for a remote computer.
c is the optional call-back required flag.

pathname is a pathname prefix that is acceptable for sys.
The constraints are implemented as follows:

1. When the program is obeying a command stored on the local machine,
the pathnames allowed are those given on the first line in the
USERFILE that has the login name of the user who entered the
command. If no such line is found, the first line with a null login name
is used.

2. When the program is responding to a command from a remote
machine, the pathnames allowed are those given on the first line in the
file that has the system name that matches the remote machine. If no
such line is found, the first one with a null system name is used.

3. When a remote computer logs in, the login name that it uses must
appear in the USERFILE. There may be several lines with the same
login name but one of them must either have the name of the remote
system or must contain a null system name.

4. If the line matched in (3.) contains a “‘c”, the remote machine is called
back before any transactions take place.

The line
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u,m /usr/xyz

allows machine m to login with name u and request the transfer of files
whose names start with /usr/xyz. The line

you, /usr/you

allows the ordinary user you to issue commands for files whose name starts
with /usr/you. (This type restriction is seldom used.) The lines

u,m /usr/xyz /usr/spool
u, /usr/spool

allows any remote machine to login with name u. If its system name is not
m, it can only ask to transfer files whose names start with /usr/spool. If it is
system m, it can send files from paths /usrixyz as well as /usr/spool. The
lines :

root, /
, lusr

allow any user to transfer files beginning with /usr but the user with login
root can transfer any file. (Note that any file that is to be transferred must
be readable by anybody.)

11.3.7 Forwarding File

There are two files that allow restrictions to be placed on the forwarding
mechanism. The format of the entries in each file is the same,

system
or
system,user,user2,...

The file ORIGFILE (/usr/lib/uucp/ORIGFILE) restricts the access of systems
that are attempting to forward through the local system. The file contains
the list of systems (and users) for whom the local system is willing to
forward. Each entry refers to the system that was the source of the original
job and not the name of the last system to forward the file. The second file,
FWDFILE (/usr/lib/uucp/FWDFILE), is a list of valid systems that a job can
be forwarded to. (It is not necessarily the name of the destination of a job,
but merely the next valid node.) This file will be a subset of the L.sys file and
can be used to prevent forwarding to systems that are very expensive to
reach but to which access by local users is allowed (e.g., links to overseas
universities). If neither of these files exist, uucp will be perfectly happy to
forward for any system. As an example, if the entry for system australia
were in the ORIGFILE but not in the FWDFILE on system mhtsa, it would
mean that system australia would be capable of forwarding jobs into the
network via system mhtsa. However, no systems in the network could
forward a job to australia via system mhtsa.
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1.4 Administration

The role of the uucp administrator depends heavily on the amount of traffic
that enters or leaves a system and the quality of the connections that can
be made to and from that system. For the average system, only a modest
amount of traffic (100 to 200 files per day) pass through the system and little
if any intervention with the uucp automatic cleanup functions is necessary.
Systems that pass large numbers of files (200 to 10,000) may require more
attention when problems occur. The following parts describe the routine
administrative tasks that must be performed by the administrator or are
automatically performed by the uucp package. The part on problems
describes what are the most frequent problems and how to effectively deal
with them.

11.4.1 Cleanup

The biggest problem in a dialup network like uucp is dealing with the
backiog of jobs that cannot be transmitted to other systems. The following
cleanup activities should be routinely performed by shell scripts started from
cron(1).

11.4.1.1 Cleanup of Undeliverable Jobs

The uudemon.day procedure usually contains an invocation of the uuclean
command to purge any jobs that are older than some fixed time (usually 72
hours). A similar procedure is usually used to purge any /ock or status files.
An example invocation of uuclean(1M) to remove both job files and old
status files every 48 hours is:

/ust/lib/uucp/uuclean —-pST —pC —n48
11.4.1.2 Cleanup of the Public Area

In order to keep the local file system from overflowing when files are sent to
the public area, the uudemon.day procedure is usually set up with a find
command to remove any files that are older than 7 days. This interval may
need to be shortened if there is not sufficient space to devote to the public
area.

11.4.1.3 Compaction of Log Files

The files SYSLOG and LOGFILE that contain logging information are
compacted daily (using the pack command from the shell script
uudemon.day) and should be kept for 1 week before being overwritten.

11.4.2 Polling Other Systems

Systems that are passive members of the network must be polled by other
systems in order for their files to be sent. This can be arranged by using the
uusub(1) command as follows:
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uusub —cmhtsd
which will call mhtsd when it is invoked.
11.4.3 Problems

The following sections list the most frequent problems that appear on
systems that make heavy use of uucp(1).

11.4.3.1 Out of Space

The file system used to spool incoming or outgoing jobs can run out of
space and prevent jobs from being spawned or received from remote
systems. The inability to receive jobs is the worse of the two conditions.
When file space does become available, the system will be flooded with the
backlog of traffic.

11.4.3.2 Bad ACU and Modems

The ACU and incoming modems occasionally cause problems that make it
difficult to contact other systems or to receive files. These problems are
usually readily identifiable since LOGFILE entries will usually point to the bad
line. If a bad line is suspected, it is useful to use the cu(1) command to try
calling another system using the suspected line.

11.4.3.3 Administrative Problems

Some uucp networks have so many members that it is difficult to keep track
of changing passwords, changing phone numbers, or changing logins on
remote systems. This can be a very costly problem since ACU's will be tied
up calling a system that cannot be reached.

11.5 Debugging

In order to verify that a system on the network can be contacted, the uucico
daemon can be invoked from a user’s terminal directly. For example, to
verify that mhtsd can be contacted, a job would be queued for that system
as follows:

uucp — file mhtsd!”/tom

The —r option forces the job to be queued but does not invoke the daemon
to process the job. The uucico command can then be invoked directly:

/usr/lib/uucp/uucico —r1 —x4 —smhtsd

The -r1 option is necessary to indicate that the daemon is to start up in
master mode (i.e., it is the calling system). The —x4 specifies the level of
debugging that is to be printed. Higher levels of debugging can be printed
(greater than 4) but requires familiarity with the internals of uucico. If
several jobs are queued for the remote system, it is not possible to force
uucico to send one particular job first. The contents of LOGFILE should
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also be monitored for any error indications that it posts. Frequently,
problems can be isolated by examining the entries in LOGFILE associated
with a particular system. The file ERRLOG also contains error indications.

Sys5 UNIX 11-11



cl-Lt

XINN SSAS

$300|g [BUOIIOUNY UOWSe( 021NN “}-0) 84nbid4

(4

WORKLIST

SEQUENCE
AND
INTERLOCK

DIALING

UUCICO DAEMON

DATAKIT

(X.25)

¥

|
| FILE
INITIAL
TRANSFER
CONNECTION : PROTOCOL
|
|
BYTE | PACKET
STREAN | PROTOCOL
|

UNIX SYSTEM 0S

HARDWARE

DDD NETWORK

LE H31dVHD

NOILVHLSININGY dONN



UUCP ADMINISTRATION CHAPTER 11

SYSTEM B
SPOOL
AREA

I

INTERCONNECTION
MEDIA

i

SPOOL
AREA

SYSTEM A

WORKLIST

(, Figure 10-2. Uucp Network Daemon
Sys5 UNIX 11-13



e



