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Introduction

Microsoft’s Windows NT Server 4.0, Terminal Server Edition is a very powerful
implementation of thin client technology. With Terminal Server, Microsoft has basically
taken the standard Windows NT Server 4.0 operating system and rewritten it to dis-
tribute Windows NT 4.0 desktops to remote Terminal Server clients. By using thin
client technology to distribute these desktops, Terminal Server greatly extends the
reach of the Windows applications that run on it.

Citrix MetaFrame 1.0 is an add-on product for Terminal Server. MetaFrame adds
many important features to Terminal Server, including load balancing, application pub-
lishing, and support for non-Windows clients such as UNIX, OS/2, DOS, and
Macintosh.

In this book, we will be discussing these two products in detail, giving you the
information you need to know to integrate them effectively.

Who This Book Is For

This book is mainly for system administrators and consultants who are responsible for
integrating a Terminal Server thin client solution into their networks. This book pro-
vides you with real-world solutions and advice that will help you when you need it
the most. The material is technical and covers a wide range of expertise—it assumes a
basic understanding of Windows NT Server 4.0 operation, along with a solid under-
standing of the various Windows workstation operating systems, such as Windows 95
and Windows NT Workstation 4.0.

How This Book Is Organized

Windows NT Téerminal Server and Citrix MetaFrame is organized into four main parts. Each
part covers a general Terminal Server topic. Each of those parts is then further divided
into chapters that cover specific aspects of the topic. They are organized as follows.

Part I: Overview of Terminal Server and MetaFrame

The first part is a technical overview of Terminal Server and MetaFrame. The chapters
in this part will provide the necessary introduction for those who are new to NT thin
client technology or who want a better understanding of all its varied aspects.

m Chapter 1, “Introducing NT Thin Clients,” introduces the thin client computing
model, its many variations, and how they differ from the NT thin client model
of Terminal Server. You will examine how Terminal Server works and distributes
NT desktops using thin client technology.You also will find out about the dif-
ferent types of thin clients available, including Windows-based Terminals, Net
PCs, network computers, and more.

xiii
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Chapter 2, “Planning for Terminal Server,” is where you are introduced to the
many applications for which Terminal Server is best suited, along with the appli-
cations for which you would want to use other solutions.

Chapter 3, “Terminal Server Architecture,” covers basic Windows NT Server
architecture and how Terminal Server extends and changes it.

Chapter 4, “Terminal Server and MetaFrame,” covers the many technical advan-
tages of the Terminal Server add-on product MetaFrame by Citrix.

Part II: Installation, Configuration, and Administration

The second part is the core of the book. Here is where you will learn what you need
to know to get Terminal Server and MetaFrame up and running on your network.

Chapter 5, “Installing Terminal Server and MetaFrame,” guides you through
installing both Terminal Server and MetaFrame, pointing out key differences
between a Terminal Server installation and a similar Windows NT Server 4.0
installation.

Chapter 6, “Creating the Connections,” covers the connections that have to be
set up for each of your remote users.

Chapter 7, “Creating Users and Groups in Terminal Server,” instructs you on the
differences between a Terminal Server user and a standard N'T Server user. This
chapter shows you how to properly set up your Terminal Server users.

Chapter 8,“Using Logon Scripts,” shows you how to use scripts with your
Terminal Server, such as logon scripts and Application Compatibility scripts.

Chapter 9, “Installing Clients,” guides you through installing both the Terminal
Server and ICA client software on the most common operating systems.

Chapter 10, “Installing Applications on Terminal Server,” gives you guidance on
the technically challenging topic of how to integrate your applications into
Terminal Server’s multiuser environment.

Chapter 11, “Securing the Server,” shows you what steps you should take to
secure your Terminal Server.

Chapter 12, “Administering the Desktop and Server,” looks at the important
aspects of administering Terminal Server desktops.

Chapter 13, “Measuring Performance,” is a very important planning chapter that
will help you ensure that your Terminal Server hardware is adequate for its
intended purpose. It will also help you establish a performance baseline to mea-
sure against future needs.
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Part III: Real-World Terminal Server and MetaFrame Solutions

The final chapters in this book make up a solutions guide for Terminal Server and
MetaFrame. Each of these chapters covers a specific type of Terminal Server or
MetaFrame solution in detail.

Chapter 14, “Terminal Server and Remote Access,” covers how to implement
one of the most popular uses for Terminal Server—remote access to corporate
computing resources.

Chapter 15, “Terminal Server and NetWare,” is a very important chapter for
administrators who will be integrating Terminal Server into primarily NetWare
networks.

Chapter 16, “Terminal Server and the Internet,” explores topics such as Web-
publishing applications with MetaFrame and accessing your Terminal Server
across the Internet.

Chapter 17, “Terminal Server and Wide Area Networks,” examines two major
issues in wide area networking—WAN access to Terminal Server and WAN per-
formance.

Chapter 18, “MetaFrame and UNIX Clients,” is for those who want to run
‘Windows applications on their UNIX workstations. This chapter shows you how
to integrate Terminal Server into a primarily UNIX network.

Chapter 19, “MetaFrame and Macintosh,” discusses issues such as integrating
Terminal Server into Macintosh networks and running Windows applications
with the Macintosh workstations.

Chapter 20, “Application Publishing and Load Balancing with MetaFrame,” dis-
cusses how, for many corporations, these features are the most important features
that MetaFrame offers. This chapter goes into these critical features in-depth.

Part IV: Appendixes

The appendixes cover some additional topics of interest that are beyond the scope of
the main material.

Appendix A, “The History of Terminal Server,” puts Terminal Server into a his-
torical context, providing details of both its history and prospective future.

Appendix B, “Windows-Based Terminal Manufacturers,” lists some of the many
manufacturers of Windows-based Terminals, a new class of thin client device.
Appendix C, “Disaster Recovery Kit,” has forms for recording important
Terminal Server information in case you need to rebuild it.

Appendix D, “Terminal Server Resources,” lists useful Terminal Server—related Web
sites that you can go to for further information about thin client technology.

XV
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Méta Frame

Conventions Used

Throughout this book, certain conventions are used to convey the material in a stan-
dard and understandable fashion.

Referring to Terminal Server and MetaFrame

Both Terminal Server and MetaFrame are referred to many times in this book.
Because MetaFrame is an add-on product to Terminal Server, there are certain topics
that only apply to MetaFrame.

When you see this symbol in the margin, it indicates that the text in this section
refers only to MetaFrame. The plus sign in the symbol indicates that you must first
install the add-on MetaFrame product before you will be able to use the features that
are being discussed. You will also see this symbol at the heads of chapters that cover
MetaFrame-only topics. Particular sentences may also be noted as “MetaFrame-only”
in the text.

Because MetaFrame adds on to Terminal Server’s basic features and does not
change them, most Terminal Server features discussed in the book apply to both
Terminal Server alone and Terminal Server with MetaFrame. If a particular sentence
or paragraph applies to just Terminal Server without MetaFrame, it will be referred to
as “Terminal Server-alone.”

Notes and Tips

Three special conventions have been used to indicate real-world tips, notes for
‘WinFrame administrators, and author’s notes.

Real-World Tip
Real-world tips are asides taken from the real-world experience that apply to the topic at hand. They
may also cover special topics or considerations that come up in the daily use of Terminal Server.

Note for WinFrame Administrators

Many features of Terminal Server and especially those of MetaFrame are already familiar to WinFrame
administrators. Notes for WinFrame administrators cover special considerations with Terminal Server of
which WinFrame administrators need to be aware.

Author's Note
Author's notes are general notes that cover information related to the topic at hand.
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Introducing N'T Thin Clients

M ICROSOFT WINDOWS N'T SERVER 4.0, Terminal Server Edition (or Terminal
Server for short) is designed to distribute Windows NT desktops by using thin-client
technology. Although the desktops appear to the client as if they’re running locally, all
the application processing is actually happening at the Terminal Server. This departure
from the standard PC computing model, where applications normally run locally, is one
of the primary reasons why corporations choose Terminal Server over other solutions. As
you’ll see in this chapter as well as those that follow, putting the responsibility for process-
ing back into the computer room makes a lot of sense for many types of applications.

This chapter first defines the thin-client computing model and explains its advan-
tages. Next, it describes how Terminal Server works within this model and how it
competes with other thin-client solutions, such as Java. Finally, the chapter ends with
descriptions of the many different types of thin-client choices you have with Terminal
Server, such as Windows-based Terminals (WBTs) and Net PCs.

The Thin-Client Computing Model

The thin in “thin client” means simply that the client is small. Although a thin client is
normally less than a few megabytes in size, it’s often as capable as a workstation with
an operating system taking up several hundred megabytes. This capability is due to the
fact that thin clients act as interpreters, leveraging the processing capabilities of power-
ful remote hosts by viewing, controlling, and interacting with applications that are
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running on them (see Figure 1.1). With Terminal Server, application processing is han-
dled entirely by the server, not by the client; only the application display is sent across
the wire to the client. In a Terminal Server environment, applications execute entirely
on the server.

One of the main advantages of thin clients is how easy they are to port to different
hardware and operating systems. Because the client piece is small, very little processing
code needs to be written. Software publishers can easily port the client code to just
about any platform. This means that applications that run on top of thin-client tech-
nology do not have to be rewritten for the applications to run on new operating sys-
tems. Only the thin client underneath needs to be rewritten.

The various Terminal Server clients, including the ICA client with MetaFrame, are
great thin-client solutions. In this section, you’ll learn how Terminal Server uses thin-
client technology to distribute NT desktops to its users. We’ll then cover the advan-
tages of Terminal Server as a thin-client solution over other types of thin-client
solutions such as Java. This will give you a good overview of the current state of thin-
client technology and where Terminal Server fits in.

How Terminal Server Works

Terminal Server can be divided into three parts for better understanding: the desktop
server, the protocols, and the thin client (see Figure 1.2). Terminal Server is a server of
NT 4.0 desktops to remote clients. The Terminal Server operating system has been
written to run multiple N'T 4.0 desktops or sessions simultaneously at the server.
Using specialized thin-client protocols, Terminal Server packages these desktops and
then sends them across the network to the clients. Each client’s job is to display the
desktop for the user and return user interaction with the desktop to the Terminal
Server. Terminal Server is, therefore, a remote control solution. Basically, Terminal
Server clients remotely control their individual desktops running on the server.

Thin Client
(s

Processing

» Thin clients with very little processing power can leverage the processing capabilities
of a much more powerful server.

¢ With thin-client technologies such as Terminal Server, processing occurs at the host.

Figure 1.1 The thin-client model.
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Terminal Server Clients

RDP and ICA

Terminal Server /

(Desktop Server) (Protocols) (Thin Clients)

Figure 1.2 The desktop server, protocols, and thin clients.

The Desktop Server

The Terminal Server operating system is based on Microsoft’s Windows NT Server
4.0.With the purchase and integration of key thin-client technology components from
Citrix, Microsoft has created a thin-client edition of its flagship operating system (see
Appendix A, “History of Terminal Server,” for more details). For those who have
worked with Windows NT Server 4.0 before, you’ll find that the majority of the
operating system has remained the same. However, although most things may look the
same, key parts of NT Server’s underlying architecture have been changed to support
the multiuser environment of Terminal Server. In Chapter 3, “Terminal Server
Architecture,” you’ll learn exactly how the architecture has changed from the original
NT Server 4.0 operating system.

The Protocols

With Terminal Server and MetaFrame come two special-purpose, thin-client
protocols—RDP and ICA, respectively. These upper-layer protocols are what carry the
NT 4.0 desktops to the clients and pass back user interface commands to the server.

Note for WinFrame Administrators: WinFrame, MetaFrame, and TS

Terminal Server is based on the NT Server 4.0 operating system in a very similar fashion to the way
WinFrame 1.x is based on NT Server 3.51. You'll find that you can directly relate many of the concepts
with WinFrame to MetaFrame and Terminal Server. The differences between Terminal Server and
MetaFrame will be discussed in detail in Chapter 4, “Terminal Server and MetaFrame."
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Microsoft’s RDP, which stands for Remote Desktop Protocol, is based on the T.120 mul-
tichannel conferencing protocol series defined by the International Telecommunications
Union (ITU). Microsoft has already been using the T.120 protocol series for over a year
in its NetMeeting videoconferencing product. Microsoft has basically extended this pro-
tocol series to meet the needs of a multiuser Terminal Server environment.

Citrix’s ICA (Independent Computing Architecture) protocol comes only with the
Terminal Server add-on product MetaFrame. ICA has been around for many years and
has become the de facto standard in the thin-client industry.

Both ICA and RDP are very efficient thin-client protocols, designed to work well
over low-bandwidth connections. They are both capable of compression and encryption.
ICA and RDP currently differ mainly in the underlying protocols they support.
Because both ICA and RDP are upper-layer protocols, they need to rely on transport

protocols underneath, such as TCP/IP, to carry them across the network. RDP cur-
rently only works on top of TCP/IP. This means you first must have TCP/IP commu-
nication established between the client and the server for RDP to be able to
communicate. ICA will work on top of TCP/IP, IPX, SPX, NetBIOS (NetBEUI), and
direct serial and modem connections. As you’ll see in Chapter 4, “Terminal Server and
MetaFrame,” you have a variety of client and protocol choices with MetaFrame.

The Thin Client

The thin clients are responsible for re-creating the NT 4.0 desktop for the user from
the information they receive from the server. They also take the mouse movements
and keyboard input of a user, package them using either RDP or ICA, and send them
back to the server.

Two types of thin clients work with Terminal Server. The first is the Terminal Server
client (or RDP client). This client, written by Microsoft, comes with Terminal Server. It
can be installed and run from most Windows operating systems, including Windows for
Workgroups, Windows 95/98, Windows NT, and Windows CE. It uses RDP to com-
municate with the server and, therefore, currently only works with TCP/IP.

The second client is the MetaFrame client (or ICA client). This client is only avail-
able after installing Citrix’s MetaFrame add-on product. Citrix has gone to great
lengths to port this client to as many operating systems as possible. Using the ICA
client, you can run Windows applications from all versions of Windows as well as
many versions of UNIX, Macintosh, and more. Refer to Chapter 4 for a complete list
of the operating systems with which the ICA client currently works.

Note for WinFrame Administrators: The MetaFrame Add-On

The ICA client included with MetaFrame 1.0 is backward compatible with the ICA client for WinFrame
1.7. This means you can access both WinFrame 1.7 and MetaFrame servers from the new client. It's also
forward compatible, so your existing WinFrame clients can still access their server if you upgrade to
MetaFrame. MetaFrame includes an automated client distribution tool that makes this transition easier.

RDP and ICA are not compatible protocols. If you install Terminal Server without adding MetaFrame,
you'll have to change all your current clients to RDP clients. If you're going to upgrade a WinFrame
server or incorporate Terminal Server into an existing WinFrame environment, it's recommended that
you purchase and install the add-on MetaFrame product.
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Terminal Server as a Thin-Client Solution

Now that you understand how Terminal Server works, it’s time to focus on the advan-
tages of Terminal Server over other thin-client solutions available today. This will help
give you a better understanding of the many different variations of thin clients that
exist and how Terminal Server measures up against them. Here’s a list of Terminal
Server’s advantages:

& Terminal Server runs Windows applications. The primary advantage of Terminal
Server over most other thin-client solutions is that it’s designed to run with
Windows applications. Any Windows applications that work under Windows NT
will generally work well on Terminal Server. Most current thin-client technolo-
gies, such as Java, require you to write entirely new applications in their native
language. Because Terminal Server can run Windows applications, it can run Java
apps through a Windows-based, Java-enabled browser such as Internet Explorer.

@ The client is very small. Both the RDP and ICA clients are less than a few
megabytes each. The thinness of the client means great savings in both process-
ing power and memory.You don’t need a huge processor on the client or a lot
of memory to run the Terminal Server client. This means that even legacy PCs,
such as 386 PCs, can run 32-bit Windows NT applications by leveraging the
processing power of the Terminal Server. As you’ll see in the section on
‘Windows-based Terminals, the thinness of the client also means that you can
now feasibly run Windows applications on a much wider variety of devices.

w Terminal Server is highly reliable. The underlying multiuser technology, provided
in large part by Citrix, has been around already for several years. Citrix has test-
ed this technology in thousands of different environments. Terminal Server also
supports the Windows NT API. This tightly controlled and standardized pro-
gramming interface has been tested and used by developers around the world
for several years.

Java as a Thin-Client Solution

There are some key differences between Java and Terminal Server that you need to be
aware of. Refer to Figure 1.3 while reading through the following differences:

® Java is an interpreted language, not just a user interface protocol like ICA or RDP.
Unlike Terminal Server clients, part of the application processing occurs on the
client, not the server. A Java applet or application can be written so that either
the client or the server shares the major processing load of the applet or applica-
tion. Typically, the server takes on the work.

® Java is a new language. For companies to make use of Java, applications have to
be written from scratch. This is a key difference. With Terminal Server, you can
run almost any of the millions of Windows applications already available. With
Java, relatively few applications are currently available. You may likely have to
develop your own.
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Java applets are downloaded by Java clients and run locally on the client’s
Java Virtual Machine.

Processing is distributed, since clients run the applets, not the server.

Java applets can be large and take up significant bandwidth during busy times
while clients download applets from the server.

Clients have to have significant resources, such as memory and processing power,
in order to handle business applications written in Java.

Figure 1.3 The Java thin-client solution.

B Java is struggling to be standardized. ~ Although standards have been defined, their
implementations sometimes differ. In the real world, this has often led to Java
applications that do not work well across difterent Java clients.

® Java applications must be downloaded to the client. A typical full-function, business
Java applet can be larger than 2MB, depending on its complexity. When users first
access a Java application, the entire application needs to be downloaded to them.
This process taxes the network, especially in the morning when everyone is get-
ting in and downloading their applets for the day The large amount of bandwidth
necessary often makes Java a poor solution for remote access and WANS.

Other Thin-Client Solutions

Although Java is Terminal Server’s main competitor in the thin-client arena, many
other examples of thin clients are in existence today. Although not always considered
thin-client solutions, these systems share many salient features with Terminal Server’s
implementation of thin-client technology.

Web Browsers

Although Web browsers were originally intended for the display of information across
the Internet, they have become much more interactive in recent years. Using lan-
guages such as Perl, CGI, ActiveX, and Java, programs can be designed so that users
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with Web browsers can interact with remote hosts. These programs have served many
corporations well, especially in the area of electronic commerce. Large volumes of
transactions can be supported using a Web interface.

The main disadvantage of these applications is their expense. Commercial quality
Web applications can be very expensive to purchase or develop.

As you'll see in Chapter 4, MetaFrame offers an alternative to typical Web-based
applications by allowing you to publish Windows applications on your Web servers.
This means your remote users or customers can run Windows applications on your
Web server across the Internet using most any popular Web browser.

X Window

In the early "90s, the UNIX community came up with an application interface called
X Window, which put a GUI interface on UNIX. An application written properly to
the X Window API can, with little modification, run on any UNIX platform with

X Window loaded.

In an X Window environment, you typically have several X Window terminals run-
ning graphics sessions on a UNIX X Window server. This setup is very similar to a
Terminal Server environment in that only screen updates and user interface commands
go across the network between the X Window server and the X Window terminal or
client.

As compared to ICA or RDP, the X Window protocol generally takes up more
network bandwidth per client. This means that although X Window works well on a
LAN, it’s not as good a solution for WANs or remote access as Terminal Server is.
Although many X Window applications have been written, the majority of software
companies are dedicating their resources to developing Microsoft Windows-based
applications. The lack of application support makes it difficult for administrators to
integrate X Window into their corporate environments or to implement corporate-
wide applications on X Window.

Types of Terminal Server Clients

A large variety of devices can connect to Terminal Server. What you choose depends
on your needs as an administrator as well as the needs of your users. This section
explains the advantages and disadvantages of your different Terminal Server client
options.

Windows-based Terminals

Windows-based Terminals represent the next step in the evolution of the terminal.
They are terminals that are designed primarily to run Windows applications remotely
on Terminal Server. Windows-based Terminals normally have Microsoft’s Terminal
Server client and/or Citrix’s ICA client preloaded in the firmware. In situations where
you currently use terminals or terminal emulation, using WBT's with Terminal Server
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is an excellent choice. WBT' are well suited for task-oriented workers. The following
are some of the many advantages of Windows-based Terminals compared to other
Terminal Server clients, such as PCs:

m Like text-based terminals, WBTSs are very easy to install and inexpensive to
maintain.

@ With WBTs using Terminal Server, users can run most Windows applications
they can run on a PC.

@ WBTs are less expensive than PCs.

® Processing power is not wasted because WBTs are relatively inexpensive and
require only enough processing power to update the screen and communicate
on the network.

# There are fewer problems with theft because WBTSs require a network and
Terminal Server to function. ‘

® Because WBTs have no local hard drive, all user data resides on the Terminal
Server. User data is, therefore, safer and more secure than if left on a user’s hard
drive in the work area. Daily backups can easily be taken of all user data, and
data access is controllable through NT security.

For a listing of some of the many manufacturers of Windows-based Terminals, refer
to Appendix B, “Windows-Based Terminal Manufacturers.”

Portable Windows-based Terminals

One of the most interesting innovations in the Windows-based Terminal market is the
portable WBT. These devices can normally be held in one hand, and they often come
with touch sensitive screens. They communicate back to the Terminal Server using
wireless communications such as radio waves or infrared.

The portability of this new class of device adds greatly to the number of potential
uses for WBTs, making WBTs a great solution for portable information gathering and
display. Take, for example, a hospital. Hospital employees, such as nurses and doctors,
need quick access to patient records and status. Using portable WBTs, these employees
can have instant access to a Windows-based patient database while they’re taking their
rounds. Patient status information can be entered using a touch pad stylus. Because
real-time patient data is now being entered into the hospital’s computer system, doc-
tors can analyze the data more quickly and in ways not possible with paper-based
patient records.

The Net PC

In April of 1997, Microsoft, Intel, HP, Dell, and Compaq came out with the Net PC
standard v1.0.This standard was mainly in response to the Network Computer initia-
tive by IBM, Sun, and Oracle.
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The main distinction between a Net PC and a standard one is that a Net PC is
specifically designed to be centrally manageable. With Wakeup on LAN support, an
administrator can turn on a Net PC remotely to manage it. Each Net PC is also
required to have the capability to provide its serial number or identifying information
across a LAN in a format that will work with central management software (using
SNMBP, for example). Despite the changes required for it to be centrally manageable, a
Net PC can still run all the applications that a standard PC can.

The Net PC is also designed as a higher-end alternative to Windows-based
Terminals. Even though using Windows-based Terminals is an ideal solution for certain
task-oriented workers, some users need more resources. Take, for example, an accoun-
tant who makes extensive use of a spreadsheet package, such as Excel. For large calcu-
lations, it would be better and faster to run them locally than to tax the resources of a
Terminal Server. With a Net PC, the accountant can run Excel locally and all other
applications remotely.

You’ll likely find that many of the enhancements recommended by the Net PC
standard have already been incorporated into the PCs that you're buying today.
Although computer manufacturers do not always tout their PCs as Net PCs, the Net
PC movement was partly responsible for some of their enhancements. The following
lists explain the required and optional components of a Net PC.

Here’s a list of the required components:

#w Minimum 133MHz Pentium equivalent or comparable processor (such as
RISC).

Level 2 cache of 256KB or greater.
16MB RAM (32MB recommended).
All hardware fully detectable (ACPI) and configurable via software.

OnNow. This stipulates that the OS must have control of the state of all the
hardware. For example, this allows the OS to spin down a hard drive for power
savings.

#w Wakeup on LAN support (after January 1, 1998). This important capability
allows central management packages such as SMS to “wake up” a computer so
that it can be managed. With this technology, for example, a central application
distribution program could roll out an application across the network to several
hundred PCs at night. The program first sends a wakeup packet to these PCs,
which may have been turned off. Once the PCs are running, the application can
be distributed to them.

@ A sealed case, designed to prevent users from installing their own equipment or
to prevent thieves from stealing internal components.

@ Plug-and-Play hardware.
# Adherence to management standards.

#® Internal hard drive.

11
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@ USB support.

& Unique system ID structure. This is a unique product serial number that’s acces-
sible centrally through a management platform. It is important so that each
computer can be identified and inventoried centrally.

# DHCP and TFTP. Extensions to DHCP are available to allow automatic config-
uration of the Net PC across a network. By using TFTP, you can also download
a boot image from a central server.

# Mouse and keyboard.

Here’s a list of the optional components:

# Upgrade capabilities for the RAM and CPU. The specification stipulates that
both the RAM and CPU need to be upgradable; however, these can’t be acces-
sible to the end user.

Lockable CD-ROM and floppy drives.
Audio cards.

Graphics accelerator cards.

Serial and parallel ports.

Network Computers

The Network Computer (NC) is based on a hardware operational standard released by
IBM, Sun, and Oracle in May, 1996. It basically defines a network device capable of
interpreting Java applets and working with most major Internet standards. The original
intention of the Network Computer was to solely run Java applications, not Windows
applications. However, Network Computers can be made into Terminal Server clients
using MetaFrame’s Java-based ICA client. If you intend to only run Windows applica-
tions on your clients, you're better oft using Windows-based Terminals instead of
Network Computers. If, on the other hand, you need to run both Java applets and
‘Windows applications on your thin-client devices, Network Computers may be what
you need.

Network Computers compete directly with Windows-based Terminals. Like
‘Windows-based Terminals, Network Computers are designed to have a small footprint
and run a thin client. The key difference is that the amount of memory and processing
power necessary to run most Java apps on Network Computers is much larger than
that necessary to run either the ICA or RDP Terminal Server thin client. As Java
applets grow in complexity, so will their hardware requirements. Terminal Server
clients’ processing and memory requirements are much less likely to change because
they do not process applications locally. The additional memory and processing power
necessary, along with the need to support the major Internet protocols, also means that
Java NCs are generally more expensive than Windows-based Terminals.
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Most major Internet browsers, including Netscape Communicator and Microsoft’s
Internet Explorer 4.0, also include Java interpreters out of the box. By loading one of
these free browsers onto a PC and adding a network card, you have basically just cre-
ated a Network Computer! Many companies find that adding network cards and
browsers to their existing PCs is a much better investment than buying Network
Computers if they need to run Java applications.

Personal Computers

Whether or not you choose PCs to implement a Terminal Server thin-client solution
can depend on a lot of factors. Because many corporations already have personal com-
puters on nearly every desktop, PCs are often the thin client of choice. By installing
Terminal Server thin clients on your existing PCs, users can run their applications
using less network bandwidth than if they ran the same applications locally. This makes
it feasible to distribute your corporate Windows applications to PC users in remote
offices using low-bandwidth WAN or modem connections. Because the thin client
runs as just another application on the users’ desktops, they can still run their other
applications locally.

Using Terminal Server to distribute new applications to PC users is also much easi-
er than having to locally install new applications one PC at a time. You only have to
install an application once on Terminal Server to make it available to all its clients.

Because of the low processing and memory requirements for Terminal Server
clients, you’ll be able to run them on many of your existing legacy PCs. This econom-
ical solution works well for more frugal corporations that want to take advantage of
their existing stock of legacy PCs instead of purchasing new thin-client terminals.

Using a personal computer running the Terminal Server thin client is an especially
good option for the power user. Those who need a lot of processing power, such as
developers and graphic artists, are generally better off running their main applications
locally instead of on Terminal Server. This is beneficial for the administrator, because
the servers and network will be less taxed, yet they can still distribute applications to
these users via Terminal Server. This is also better for power users, because they can
control the speed of their critical applications by buying more powerful PCs.

For many situations, the extraordinary local processing power and numerous fea-
tures of PCs may be overkill. This is especially the case for task-oriented usage. For
task-oriented personnel, such as those doing data entry, PCs have more features than
they really need. They also have more components than terminals and are therefore
more expensive and difficult to maintain.

In comparison to terminals, PCs are also not nearly as secure. Users can easily and
inadvertently load viruses or troublesome applications onto their PCs. Applications and
user data often reside locally on PCs, instead of ce.ntrally, where they can both be

backed up.
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Planning for Terminal Server

AN IMPORTANT PART OF PLANNING a Terminal Server solution is determining how
and where it can be used to the greatest advantage. Because Terminal Server can easily
be applied incorrectly, proper planning is essential to ensure that the solution will meet
your company’s and your needs. This chapter discusses the advantages of the Terminal
Server product over other solutions, comparing the life cycle of a typical PC purchase
to that of a Windows-based Terminal (WBT). Next, this chapter covers ways to think
about your corporation’s or client’s needs in terms of Terminal Server solutions. The
chapter ends with a discussion of situations in which Terminal Server should and
should not be used.

Terminal Server and Total Cost of Ownership

The Total Cost of Ownership (TCO) of today’s PCs goes far beyond the initial pur-
chase price. According to a report by Zona Research on total computer costs over five
years, only 13% of TCO is accounted for by the initial purchase price of the comput-
er. The largest percentage of the cost, 55%, is due to network administration.

To compare the major costs of using a PC network to using a Terminal Server, take
a walk through the life of a typical PC network. In this scenario, you are a network
administrator for a large company. The scenario shows how administration is made
easier with Terminal Server and how deploying Terminal Server can save you money.
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The Initial Purchase

PC  Your company buys a PC ($1200-$2200) for a new user or for upgrading
the computer of an existing user.

Terminal Server Your company buys a WBT ($500—$1200) for the same user. If
you had older, unused PCs, you could also save money by installing them as
Terminal Server clients. The hardware requirements are fewer for a Terminal
Server client than for most modern operating systems.

Installing or Upgrading the Computer

PC  The technical department spends an hour or two unboxing the PC,
installing the corporate software, setting up the user on the network, and
installing the PC on her desk. If this is an upgrade, the tech support individual
spends a few more hours transferring data and application settings and making
sure the user has the applications and capabilities she had before.

Terminal Server The tech support department spends half an hour unboxing the
Terminal, setting up the user on the network, and installing the Terminal.
Upgrades are rarely necessary, unless the user needs a bigger monitor. Upgrading
takes less than a half hour because data and applications are stored centrally—all
the tech needs to do is connect the Terminal to the network.

Virus Removal

PC  Because the PC reports that it has a virus, you go to the user’s desk, do a
virus scan, and find that the user has infected his PC.You clean the PC and all of
the floppies.

Terminal Server Virus protection is done at the server. Because WBTs do not
use floppies, the most likely source of infection is email. The boot sector and all
system files are locked using NTFS, so viruses will have a difficult time causing
significant damage. By running virus protection software, the administrator is
notified immediately upon infection and the server is scanned periodically.

Software Upgrades and Rollouts

PC  When a rollout of a new client occurs, you and a group of technicians go
from PC to PC and install the client from a network share. If users experience
problems, such as missing files as a result of the rollout, you must go to their
desks to resolve the problems.

Terminal Server ~ Application installation for all of your users can be done from your
desk. Most applications can be installed in multi user mode, so you must install appli-
cations only once, and they are distributed to each of your users when they log in.

Hardware Problems

PC  Suppose a user can’t remove a floppy from the drive. After a half-hour of
fiddling with it, the user finds that the label had gotten stuck badly in the drive.
You need to take the entire machine to get the floppy drive replaced or cleaned
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out. Perhaps, then, someone else calls in with a hard drive that won’t boot. You
find that the hard drive is dead and replace it with a new one. Because the new
drive does not have anything on it, you spend an hour or two formatting the
drive, installing the operating system, gathering the correct drivers, and installing
user applications.

Terminal Server The main points of failure on a WBT are the monitor, key-
board, and mouse. If any of these fail, they can be replaced very quickly and eas-
ily. If the server fails, however, everyone is affected. Because of this, it’s important
to invest in high-reliability hardware options such as RAID 5. If a RAID 5 drive
fails, in many systems it can be replaced while the system is running without
losing any data or causing downtime.

Software Problems

PC A user’s application keeps giving her GPFs. All your other users are run-
ning the same application with no problems.You reinstall the application and the
problem disappears.

Terminal Server The protected environment of Terminal Server keeps applica-
tions and users separate. Still, it is important to maintain tight control of the
applications they can run. By using the Shadow feature you can remote-control
any user’s session to assist him with a software problem, without leaving your

desk.
Data and Hardware Security
PC Consider the following security issues:

A user has been storing documents on his hard drive, and now they are lost.
He will have to re-create the documents.

Unbeknownst to you, a user is secretly copying product design documents
and other mission-critical information to a Zip drive. The next week she
quits to work for a competitor, taking the Zip disks with her.

Your PC storage room has been broken into. Some equipment and memory

are missing.

Terminal Server Applications and data are all backed up centrally. Because data is
not stored locally, there is little chance of user data loss.

Windows-based Terminals have no local storage, so pilfering large amounts of
company data is not an easy task. The auditing feature on NT also allows you
to track data use down to a file level.

Windows-based Terminals are not as valuable on the street as PCs because
they require a network server to operate. The cases are also often sealed.
Remote Access
PC To give a user remote access from home, you must request that a phone
line be installed, and order and install remote access software and a modem.

When other users see that user’s ability to remote access the network, they begin
to request remote access also.

17
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Terminal Server You can set up remote access for hundreds of users by installing
and configuring a modem bank for the server. Because users share a bank of
modems and phone lines, you do not have to dedicate a phone line per user,
saving your company money on phone costs. Terminal Server is also an excellent
solution for remote access needs because it has very tight, centralized security.

WAN Access

PC  When a user relocates, you must move his PC to a remote branch. Because
many of the user’s programs were run from the server, you need to reinstall
them locally. Some of the user’s financial applications require access across the
WAN to corporate data; for the user to work at an acceptable speed, you must
install an expensive, fast WAN link.

Terminal Server By providing better functionality, using less network bandwidth,
Terminal Server can save the company a lot of money on WAN fees. Terminal
Server works very well across a WAN. Because you are remote-controlling a ses-
sion running at corporate, only screen updates must go across the line. A user
can use a WBT to run applications from corporate, or run some of the applica-
tions locally and the corporate applications from Terminal Server. Either way, the
bandwidth required would be minimal compared to that taken by running an
application at corporate without using Terminal Server.

# User-Created Problems

PC Suppose a user finds a screen saver at the local computer store that is much
too tempting to resist. He installs the $19.95 screen saver, which eats up so much
memory that mission-critical apps crash regularly on that machine. The user
complains to you about the crashing, but doesn’t inform you about the screen
saver. After a half-hour of searching for the problem, including a virus scan and
scan disk, you discover the screen saver and remove it.

Terminal Server With Terminal Server, users can easily be prevented from
installing their own applications. By using policies, you can lock down the desk-
top tightly.

Hardware Obsolescence

PC  You spend a lot of time doing the “computer shuffle” The president
complains that the PCs at the local computer store are twice as fast as what’s on
his desktop. After you upgrade his PC, he requests you give his old computer to
his secretary. You spend several hours installing all the correct apps for the presi-
dent, cleaning up his old PC, installing apps for the secretary, moving data, and
moving the PCs. (Meanwhile, the secretary’s old computer is too old for anyone
else to use, and ends up in storage.)

Terminal Server Because the processing occurs at the server, with Terminal
Server, user’s WBTs are far less likely to become obsolete. The president may
want a bigger monitor. If so, replacing his terminal and giving the old one to his
secretary is only a few-minute job.
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As you can see, the cost in terms of your time in a PC-only environment can
quickly add up. By establishing a network using Terminal Server, you can use this time
more productively by implementing solutions that would make your company more
competitive and your job more interesting. It is important to keep in mind, however,
that Terminal Server is meant to fill a particular need, not to replace every PC in your
organization. As you will see at the end of this chapter, there are several situations in
which a PC is better suited than a WBT to solve a computer problem.

Integrating Terminal Server into Your
Environment

Businesses want solutions that integrate well with their current computer environments.
Under many thin-client models, such as X Window;, the choice of clients is limited.
Terminal Server, however, works well with a wide variety of clients, especially with
MetaFrame installed. Figure 2.1 shows some of the many types of clients Terminal Server
and MetaFrame both work with. This makes a Terminal Server solution much easier to
integrate into a wide variety of computer environments.

Terminal Server or Terminal Server
Terminal Server with MetaFrame with MetaFrame only

Windows
3.11/95/98/NT

UNIX Workstations
) Macintosh
Windows- Java Virtual Machines
based
Terminals

Handheld PCs
(Windows CE)

Terminal

. Netscape, Explorer,
Portable Terminals Server and other Web browsers
(Windows CE)
Mobile users

Mobile users
with direct disk-in

dial in through RAS

Figure 2.1 Terminal Server and MetaFrame clients.
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You can access Terminal Server from most Windows-based clients, including
Windows for Workgroups, Windows 95/98, Windows NT, and Windows CE. By
installing MetaFrame, you can access Terminal Server from a much wider variety of
clients and equipment, including the following:

# X Window Términals By running the X Window client on UNIX workstations,
you can distribute Windows applications to these users.

8 Java-enabled Computers (Network Computers) This client adds Windows capabili-
ties to your Network Computers and other Java Virtual Machines.

@ UNIX Workstations Native UNIX clients are available from Citrix for several
UNIX platforms, including IBM’s AIX, SCO, SGI, Solaris, SunOS, and HP/UX.
For Linux fans, remember that Linux runs X Window and Java-enabled
browsers.

@ Macintoshes Both new and old Macs can run Windows programs using the
Terminal Server client.

As you can see, you can quickly turn your heterogenous computing environment
into a more homogenous one. Because Terminal Server client is merely a small appli-
cation, users do not have to give up their existing programs in order to run it.

If your company is like most, you probably have the “Dungeon of Obsolescence.” This
is the dark and covert room to which all of your legacy PCs and equipment are ban-
ished. Terminal Server integrates well in environments that have legacy PCs. This old
equipment makes decent terminals, which can be deployed by simply dusting them
off, installing a network card, and loading the Terminal Server client. A 386 with 8MB
of RAM, a VGA monitor, 100MB hard drive space, and DOS has enough processing
capability to run the thin client, and thus run any Windows 32-bit application at
speeds rivaling a Pentium machine.

Overview of Terminal Server Implementation

Many companies already have a huge legacy of computer choices that have been made
and which you currently support. To implement a Terminal Server solution, you need
to spend some time finding answers to a few concerns. Think in terms of your compa-
ny’s global, departmental, and job-level needs. Keep in mind that one of the greatest
advantages of Terminal Server is that it extends the reach of your applications. The fol-
lowing sections take a fresh look at some common concerns to see how Terminal
Server can address them.

Global Information and Communication

‘What are your company’s global information and communication needs? This is where
solutions like email, intranets, and other global means of communication come into
play. Terminal Server’s cross-platform support opens up many possibilities. From
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heterogeneous to homogenous, Terminal Server allows you to spread your existing
investment in global communications software to all your users. For example, your
email client may not have been made available for all your UNIX platforms. With
Terminal Server and MetaFrame, however, you can run Windows-based applications,
such as an email client, on most major UNIX platforms.

Departmental Communication

What are your company’s departmental communication needs? Each division within a
company generally has a specific set of interdivisional communication and information
needs. For example, a research and development division might need access to detailed
technical diagrams and specifications of their products, but members of this division
run everything from Macintosh to Sparc Stations. Without much effort you could
write a database application for Windows, which you could then distribute to all of
the machines in the research and development department through Terminal Server.

Job-Level Communication

What are your company’s job categories and what are their communication and infor-
mation needs? Job categories tend to run across departments. For example, several
departments in a company may have secretaries, executives, technical personnel, and
data-entry personnel, and each of these general jobs has specific information needs. By
implementing a TS solution particular to a given job category, it is likely that you can
decrease you administrative tasks. Perhaps data-entry personnel need to enter data into
mission-critical databases. They also may need access to email, and company policies
and procedures. As an administrator, you are tasked with fulfilling these needs, but you
also don’t want to increase your administrative burden. For this situation, a Windows-
based Terminal running a limited suite of apps is a great solution.

Top Ten Terminal Server Solutions

Terminal Server will not cure all of your computer woes. There are, however, situa-
tions in which Terminal Server is the ideal solution, just as there are situations in
which TS is not well suited. The following is a short list of the “top ten” ideal uses for
this product.

1. Replacing text-based terminals Terminal Server is a great solution for upgrading
your existing terminals. Many companies such as banks need to give employees
access to mainframes and mini-computers, but also want them to be able to take
advantage of the capabilities of modern Windows applications such as email.
Terminal Server puts your investment in Windows-based applications and legacy
host computers together on one desktop.
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Extending the use of legacy equipment The closet full of old PCs you might cur-
rently be thinking of getting rid of could make excellent Windows-based
Terminals. Terminal Server will squeeze new life out of your old computers by
giving them the capability to run like new.

Making your heterogeneous environment more homogenous Terminal Server greatly
extends the reach of your Windows applications. You have probably experienced
the need to run a Windows application on a non-Windows platform, or have
waited months for a software company to release clients for all your operating
systems. With Terminal Server, you can immediately extend any Windows appli-
cation across all of your different types of clients.

Remote access With Terminal Server, your mobile work force can dial in and
access a Windows desktop running on your network. From the desktop, mobile
users can run any application. This gives users easy and secure access to tons of
applications and data.

As an administrator, this solution is more secure and much easier to manage
than running a proprietary dial-up client or having users dial in with a remote
desktop control package. Suppose a mobile user with a laptop installs a program
that wipes out a critical DLL in one of his remote client applications. This applica-
tion originally took you 20 minutes to install from CD-ROM.To fix the problem,
the user either ships the laptop to you, or you send him the CDs and talk him
through the installation process over the phone. Either way, the troubleshooting
involves a lot of time for both of you. With Terminal Server, however, the client is
“thin” and easy to reinstall. Each mobile user can be given an installation disk for
the Terminal Server client in case it needs to be reinstalled, and because the DLLs
for the applications that users run remotely reside on the Terminal Server, they are
normally locked from modification by a user.

Branch office access to corporate applications Terminal Server is great for extending
the reach of your corporate applications to branch offices. Many companies find
this useful in the accounting department. Sales data from branch offices is often
either faxed or emailed in raw form to the corporate office, where workers
manually type the data into the corporate accounting package. By giving
secured access to this accounting package to one or two desktops at branch
sites, a company can divide the data-entry workload and achieve near real-time
sales results.

Public access terminals Because terminals can be locked so tightly and so easily
and because of their ease of management, they are great solutions for kiosks,
information terminals, research machines, and other means of distributing infor-
mation publicly. Even inside a corporation they have great possibilities. Many
legal firms have libraries where legal assistants and lawyers can do research. A
few Windows-based Terminals could be put in the library to run a checkout
application, legal research program, library database, and Internet browser.
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7. Customer service Terminal Server clients make very flexible point-of-sale termi-
nals. Terminal Servers are a great solution for point of sale, where sales represen-
tatives need access to special information. For example, a realty office could use
Windows-based Terminals to display its database of homes to buyers. A central
database could be updated regularly with pictures of the homes available, their
interiors, and their features. Queries could be quickly done against this database
to generate a list of prospective homes. Other pertinent real-estate applications
could also be distributed to employees’ desktops, such as a mortgage calculator
or contract form-maker. Terminals with home information could also be made
publicly available in the lobby, so buyers could do their own searches.

8. Task-oriented workers with low processing requirements Task-oriented workers are
those who only need access to a small number of applications, which they use
extensively in their work. Examples of task-oriented workers are data-entry and
customer service personnel, receptionists, and secretaries. Terminal Server is a
good solution for these workers, whose processing requirements are not high. If
their applications do a lot of number-crunching, it would be best to run those
apps locally and not on a Terminal Server.

9. Harsh environments Windows-based Terminals are a good solution for harsh
environments. Because they are relatively inexpensive and simple, they are easy
to replace. They are also resistant to pilfering. Examples of this application would
be terminals on a factory floor, in a machine shop, or on the workbench.

10. Hand-held devices Hand-held devices used for data entry are a great way to use
Terminal Server. These devices would be connected to the server using infrared
or radio-wave technologies. Hand-held devices can be used for gathering exper-
iment data in a lab and as inventory devices for use in a warchouse.

Situations in Which Not to Use Terminal
Server

There are many situations in which you would not want to run Terminal Server exclu-
sively. If you still need to distribute applications to these users from Terminal Server, a
Net PC or high-end workstation running the Terminal Server client is a good option.
Following is a list of five common situations in which use of Terminal Server is not
recommended:

1. Applications requiring heavy calculation  Users who often run processor-intensive
applications, such as developers and spreadsheet power-users, would significantly
tax the resources of the server. Having them run their applications on Terminal
Server can be done, but they will take up a large piece of the processing time,
leaving less for other Terminal Server users. This quickly becomes an unreason-
ably expensive option, compared to running the same processes on the users’
PCs.
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2. Applications using animation Because the only thing that goes across the wire are
screen updates, if your screen is changing constantly, you will bog down the net-
work with these updates.

3. Publishing/drawing programs Publishing applications, such as desktop publishers,
CAD applications, image editing, and drawing programs, are better run locally
than off a Terminal Server. These applications place a burden on both the pro-
cessing time and network bandwidth available.

4. Unstable network Without a network, your users are dead in the water. If you
frequently have network outages, are low on network bandwidth, or have users
who can’t take any downtime you should either consider other options or take
steps to increase the reliability of the network before implementing Terminal
Server.

5. Users requiring the capability to work locally Some users may need to work after
hours or on weekends, when the network may be down for maintenance. If you
have users who regularly work late, make sure they have PCs capable of running
their applications locally. Otherwise, you may end up staying late to do your
network maintenance and upgrades.

It takes some planning to ensure that Terminal Server 4.0 and MetaFrame are used
to their fullest capability and to meet the needs that they are best suited for. Terminal
Server offers a great solution for providing your users with headache-free access to
low-end applications such as data entry. On the other hand, for power-users, it can be
a poor choice because their heavy processing needs will overtax the Terminal Server.
When deciding how best to implement Terminal Server, always keep the final users
and their application needs in mind.



Terminal Server Architecture

I T IS TIME TO BEGIN your exploration of the core architecture of the Terminal Server
operating system. Because Terminal Server is based on Windows NT Server 4.0 you
will find that, for the most part, their architecture is very similar. For those who are
already familiar with the intricacies of Windows NT Server 4.0, the chapter begins
with a discussion of the main differences between Windows NT Server 4.0 and
Terminal Server.You will learn how, in the Terminal Server Edition, key components
of NT Server 4.0 have been rewritten to support a multiuser environment.

For those who want more, this discussion is followed by a much more detailed cover-
age of Terminal Server architecture. This information is fundamental to your under-
standing and administration of the Terminal Server product.

Architectural Differences Between Terminal
Server and NT Server 4.0

Before you get into the details of both NT Server 4.0 and Terminal Server 4.0 architec-
ture, spend a moment learning the differences between the two. The fundamental differ-
ence is that Terminal Server architecture supports multiple sessions or desktops running
at the same time, whereas NT Server 4.0 supports only one—the console. Each session
running on Terminal Server must be isolated from the actions of all other sessions.
Terminal Server handles this need by assigning each new session a unique Session ID.
The Session ID is used to keep track of and keep separate each session’s resources.
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Although many components of the NT Server 4.0 architecture have been modified in
Terminal Server, the three most significant components that have changed are the
Object Manager, Win 32 subsystem, and the Virtual Memory Manager.

Differences in the Object Manager

The Object Manager is responsible for creating, managing, and deleting operating sys-
tem and application objects. In the multiuser environment of Terminal Server each ses-
sion must keep its objects separate from those of the other sessions. To keep them
separate, Terminal Server appends the Session ID onto the end of each object that is
created within the session.

Using the query object Terminal Server command, you can actually see this process
in action. The query object command shows you a list of all current objects on the
system. The list is usually rather long so you may need to dump it to a text file (query
object > objects.txt).

The following output shows two of the many objects in the object list. Note the :1
and :0 that have been appended to the object names. These are the Session IDs of the
sessions that these objects belong to. Had Terminal Server not kept these identical
object names unique, using the Session ID number, they could not have been created.

C:> query object

\BaseNamedObjects\NDDEAgent:1 Semaphore

\BaseNamedObjects\NDDEAgent:0Q Semaphore

Differences in the Win 32 Subsystem

The Win 32 subsystem mainly handles graphical display requests and other Win 32
API calls for applications running on Terminal Server. On NT Server 4.0, a single
instance of this subsystem is created, when the server is first booted, by the Session
Manager (smss.exe). This instance handles the graphical display of the NT Server con-
sole desktop. Because Terminal Server must keep track of multiple desktops simultane-
ously, each session created on it must be assigned its own Win 32 subsystem.

As with the Object Manager, Terminal Server distinguishes the processes running in
the different Win 32 subsystems using the Session ID. In this way, Terminal Server is
able to keep all of the desktops running on it separate.

Real-World Tip: Gaining a Deeper Understanding with NT Utilities

Many of the concepts of Terminal Server architecture can be difficult to grasp and remember unless you
can actually see them in action. Fortunately, there are several utilities, such as the query utility included
with Terminal Server, that help you see what is actually going on inside. Not only are these invaluable
learning tools, but they double as great troubleshooting tools. From time to time | will highlight where
you can use a particular tool to gain a deeper understanding of the topic at hand.



Architectural Differences Between Terminal Server and NT Server 4.0

Creating the Separate Win 32 Subsystems

Much like NT Server 4.0, when Terminal Server first boots, the Session Manager
(smss.exe) starts a Win 32 subsystem for the console. Under Terminal Server, the con-
sole is always assigned Session ID 0. After the console processes are started, the
Terminal Server service (termsrv.exe) instructs the Session Manager to start up two
idle instances of the Win 32 subsystem to wait for client connections.

By going into the Task Manager on your Terminal Server (Ctrl+Alt+Del, Task
Manager) and selecting the Processes tab, you can actually view the instances of the
Win 32 subsystem that have been loaded (see Figure 3.1). The key user mode process
in the Win32 subsystem is the Client Server Run-Time Subsystem process
(csrss.exe). The CSRSS handles some of the non-graphical Win 32 API functions.
Every instance of CSRSS also starts an instance of the WINLOGON process
(winlogon.exe), which is responsible for the initial handling of the client logon. Note
in Figure 3.1 that there are multiple instances of the CSRSS and WINLOGON
processes and that each is assigned its own Session ID (ID column).

Differences in the Windows Manager and Graphics Device
Interface

The Windows Manager and Graphics Device Interface (GDI) are the kernel mode
portions of the Win 32 subsystem responsible for windows management and the han-
dling of Win 32 API graphics calls. They both run as part of the win32k.sys system
file. Because they are both part of the Win 32 subsystem, there is a separate instance of
them running for every session.

The main difference between NT Server 4.0 and Terminal Server is with the GDI.
Under NT Server 4.0, the GDI interacts directly with the video display driver for the
server console. Suppose you are running Microsoft Paint at the server console. When
you draw something in Paint, the Paint program makes a Win 32 API call to display
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Figure 3.1 Processes in Task Manager.
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what you are drawing onto the screen. This API call is eventually passed to the GDI.
The GDI then instructs the video driver what to display by using standard video dri-
ver interface commands.

Although this technique works fine for server console display on Terminal Server, it
does not work for remote terminal sessions. On Terminal Server, the GDI display com-
mands must be packaged and sent across the network for display on the remote termi-
nals. Terminal Server and MetaFrame both handle this through virtual display drivers.
Both the RDP and ICA protocols have their own virtual display driver. Each remote
session on Terminal Server runs its own instance of one of these drivers. The driver
captures the video driver interface commands from the GDI. These commands are
packaged up by the protocol and sent across the wire for display on the remote client.

Differences in the Virtual Memory Manager

The final major difference between NT Server 4.0 and Terminal Server 4.0 is in the
Virtual Memory Manager. The Virtual Memory Manager maps virtual addresses used
by processes into actual physical locations in the computer’s memory. Each process
running on Terminal Server is given up to a 2GB virtual address space within which
to work. Because each process’s space is kept track of separately, this NT Server 4.0
architectural convention works well with Terminal Server.

The difference occurs within the 2GB virtual address space used by the operating
system itself. Because all processes running on server need access to certain areas of
this operating system memory, the processes would conflict in a multiuser environ-
ment. The main culprit is actually the kernel mode component (win32k.sys) of the
Win 32 subsystem. NT Server 4.0 was designed to run only one instance of this sub-
system, which it loaded into the operating system memory space so that processes run-
ning on the console could have access to it. Because the arrangement of much of the
operating system memory space was fixed, Terminal Server had to use a special tech-
nique to run multiple instances of the Win 32 subsystem.

To solve this problem, Terminal Server assigns each session its own virtual Session
Space. Any memory calls to the Win 32 subsystem memory range by a particular ses-
sion are redirected to that session’s Session Space by Terminal Server. This redirection
keeps each session’s Win 32 subsystem memory separate from that of the other sessions.

Note for WinFrame Administrators: User and Kernel Mode

For those familiar with the architecture of NT Server 3.51 and WinFrame 1.x, it may seem strange to talk
about user and kernel mode components of the Win 32 subsystem. Under NT 3.51 and WinFrame the
Win 32 subsystem ran entirely in user mode. One of the main architectural differences between NT 3.51
and NT 4.0, and thus between WinFrame 1.x and Terminal Server, is that significant portions of the Win
32 subsystem have been moved to kernel mode to improve efficiency.
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Windows NT Design Goals

For those who want to know more about Terminal Server architecture, you will note
that this section starts at the beginning, with the development of the operating system
it is based on.The design goals of the NT operating system are a large part of the rea-
son why NT was originally chosen by Citrix for its multiuser product WinFrame, and
why Terminal Server, which evolved from WinFrame, is possible.

When the development team for Windows INT was first formed in 1989, its
mission was to design an operating system to meet the following design goals:

# Extensibility =~ For an operating system to be extensible, it must be modular with
well-defined interfaces for applications to plug into. The extensible nature of NT
is what makes Terminal Server possible.

# Robustness  An operating system must protect itself and other running applica-
tions from applications that “misbehave.” This is especially important in the
multiuser environment of Terminal Server, in which several users can be running
several applications at once on the same system.

@ Scalability ~ For an operating system to be used by major corporations, it must
be scalable. You should be able scale from serving a handful of users to several
hundred users on one server, by simply adding more hardware (processors and
memory).

& Portability — The operating system must work with multiple hardware architec-
tures and be able to be easily ported to new ones.

@ Compatibility ~NT must work with applications from several different operating
systems, including OS/2, POSIX, DOS, and Windows 16-bit.

@ Performance  Although feature-laden, the operating system still must maintain a
competitive level of performance.

These design goals were met by using a highly modular architecture. The next sec-
tion shows how Terminal Server takes advantage of this modularity to work within a
multiuser environment.

Components of the Terminal Server
Architecture

The goal of this section is to provide a thorough understanding of the underlying
structure of Terminal Server. You will find that a thorough understanding of the oper-
ating system’s operation at this level will help you to better troubleshoot Terminal
Server and optimize its performance.

This section starts with the Terminal Server architecture diagram shown in Figure
3.2, and as you proceed through this section, the function of each part of the diagram
is explained. As each part is described, refer back to the architecture diagram to see
how a specific part fits in with the whole architecture.
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Figure 3.2 Terminal Server architecture.

Components of the Terminal Server operating system run in one of two modes: user
or kernel:

® Kernel mode In kernel mode, an application has direct access to the hardware.
Examples of kernel mode applications are the HAL, Microkernel, Virtual
Memory Manager, and device drivers. Because the applications are running in
kernel mode, the system is not protected from them, and as a result, they must
be written and tested very carefully. One poorly written application can lock up
or crash the entire system.

@ User mode In user mode, an application can access hardware and operating sys-
tem resources only through the Win 32 subsystem. This layer of isolation pro-
vides a great amount of protection and portability for applications. Examples of
applications running in the user mode are DOS applications, Windows 3.x (16-
bit), Windows 32, POSIX, and OS/2. If a user mode application crashes, the
crash affects only the process the application is running in. By using Task
Manager, you can simply delete the frozen process. All other applications
continue to run without interruption.

The underlying difference between kernel and user mode has to do with the
processor privilege level. Kernel mode is often referred to as privileged mode. On most
modern processors, including Intel and Alpha, you can run an application at different
privilege levels. On the Intel processors, there are four privilege levels or rings in
which applications can run: 0-3. In reality, kernel mode refers to programs that run at
privilege level 0. These programs have unrestricted access to all hardware and memory
in the system. Programs running at privilege level O can set the privilege level for pro-
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grams that they call. In contrast, user mode refers to applications and subsystems that
are set by the kernel to run in privilege level 3. In this mode, applications are “boxed-
in.” The processor allows them to work only within their own memory areas. The
processor also restricts them from directly accessing 1/0O, such as disk drives, communi-
cations ports, and video and network cards. To access these devices, applications must
make a special gated call to a kernel mode program that handles the hardware.

Kernel Mode Components

A description of the components that make up Terminal Server must start at the heart
of the operating system and work outward. The following sections first describe the
Microkernel and HAL in detail and their relation to each other. These are the core
components of the operating system. Next the Executive Services, which run in
kernel mode, are covered.

Microkernel

Notice in Figure 3.2 that many of the modular components of the Terminal Server
operating system are built around a Microkernel. The Microkernel is a small and very
efficient program that handles the core functions of the operating system.

The Microkernel’s primary job is managing the operating system’s workload. As a
manager, the Microkernel takes the tasks assigned to it by the applications and divides
the work between the server’s microprocessors. In a multiprocessor system, the effi-
ciency of the Microkernel is critical. Without an efficient Microkernel, some proces-
sors become overburdened while others remain idle.

The Microkernel actually resides in either ntoskrnl.exe or ntkrnlmp.exe in the
SYSTEM32 directory. The ntkrnlmp.exe file is the multiprocessing version of
ntoskrnl.exe. It is specially written to handle multiprocessor synchronization.

Processes and Threads

Terminal Server applications and the operating system itself divide their work between
processes and threads. An understanding of the basics of how applications, processes,
and threads interact is key to understanding how the Microkernel works. This knowl-
edge is also important when administering Terminal Server. You need to know what
processes and threads are when you use tools such as Performance Monitor, Task
Manager, and the Terminal Server Administrator.

# DProcesses A process is a program under control of the NT operating system that in
essence is given its own room in memory and resources to work with by the oper-
ating system. When a process is started, an address space is set up for it. A process
has its own variables and can request from the operating system its own access to
the hardware below it. The operating system keeps track of what each process is
doing by assigning it a unique process ID. Furthermore, Terminal Server keeps
track of the processes that each session is running by assigning them Session IDs.

‘When an application is run, it can request that the operating system start up as
many processes as it needs to do its tasks. Most applications run with one or two
processes.
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@ Threads For processes to get any work done, they divide their work into
threads and have the operating system execute them. A thread is a piece of exe-
cutable code that can be run on a single processor. The Microkernel works by
dispatching these threads to the processors based on their priorities.

HAL

The Hardware Abstraction Layer (HAL) is what the Microkernel communicates through
when it needs to send threads to the processors or I/O devices. The HAL shields the
Microkernel from the differences in the hardware below it. Suppose you are using a
Micro Channel Bus instead of a standard PC bus, or various types of multiprocessor
arrangements. For each of these machine specific setups, a HAL is written, normally
by the manufacturer. The HAL translates the standard HAL requests that the
Microkernel makes into code that the processors and I/O devices can understand. In
this way, the HAL provides a uniform interface for the Microkernel to use the capabil-
ities of different hardware platforms.

The HAL is also used by many device drivers to access the hardware. The HAL
shields these drivers from the differences in the structure of the hardware below them
by providing a uniform interface.

Real-World Tip: Processes in Action
One of the many ways to see processes in action is to use the query process utility:
1. Log on as administrator to Terminal Server.
2. Go to the command line and run query process *.
You will see a list of all processes running on the system, to whom they belong, and what their process
IDs and session IDs are.

Run your favorite program and look at the processes again using the query process command. Notice
the new processes that are created when your program opens.

You can also see processes in action by using the Terminal Server Administrator tool (described in Chapter
12, "Administering the Desktop and Server”) and Task Manager (as shown in the earlier “Differences in the
_ Win 32 Subsystem" section). You can also measure many performance parameters of the operating system

by process by using Performance Monitor (described in Chapter 13, “Measuring Performance”).

# Real-World Tip: Viewing Available HALs with UPTOMP

@ The HAL is implemented in the hal.dll. Notice on the Terminal Server CD under the 1386 directory that sev-
% eral files start with HAL (HAL*.*). When you first install Terminal Server, you have the option of picking

. your processor. At this point, the appropriate HAL is expanded, renamed hal.dll, and put in your SYSTEM32
directory.

If you have the NT Server 4.0 Resource Kit, available from Microsoft, run the Uni to Multiprocessor utility
(uptomp.exe) from the Start menu, by selecting Resource Kit 4.0, Configuration. By using this utility,
you can view a description of the various HALs on your install CD.

s
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Executive Services

There are seven primary Executive Services. These are the basic kernel mode compo-
nents that the applications running in user mode use through the Win 32 API:

# Object Manager

B Security Reference Monitor

Process Manager

Virtual Memory Manager

Local Procedure Call Facility

170 Manager

m Windows Manager and Graphical Device Interface

Refer to Figure 3.2 for a general idea of how these components relate. The
Executive Services are all kernel mode components that provide the operating system
services that are used by the applications running on Terminal Server. The following
sections describe each of the kernel mode components in detail.

Object Manager

One of the most important components in the Executive Services suite is the Object
Manager. Because Windows NT is an object-oriented operating system, most of its
resources are treated as objects. The Object Manager is in charge of creating, tracking,
protecting, and deleting system objects. The Object Manager is responsible for objects
used in both kernel mode and user mode. As described in the section “Differences in
Object Manager,” the Object Manager keeps track of both global objects that are used
by all sessions and session-specific objects that applications running in a particular ses-
sion create.

To truly appreciate the importance of the Object Manager, you must understand
what objects are. Nearly every time an application accesses a file, displays something
on the screen, communicates with a device, or accesses most operating system
resources, it does so through an object. Objects have three main components: proper-
ties, methods, and handles.

2 DProperties Used to provide information to applications and users about the
object.

# Methods Used for controlling objects.

@ Handles Used by the operating system to identify which object an application
is referring to.

The following are examples of some of the objects under Windows NT:

@ Port objects

® Memory objects

@ Process objects

# Thread objects

® File and directory objects
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Suppose an application needs to access a file on the hard drive. The application
would access the file through a file object, as shown in Figure 3.3, which has proper-
ties such as file name, file size, date of creation, current status, and attributes. These
properties allow the application to gather information about the object. To do some-
thing with the object, the application must use a method. Examples of file methods
are create file, delete file, open file, read file, and close file. To keep the file object
unique, the operating system assigns it a handle. The handle is used by any applications
that reference the file object.

Security Reference Monitor

For an operating system to be secure, not every application or user can have access to
all resources on the system. This is especially important with Terminal Server, in which
several users can access the same resources remotely. For example, if the operating sys-
tem is not protected, a single Terminal Server user could accidentally delete a critical
system file that everyone needs. The Security Reference Monitor provides both
authentication and auditing services to protect your server from instances like this.
NT security works through access control lists (ACLs) and security IDs (SIDs).

# SIDs Every user and group in the security database has a unique identifier
called a SID. An example of a typical SID is S-1-15-50-101. This unique num-
ber is associated with the user or group until it is deleted. Even if another user

or group is created with the same name the newly created user or group is
assigned a different SID.

@ ACLs Every Windows NT object has an access control list (ACL). An ACL is
made up of access control entries (ACEs). The ACE contains the SID of a user
or group, along with their security rights to this object.

‘When a user logs on to Terminal Server, an access token object is created for him
that lists his SID, the SIDs of all the groups that he belongs to, and special privileges
such as the ability to set system time.

In Figure 3.4, you see the access token object for the fictitious user John.Smith.
Note that the object contains all of the SIDs for all of the groups that John.Smith
belongs to. This object acts like a set of keys to unlock the system resources. When
John.Smith tries to access the Office 97 directory, the Security Reference Monitor
retrieves the ACL for this directory, compares it to the SIDs in John.Smith’s access
token object, and grants him Read and Execute rights to that directory.

Methods Properties
File Open File Object File Size
File Write . File Data
File Read (file handle X) )

File Close File Name

Figure 3.3  Accessing a file through the file object.
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Access Token Object Access Control List
for John.Smith for Office 97 Directory

User Security Identifier (SID) @ Domain Administrators
(Full Control)
Domain Users Security Identifier @

5] Office97_Group
Office97_Group Security Identifier @ (Read/Execute)

Everyone Group Security Identifier @

User John.Smith has Read/Execute Privileges in the Office 97 directory,
based on his Access Token List.

Figure 3.4 Access tokens and ACLs.

Another example is an accounting database file with an ACL that allows the
Accounting group full access, but restricts the Management group to read access. When
someone in the Management group logs on, she receives an access token object that
includes the SID for the Management group that they are in. When she tries to access
the accounting database file, the Security Reference Monitor checks the ACL for the
file and finds that the Management group has only read access to the database. The user
is then allowed to open the database with read-only access. If the user tries to write to
or delete the database, the Security Reference Monitor prevents this action.

Another important function of the Security Reference Monitor is auditing.
Suppose the accounting database in the preceding example is set up for strict auditing.
When someone tries either successfully or unsuccessfully to access the file, such as an
attempt to delete it, the Security Reference Monitor records the attempt.

Process Manager

In the earlier discussion about the Microkernel, processes are described as being part
of applications and having threads. The Process Manager keeps track of all processes
running on the system and their associated threads. The Process Manager also handles
the opening and closing of processes and threads.

Every process is assigned a security access token when it first starts. The Process
Manager works closely with the Security Reference Monitor to ensure that the
process goes through security checks before accessing protected objects.

Virtual Memory Manager

The applications that run on your Terminal Server need memory to hold their data
and code. The Virtual Memory Manager is responsible for keeping track of this mem-
ory and assigning it to your programs.

In older operating systems such as MS-DOS, there was a set amount of memory
available and only one program was loaded into it at a time. Under Terminal Server
there can be several users simultaneously running multiple applications at the same
time on the same server. For these applications to work together properly, they are
each given their own block of virtual memory. Applications are allowed to access only
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their own memory and are blocked from accessing others’ memory. In this way, each
application runs in its own protected space in the Terminal Server’s memory.

Each process running on your Terminal Server is allocated 4GB of virtual memory.
The first 2GB block is for user programs and the second 2GB is reserved for operating
system storage. This is a lot of memory. Few machines will have even close to this
amount available. The magic of the Virtual Memory Manager is that although you may
not actually have this amount of memory, to your applications it appears as if this
amount is available. If you have a program that runs out of room, the Virtual Memory
Manager swaps other portions of memory to the hard disk to make room for the run-
ning application. To your application, the memory still appears as one contiguous
space.

Although the memory assigned to your program appears contiguous, the actual
physical locations in memory where the program is stored does not have to be.The
Virtual Memory Manager divides the memory and hard drive space available into
4KB pages It handles assigning these 4KB pages to your programs to actual physical
memory locations, as shown in Figure 3.5. Because programs are starting and stopping
all the time on your server, without the Virtual Memory Manager there would be gaps
of available memory left unused after a program releases it. The Virtual Memory
Manager fills in these gaps when programs make new requests for more memory.

The Virtual Memory Manager also provides very important performance informa-
tion to your system. On Terminal Server, having the right amount of memory to han-
dle all users and applications is critical. If there is not enough memory, the response
time slows down tremendously for all users because the Virtual Memory Manager
must swap out memory to disk to make room. In Chapter 13, you learn how to use
Performance Monitor to effectively monitor how much memory you are using, and
how much you need.

Physical Memory

1
T
_// >

Swap in LRU algorithm
used to determine
pages to swap out

Disk
Virtual Address Space Virtual Memory
Manager

Figure 3.5 The Virtual Memory Manager.
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Local Procedure Call Facility

The Local Procedure Call Facility (LPC) handles the client/server communication
between applications and subsystems and between processes. It handles only those calls
that occur locally. The actual request is sent to the Win 32 subsystem, which in turn
sends the request to the appropriate Executive subsystem for display. This level of com-
plexity is hidden from the application, which must only call the procedure and receive
a response.

Terminal Server makes extensive use of LPCs. The Terminal Server service
(termsrv.exe), which handles most of the background administration necessary on
Terminal Server, uses LPCs to communicate with other processes. For example, when
new connections need to be made, the Terminal Server service calls the Session Manager
(SMSS) to create idle connections that wait for new users who need to log on.

1/0 Manager

The I/O Manager handles all input and output to your system’s devices, and as such it
is probably one of the busiest subsystems. I/O Manager handles data input and output
from all of the following and more:

# Hard drives using NTFS or FAT

CD-ROMs

Floppy drives

SCSI devices such as scanners, or removable storage such as a JAZ drive
Serial and parallel ports

Tape drives

Mouse and keyboard

w8 82 B B B B

Network cards

The I/O Manager includes a cache manager that handles caching all disk and net-
work input/output. Caching can improve performance greatly during heavy disk access
by caching or copying data that it reads from the disk drive into memory. The next time
this data is accessed, it is taken from memory instead of the disk, which results in much
quicker access. Caching is also beneficial during writes. A process can write to the cache
by using the lazy write service. Rather than the process having to wait for the disk to fin-
ish processing before sending it more data to the disk, the process simply writes addi~
tional data to the cache. The next time the processors are not busy, the cache is written
to disk; meanwhile, the process can carry on uninterrupted.

Whether you are connecting your clients to the Terminal Server via the network, ser-
ial ports, or modems, the I/O Manager is the main Terminal Server subsystem that they
will interact through. Because of this, it is important that you keep up with new releases
of I/O drivers so that you always have the most up-to-date and efficient versions.
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Windows Manager and Graphical Device Interface

The Windows Manager and Graphical Device Interface (GDI) are responsible for han-
dling all Win 32 API video requests by applications. They are the kernel mode compo-
nents of the Win 32 subsystem. These components are covered in detail in earlier
section “Differences in the Win 32 Subsystem.”

How the Windows Manager and GDI relate to the Win 32 subsystem is dia-
grammed in Figure 3.2. Note that there is one instance of the Windows Manager and
GDI (win32k.sys) for every session running on Terminal Server.

User Mode Components

So far, the discussion has focused on kernel mode components. The applications the
users are running are in user mode. For Terminal Server to support as many types of
applications as it does, it has subsystems that emulate the native environments that
these applications would run in. There are environment subsystems for DOS, Windows
16-bit, POSIX, and text-based OS/2 applications. All of these subsystems are designed
to basically convert the foreign application’s calls into calls that Terminal Server’s native
environmental subsystem, the Win 32 API, can understand.

Win 32 Subsystem

The Win 32 subsystem handles most Win 32 API calls. All user mode applications
communicate with the Terminal Server operating system through this API. Because
Terminal Server is a strictly controlled operating system, all interaction between appli-
cations and hardware must occur through the Win 32 API. Applications that try to
improperly bypass the operating system and access hardware directly are shut down or
stopped by Terminal Server. This level of application security brings a great amount of
stability to the operating system. Even poorly written applications do not have the
ability to lock up the entire operating system with an improper direct hardware call,
such as a direct disk write. This is very important for Terminal Server because it typi-
cally is running several applications at once for several users.

The Win 32 API, supported by the Win 32 subsystem, is an object-oriented set of
functions and procedures that allows the application to control all aspects of the oper-
ating system. Because the Win 32 API for NT is very similar to the one for 95, in gen-
eral, Win 32 applications can run on either API without modification. One of the
main advantages of an API is the layer of isolation it provides to the operating system.
As long as the Win 32 API stays the same, the entire kernel can be rewritten, and Win
32 applications would still run.

The Win 32 subsystem can be divided into two subsystems: the Executive and the
Console. The Executive subsystem resides in the kernel mode; it is made up of the
‘Windows Manager and GDI. The Executive handles the majority of the graphics relat-
ed Win 32 API calls. The Console runs in the user mode and provides text window
support, hard-error handling, and shutdown. The system file that makes up the
Console is Client Server Runtime Subsystem executable (csrss.exe).
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DOS and Windows 16-bit Applications

To run DOS applications, you need a converter to take the application’s device calls
and convert them to Win 32 API calls that Terminal Server can understand. The mod-
ule that does this is the NTVDM or NT Virtual DOS Machine. The NTVDM simu-
lates 2 DOS environment for DOS applications. It provides simulation for the
following:

@ Standard DOS 21 Interrupt services
# ROM BIOS calls

# Device calls, such as to the keyboard or video

When a DOS application runs on Terminal Server, it is assigned three threads. The
first thread is the one in which the application runs. The second thread provides a
heartbeat to simulate timer interrupts for the MS-DOS applications. Many DOS
applications rely on the timer interrupt to time various procedures and to control the
execution of programs. The third thread is for console 1/0.

Although you can run DOS applications on terminals attached to Terminal Server,
there are disadvantages:

#@ You can expect a 10-25% decrease in performance of a typical DOS application
due to the Win 32 translation. This extra processing time for translation reduces
the amount of processing time available for other users of the Terminal Server.
You cannot run as many users concurrently if all users are running DOS appli-
cations.

# Users cannot run DOS applications full screen unless they are using the DOS-
based client. Because Terminal Server comes with only Windows-based clients,
you cannot run DOS applications full screen unless you purchase the
MetaFrame add-on and use the DOS-based client.

@ 16-bit Windows was originally designed to be basically a graphical operating
system that runs on top of DOS. Because it was designed to run on top of
DOS, many Windows 16-bit applications rely on DOS system calls, such as
interrupt 21. For 16-bit Windows applications to run under Terminal Server,
Terminal Server runs them on top of the NTVDM. This provides the DOS
environment that they need. Consequently, you face the same decrease in per-
formance with Win 16 applications as you do with DOS.

® Windows 16-bit applications must also make Windows API calls, such as to
manipulate graphic objects on the screen. To do this, Win 16 applications must
use a converter to convert Win 16 API calls to Win 32 API. That conversion is
performed by the Win 16 on Win 32 or WOW exec. Like the NTVDM, the
WOW takes its effect on system performance.You still must have more memory
and processing speed to run 16-bit Windows applications than for a similar Win
32 applications. Because of the significant performance hits, it is not recom-
mended to run DOS or Win 16 applications with Terminal Server, if you have
the choice.
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ONE MAJOR QUESTION ON THE MINDS of many administrators is whether or not
they need MetaFrame, the add-on product for Terminal Server from Citrix. Out of the
box, NT Server 4.0, Terminal Server Edition is a very powerful product. It may already
have all the features you need for your network. If this is the case, MetaFrame is a lux-
ury more than a necessity. However, many administrators absolutely need the extra
features that MetaFrame offers. This chapter explores these features in detail and the
solutions that they are intended for.

Understanding MetaFrame

MetaFrame is an add-on product from Citrix that you install on your existing
Terminal Server. As you are shown in Chapter 5, “Installing Terminal Server and
MetaFrame,” the installation process is very simple. You install it from the server con-
sole using the MetaFrame CD, which normally takes less than 10 minutes.

The MetaFrame installation adds many features to the base Terminal Server operat-
ing system, but does not change the base features. Your existing Terminal Server clients
are still able to connect just as they did before MetaFrame was added.You can take
advantage of the new features offered by MetaFrame only by installing MetaFrame’s
ICA client software on the client workstations. This client software is included on the
MetaFrame CD. In Chapter 9, “Installing Clients,” you learn how this is done.
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Citrix is working constantly to provide support for the widest range of client oper-
ating systems. Compared to Terminal Server, MetaFrame currently supports a much
wider variety of clients. Out of the box, Terminal Server allows you to connect to it
from the following Windows operating systems:

B Windows NT 3.x, 4.x, 5.x (both Intel and Alpha), Server, and Workstation
# Windows 95 and Windows 98

® Windows for Workgroups 3.11

# Windows CE (built into many Windows-based Terminals)

If you have non-Windows clients on which you want to run Windows sessions, you
must purchase the MetaFrame add-on. With MetaFrame, you can run Windows termi-
nal sessions on all versions of the Windows operating system plus the following:

® Macintosh Client is available for 68030/040 and Power PC-based Macintosh.

B UNIX Currently there are clients available for the following versions of UNIX
and above: HP-UX 10.20, Sun Solaris 2.5.1, SunOS 4.1.3C, IRIX 6.2, OSF
1.32, and IBM AIX 4.1.

w DOS 3.3 and above
m OS/2v2.1/3.0/4.0

w Web browsers Both Microsoft’s and Netscape’s browsers have been tested with
MetaFrame. There are both MIME-based and Java Web Clients.

Keep in mind that the list of clients supported by MetaFrame is growing constantly.
For the latest list of clients supported by the product, check out Citrix’s Web site at
www.citrix.com.

In the sections that follow, you learn about the features that are available when you
install MetaFrame. Each subsection describes one new feature, what it is intended for,
and how it compares with any similar feature available in the base Terminal Server
product. Remember that these features are available only after you have installed
MetaFrame on the server and have changed the clients to the MetaFrame ICA client.

Multiple Protocols

Both RDP and ICA, the two protocols used on Terminal Server, rely on an underly-
ing transport protocol to carry them across the network. Microsoft’s RDP protocol
supports two types of protocol transports, TCP/IP and TCP/IP across RAS for remote
access.

In contrast, MetaFrame’s ICA protocol works on top of IPX/SPX, NetBIOS
(NetBEUTI), and TCP/IP. ICA supports RAS for remote access, but RAS is not neces-
sary because it also supports dial-in asynchronous connections directly into
MetaFrame. If you have an environment in which you do not want to be limited to
just TCP/IP, or you need support for direct dial-in connections to the Terminal
Server, then MetaFrame may be for you. For more information about the RDP and
ICA protocols, see “ICA and RDP” near the end of this chapter.
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Direct Connections

For users familiar with plugging terminals directly into the server, or who already have
a serial terminal wiring infrastructure in place, MetaFrame supports direct serial con-
nections. It also supports direct video and keyboard connections into special multiuser
video and keyboard interface cards by using the DirectICA technology.

Automated Local Device Redirection

For many people, the automated local device redirection capabilities of MetaFrame are
important. When you log on to MetaFrame, by default, your local drives and printers
become incorporated into your Windows terminal session.

With Terminal Server alone, a client can access his local drives and printers by using
standard NT device sharing. MetaFrame, on the other hand, supports automatic redi-
rection of the clients’”Windows printers, local drives, LPT ports, COM ports, audio,
and clipboard.

# Printers You can print to any of your local printers from any Windows program
running on MetaFrame. Your printers automatically appear as [Computer
Name]#[Printer Name] in the Printer Control Panel in MetaFrame after you log
on.This nomenclature differentiates them from the printers that were already set
up on the server before you logged on.

# Local drives You can see your local drives, such as your C: drive. This means you
can easily access data on your local drive from any program running on
MetaFrame. Because the server’s C: drive and your local C: drive use the same
letter, MetaFrame offers you the option during install to move the server’s drives
later in the alphabet, starting with M:. This way, your local drives retain their
original drive letters when you log on. The \\CLIENT UNC server is created by
MetaFrame to represent your local resources.You can map drives to your local
resources simply by mapping them to \\CLIENT\[Drive or Port name].

# COM and LPT The COM and LPT port redirection allows you to use your
local COM and LPT ports with a program running on MetaFrame. This is often
important if you are running DOS applications on MetaFrame. Because DOS
applications cannot print to Windows printers, the only way for them to print is
through the LPT or COM ports.

@ Audio redirection Multimedia applications running on MetaFrame can play
sounds and music on your local speakers. MetaFrame gives you control of the
audio quality and thus the amount of bandwidth it takes for sending the audio
across the network to the clients. This feature is intended primarily for LAN
environments in which network bandwidth is not much of an issue. Client
computers can play 8- or 16-bit mono or stereo .WAV files at 8, 11.025, and
44.1KHz.

s Clipboard redirection  Gives you the ability to cut and paste from applications
running on MetaFrame to applications running locally.
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Accessing Client Drives and Printers with Terminal Server

With Terminal Server alone, if you want to be able to print to your local printers or
work with data on your local drive, you must first share them on the network. When
you log on, you will need to map drives to these shares and create printers in Terminal
Server for the workstation’s shared printers. This means that you must establish
Microsoft networking and file and print sharing services on your client and be able to
see the server across the network.

Shadowing

One justly heralded feature is shadowing. With shadowing, MetaFrame allows an
administrator to basically remote control any user’s Terminal Server session. This is very
handy for remote technical support because you can see the user’s desktop and
troubleshoot a problem by simply shadowing his or her session.

Publishing and Embedding Applications

Application publishing is a very powerful MetaFrame feature. Instead of your users
having to log on to a desktop and then run their applications, with MetaFrame you
can simply select their applications from a list that you publish.

With application publishing, you can also restrict which users or groups are allowed
access to individual applications. Finally, you can even embed applications on your
Web server. Remote users can then run your applications by using standard Web
browsers.

Pooled Anonymous Users

MetaFrame’s pooled anonymous users are primarily intended for use for web access to
embedded applications. One anonymous user for each licensed connection is automat-
ically created by MetaFrame when it is first installed. Anonymous users do not require
a password. They are given certain restrictions by default: There is a 10-minute idle
timeout, disconnected sessions are logged off automatically, and the user cannot change
the password.

When an administrator publishes an application, she can decide whether to require
an explicit user logon or allow anonymous logons. If anonymous logons are allowed,
MetaFrame does not require a user name or password when a user attempts to run an
application from his Web browser; instead MetaFrame logs the user in automatically as
the next available anonymous user.

This is more of a convenience feature than an advantage, intended primarily for
embedded Web applications. You can also create anonymous logons manually with
Terminal Server alone.
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Seamless Windows

Seamless Windows works only with published applications and only for network con-
nections to MetaFrame. In addition to providing a uniform appearance for your appli-
cations, seamless Windows takes up only one connection on MetaFrame, no matter
how many application sessions have been opened. This allows for the seamless integra-
tion of multiple published applications onto your users’ desktops.

Persistent Caching

MetaFrame supports persistent caching across sessions of commonly used screen
graphics, such as icons and bitmaps. This feature can speed initial client access to appli-
cations because the MetaFrame client “remembers” the graphics used in previous ses-
sions and does not require all of them to be sent again across the wire. This feature
requires the use of local drive space at the client and can be turned off if this presents
a problem. Terminal Server alone also supports caching, but it dumps the cache after
the session is logged off.

Automatic Client Update

MetaFrame is set up to automatically update your client software with the latest ver-
sion as your clients log on. The administrator can distribute new versions of a client to
all users of the server by simply installing the new client at the server.

TAPI Support for Direct Asynchronous Connections

With WinFrame, you had to detect and define your own modems both at the server
and at the dial-in clients, even if the modems were already defined. Because modems
and modem speeds are constantly changing, the supported modem list became out of
date quickly. To fix this problem, you would often have to manually edit .INF files
with the settings for your particular modem.

With MetaFrame, this problem has been resolved. MetaFrame works with existing
modems that are already defined on the user’s desktop or on the server, by using TAPI
support. Even DOS or Win 16 clients can read modem settings from standard
Windows 95/NT modem configuration files.

Option Pack Features

There are some additional features available with MetaFrame that require you to pur-
chase and install feature option packs after installing MetaFrame. Although these
option packs can be too expensive for some, these features are indispensible for others.
The following is a description of the two main option packs currently available for
purchase: load balancing and SecureICA.
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Load Balancing Option Pack

Load balancing is a very important feature for large networks with many users. Load
balancing makes the most efficient use of your servers by evenly distributing the users
across them, based on the reported load by the servers. Load balancing is also a good
solution for high availability. If a server goes down, or is taken down, users can log
back on to the next available server.

With load balancing, you publish your applications across groups of MetaFrame and
WinFrame 1.7 servers called server farms. When users try to access the applications on
the server farm, they are automatically placed onto the server with the least current
workload. If any of the servers are found to be constantly over- or underutilized, the
administrator can use the Load Balancing Administration tool to adjust the criteria by
which the server reports its current load to the server farm. The reported server load
can be adjusted using the following criteria:

Number of current users versus licensed users

Number of current users versus a set maximum number of users, pagefile usage

|

]

® Swap file activity

m Processor utilization
| ]

Number of sessions and memory load

Load Sharing Using DNS Round Robin

It is important to point out that there is an alternative to load balancing that works
with both Terminal Server and MetaFrame, called DNS round robin. DNS round robin
is a load-sharing solution often used in the world of web and FTP servers. Basically,
you create several name records (A records) on your DNS server for the same host
name, each with the IP address of one of your Terminal Servers. When a client
requests the host name, the DNS server returns the next IP address in the list in
round-robin fashion. In this way, users are evenly distributed across the servers in the
DNS round-robin list. Of course, your DNS server first must be able to support round
robin. Most versions of BIND support it, as does Microsoft’s DNS services, which are
included with both Terminal Server and NT Server 4.0.

Be aware, however, that there are some disadvantages to this technique as compared
to the MetaFrame load-balancing solution described previously. The main disadvantage
is that round robin is a load-sharing, and not a load-balancing, solution; it does not take
into account the current load on the servers before assigning new users to them. To
avoid overloading a particular server with DNS round robin, you must ensure that the
servers in your server farm are of similar capacity and that you monitor them carefully.

SecureICA Option Pack

The SecureICA Option Pack enhances the security of your MetaFrame server by
oftering strong encryption (up to 128 bits) of the communications between the client
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and server. Although Terminal Server alone supports up to 128-bit encryption to RDP
clients, RDP can support only Windows-based clients.

The SecureICA Option Pack comes with an installable server component and spe-
cial SecurelCA clients for DOS, Windows 16-bit, Windows 32-bit, and most common
web browsers.

One of the most common uses for the SecureICA Option Pack is for remote
access across the Internet to corporate applications that you have published on your
web server by using MetaFrame.

ICA and RDP

When comparing Terminal Server to MetaFrame, you might find that you are actually
comparing RDP and ICA. Microsoft’s RDP and Citrix’s ICA are the core protocols
that allow Terminal Server technology to work. They are both specially designed to
package, carry, and deliver Windows desktops and other client information across a
network in an efficient manner. The following sections cover the basics of the two
protocols.

Microsoft’s Remote Desktop Protocol

The Remote Desktop Protocol (RDP) is the default protocol for the Terminal Server
operating system. RDP is based on the International Telecommunication Union’s
(ITU) T.120 protocol series. The T.120 protocol series was designed to handle video
conferencing and application sharing across networks. Microsoft has already imple-
mented the T.120 protocol in such products as NetMeeting. Building on their past
experience with T.120, Microsoft made modifications to the base protocol in order for
it to work well for packaging the desktops running on Terminal Server for distribution
across the network.

‘When you first install Terminal Server, you might notice that the option to install
TCP/IP is forced on. The reason for this is that RDP needs TCP/IP to transport it
across the network.

Citrix’s Independent Computing Architecture

The Independent Computing Architecture (ICA) protocol is the key piece of the
Citrix MetaFrame add-on. ICA can run over TCP/IP, NetBEUI, IPX/SPX, and asyn-
chronous connections. Like RDP, ICA also works by packaging up the Windows desk-
tops running on Terminal Server with MetaFrame and having them delivered to the
clients.

Many of the features that MetaFrame adds to Terminal Server are actually the result
of features within the ICA protocol. ICA supports a wide range of client redirections
and is thus what makes possible such MetaFrame features as audio, printer, and file
redirection.
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[ Author's Note: ICA Versus RDP

. Many administrators want to know flat out which protocol is the fastest: ICA or RDP. Both Microsoft and
Citrix have carefully optimized their respective protocols for high performance over low-bandwidth con-
nections. The truth is that, over a networked TCP/IP connection, both protocols perform similiarly. This
assertion is supported by the results of two extensive performance tests, one done by Compagq and one
by HP on their own servers. The results of these tests can be obtained at either of these URLs:

http://www.compaq.com/support/techpubs/whitepapers/ecg0680698.html
http://www.hp.com/netserver/techlib/perfbriefs/index.htm

Even with the results of these tests, several questions still remain on the performance differences
between ICA and RDP. Which is faster over a modem line, for example: RDP on RAS, or ICA using direct
dial-in? The full answer to this type of question may never be tested; instead, the deciding factor for
choosing MetaFrame over Terminal Server alone should be based on the features covered in this chapter.

©. This is what is known, and what is important.
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Installing Terminal Server and
MetaFrame

THE KEY TO ANY SUCCESSFUL Terminal Server installation is proper planning. This
chapter begins with a discussion of how to plan for both large and small Terminal
Server implementations. This includes the major decisions you must make when
installing Terminal Server. This discussion is followed by details of the installation
process of Terminal Server and how it differs from standard NT Server 4.0 installation.
The chapter ends with coverage of the installation of MetaFrame. Because MetaFrame
is an add-on product, you must have Terminal Server installed first.

Planning the Installation

You will find that the actual installation process for Terminal Server is very similar to that
of NT Server 4.0.This can deceptively lead you to believe that the decisions you need
to make are based on similar reasoning. This is not true! Terminal Server (TS) may look
and act like NT Server 4.0, but it is an entirely different animal with very different hard-
ware and resource needs. Before going any further, you must understand the following
differences between NT Server 4.0 and TS that are important to installation.
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® File security Security is always important. Under TS, you must be especially
careful that you have a secure file system. With NT Server 4.0, you gave access
to your server’s data by using shares and then assigned rights for users to the
share or the directories beneath it. Because users access the server across the net-
work, they can see only what you decided to share with them. In TS, however,
users not only have access to shares, but they also can run applications oft of the
server’s local hard drive. If you are not meticulous when implementing your
server’s file security, users could destroy critical system files or accidentally save
confidential files in public rather than private areas. For this and several other
reasons that will be covered shortly, you should choose NTFS over FAT for your
file system during the installation.

® Reliability Server reliability is critical in a multiuser environment because all
application processing occurs at the server. In a standard N'T server environ-
ment, if your server went down, your users may still be able to work locally,
their documents still in memory on their PCs. With Terminal Server, the com-
puting environment is more like that of a mainframe. If the mainframe goes
down, everyone’s terminal goes dark and no one can work. Imagine how frus-
trated you would be if you were typing in a large document when all of a sud-
den your Windows Terminal screen went black and your document was lost. In
this chapter, you learn the steps you can take to help ensure the reliability of
your Terminal Server.

w Peiformance You should take a close look at the hardware resources you will
need to support your users. Because all application processing occurs at the serv-
er, Terminal Server normally requires more server resources per user than stan-
dard NT Server.You are given specific guidelines in this chapter for determining
the hardware you need.

Making Choices for a Secure System

One of your main concerns when first installing TS should be file security. The main
decision you need to make on file security at this point is the format you want to use
for your operating system partition. You basically have two choices during the installa-
tion: FAT or NTEFS. It is strongly recommended that you install the operating system
on a NTFS-formatted partition. When TS is installed on NTFS, the install program
applies important default security rights to the partition, which helps prevent future
users from damaging critical system files. With the original NT Server 4.0, there are
several reasons you may have chosen to format the system partition as FAT instead of
NTES. The following section explains the main differences between FAT and NTFS
and the reason why choosing NTFS during installation is important.
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Differences Between NTFS and FAT

There are many differences between NTFS and FAT. The most important overall dif-
ference is that NTES is an object-oriented file system. Although this may not immedi-
ately seem important, NTFS’s object-oriented design is what makes its robust file
security possible. Important security features such as auditing, file level security, and
directory level security are not available with FAT because it is not an object-oriented
file system. Although you can apply share-level security to a FAT partition, this does
not offer any security from Terminal Server users, who have the same access to the
partition as if they were sitting at the server console.

Every file and directory on NTFS is considered an object with properties. The
following are some of the many properties that can be associated with a particular file
or directory:

& Attributes, such as hidden, read-only, and system
= File data
@  Audit settings, such as whether file access or deletion is audited

m File and directory access control lists (ACL), which list which groups and users
have what access to the file or directory

@ File name, date, and time of creation and last access

Another important advantage of NTFS being object oriented is that it is extensible.
Developers can add additional properties to the file system to support new types of
access. For Terminal Server administrators who have Macintosh users on their net-
work, this is especially important. Microsoft’s Macintosh services for NT extend NTFS
by adding additional properties that support Macintosh files. In this way, your
Macintosh users not only can run Windows sessions off your Terminal Server, but they
can also save and retrieve files from it by using AppleTalk.

Converting to NTFS

Some administrators choose FAT instead of NTFS during installation because a FAT
partition can always be converted later to NTFS using the convert drive command
(/fs:ntfs). Although you can convert a FAT partition to NTES later, Terminal
Server does not apply any of the security detailed in Table 5.1 when you do it. This is
a very important distinction: When you choose NTFS for your system partition dur-
ing installation, a dialog box appears near the end of the installation process, indicating
that security is being applied to the NTES partition. At this point, all the rights are
assigned to the system directories. If you convert FAT to NTFS after installation, no
rights are assigned. By default, everyone has full access to everything on the partition!
The recommendation is to always select NTFS during installation, rather than after.
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Table 5.1 NTEFS Default Rights
Server

System Director

CA\

C:\Program

Files and below

CATEMP

C:\USERS

C:\USERS\DEFAULT
C:\WIN32APP

C:\%System Root%

C:\%System Root%\Config
C:\%System Root%\Cookies
C:\%System Root%\Cursors
C:\%System Root%\Desktop
C:\%System Root%\Fonts
C:\%System Root%\Help
C:\%System Root%\Inf
C:\%System Root%\Media
C:\%System Root%\Nwspool
C:\%System Root%\Profiles
C:\%System Root%\Profiles
\Administrators

C:\%System Root%\Profiles\All users
C:\%System Root%\Repair
C:\%System Root%\Shellnew
C:\%System Root%\System
C:\%System Root%\System32
C:\%System Root%\System32\Config
C:\%System Root%\System32\Dhcp
C:\%System Ro00t%\System32
\Drivers and below

C:\%System Root%\System32
\Inetsrv and below

C:\%System Root%\System32\LLS
C:\%System Root%\System32
\OS2 and below

C:\%System Root%\System32
\RAS

C:\%System Root%\System32\Repl
C:\%System Root%\System32\Repl
\Export and below
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Everyone Admin- Server

istrators Operators

Chg Full
Chg Full Chg
Chg Full Chg
List RWX
RWX
Read Full Full
Read Full Chg
Read Full Chg
Read Full Chg
Read Full Chg
Read Full Chg
Read Full Chg
Chg Full Chg
Read Full Chg
Read Full Chg
Chg Full Chg
Chg Full Chg
Full
Read* Full
Read Full Full
Chg Full Chg
Read Full Chg
Read Full Chg
List Full
Read Full Full
Read Full Full
Read Full Full
Read Full Chg
Read Full Chg
Read Full Full
Read Full Full
Read Full Chg

System

Account

Full
Full

Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full

Full
Full
Full
Full
Full
Full
Full
Full

Full

Full
Full

Full

Full
Full
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Server Everyone Admin- Server System
System Director istrators Operators Account
C:\%System R o00t%\System32 Read Full Chg Full
\Rep\Import and below

C:\%System Root%\System32\Viewers Read Full Chg Full
C:\%System Root%\System32 Read Full Chg Full
\Spool\Wins

C:\%System Root%\System32\Clients Chg Full Chg Full
C:\%System Root%\System32\Lserver Chg Full Chg Full
C:\%System Root%\Application Read Full Chg Full

Compatibility Scripts

Read = Read-only access

RWX = Read, write, and execute

Change = Read, write, execute, and delete

Full = Read, write, execute, delete, change permissions, and take ownership

* Individual users are given full access to their own profile directories. They only have read access to the
othets.

Speed—FAT Versus NTFS

FAT is generally considered faster than N'TFS on partitions smaller than 500MB
because of the additional overhead imposed by the NTFES disk structures. For this rea-
son, many NT administrators make a small FAT system partition and a large NTEFS
data partition. With Terminal Server, however, this is not recommended. The difference
in performance, if any, is minimal compared to the security problems that could occur
by not having file and directory level security on your system partition. Normally you
are better off making a system partition larger than 500MB and formatting it by using
NTES.

Drive Size—FAT Versus NTFS

FAT partitions on Terminal Server can currently be up to only 4GB in size. This limi-
tation is quickly reached with today’s drive sizes. NTFS, on the other hand, has a prac-
tical size limit of 2TB (terabytes). Because NTFES can handle much larger drive sizes
than FAT and is considered more efficient on larger drives, the following is recom-
mended: Make your server into either one large NTFS partition or into two or more
smaller NTFS partitions—one for the operating system and applications and the oth-
ers for data and users. One thing many administrators may not realize is that you have
a 4GB limit during setup on the size of the NTFS system partition. Because NT
copies files to the FAT partition before it converts the partition to NTFES, you are lim-
ited to 4GB because of the FAT 4GB (1024 cylinder) limit.
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Running Applications on NTFS

Some administrators choose FAT simply because they are most familiar with it. They
may also have had experiences in the past in which applications did not seem to run
correctly on NTES. If you find that you have a problem running a particular applica-
tion on NTES, it is much more likely that the user does not have sufficient rights to
run the application than that application simply will not run on NTES. Application
problems due to NTES are very rare.

To isolate the cause of an application problem, first try running the application as
an Administrator equivalent with full rights to the applications and operating system
directories. If this works, then N'TFES is definitely not the culprit. Take a closer look at
the files your application needs access to. You can use Table 5.1 to isolate the rights
your application needs to the operating system directories, if this is where the problem
is occurring.

Another possibility is that you tested the application on a compressed NTFS parti-
tion. Some timing-sensitive applications may not work on compressed drives. Try test-
ing the application again on an uncompressed NTFS directory or partition. Also give
the software publishers a call and see if they have had similar problems and know of a
better solution. If you still find that your application will not run on NTES or runs
better on FAT, leave space during installation for a 500MB or smaller FAT partition
from which you can run this application. Make sure you still install your operating sys-
tem on a NTFS partition to maintain its security.

Emergency Recovery—FAT Versus NTFS

‘With Terminal Server, if one of the critical boot files is missing or you have a corrupt-
ed driver, you may not be able to start the operating system. Because FAT is not as
secure as N'TFES, you can boot from a floppy and have full access to the system parti-
tion files. The administrator can then replace missing or corrupted files by copying
them from the installation CD.

With NTES, you can still replace any missing files by booting from the install flop-
py disks and selecting Emergency Recovery from the main installation menu. The
emergency recovery process scans your hard drive for any missing files and prompts
you for their replacement.

Real-World Tip: Sidestepping Partition Size Limitations

You can circumvent this limitation by using one of the many third-party partitioning utilities such as
Partition Magic by PowerQuest (www.powerquest.com). The ones that work with NTFS normally allow
you to expand NTFS partition size without losing any data. You can create a 4GB NTFS partition during
install to have all the important security applied automatically, and then expand later it to the size you
want.
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It is also a very good idea to make an emergency recovery disk during the installa-
tion of Terminal Server.You will be presented with this option part way through the
install. The emergency recovery disk contains the Registry and other critical system
settings files that you will need to recover your server.

Making Choices to Improve Reliability

Reliability is key to a Terminal Server installation. Not only do you need to take steps
to prevent downtime, but you also must be able to quickly bring the server back up in
case of an unexpected problem. If users are using Windows-based Terminals (WBT),
when Terminal Server goes down they will not be able to work at all. Thus it is criti-
cal, especially in environments with large numbers of WBTs, that Terminal Server be
as reliable and supportable as possible.

For your server to be as reliable as possible you must start with reliable hardware.
Also, it is very important to document your installation to ensure that it can be repeat-
ed easily. The following section covers some of the issues involved with choosing reli-
able hardware as well as good techniques for documenting your installation.

The Hardware Compatibility List

You need to be very careful when selecting hardware for Terminal Server. Hardware
drivers are written in the kernel mode, and thus have direct access to many of the
operating systems resources. If you have ever experienced the blue screen of death, a
blue-colored error dump screen produced after an unrecoverable error, you know how
helpless you can feel with hardware related problems.

Hardware problems can often become manifest as intermittent lockups. Your server
will be working fine all day with no problems, and suddenly your phone lights up
with calls from users complaining they can no longer access the server. When you take
a look at the server you see the blue screen or a server lockup and are forced to
reboot to bring your server back up. To prevent this from happening with Terminal
Server, you must make some important decisions before installation even begins.

Before installing Terminal Server, always make sure that the hardware you choose
for Terminal Server is on the Windows N'T Hardware Compatibility List (HCL).You
can find the Hardware Compatibility List at www.microsoft.com/hwtest/hcl (see
Figure 5.1). Do an advanced query for Windows NT 4.0.

Real-World Tip: Booting from a Floppy

There are some third-party utilities available for NTFS that allow you to boot from a floppy and work

with your system partition files. One excellent utility is the ERD Commander, available for purchase at
www.sysinternals.com. The full read-write version of this utility allows you to boot from a floppy,

access your NTFS partitions, and use the DOS-like commands.
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Because Terminal Server is based on NT 4.0, the HCL for Windows NT 4.0
applies. To get their products on this list, hardware manufacturers must subject their
equipment to rigorous testing by using Microsoft’s own testing utilities. Although this
testing does not completely guarantee that you will have no problems with the hard-
ware, it is a good start. It is also important to note that only servers whose hardware is
in the HCL are fully supported by Microsoft.

If a driver for the device you have chosen was not included on the original
Terminal Server CD-ROM, you can find the driver that was tested with the device
on this web site. There will be a disk icon (refer to Figure 5.1) that you can click to
go to the driver download page. It is highly recommended that you start here before
any Terminal Server installation. Do a search for all of the hardware you plan to use
for your Windows Terminal Server, including the following:

# Server model The HCL includes compatible, tested server models from a wide
variety of server manufacturers. There are often important notes on BIOS levels
and their compatibilities on the HCL list. If you are using a multiprocessor sys-
tem, make sure that you have the correct HAL for your system.

# Video adapters Video adapters are a frequent cause of blue screens of death.
Make sure your adapter is on the list. Many video driver adapters, which you
will need during installation, are available from the HCL Web site.

# Network cards During installation it is important to have the correct network
card drivers. You cannot finish the install process without loading drivers and
having them available for at least one network card.

® Storage devices Ensure that your hard drive controller is on the compatibility list
and that the driver is included with the standard NT installation. If it is not, you
must download it and have it available for the installation process.

# Modems If you are using MetaFrame with dial-in client access or Terminal
Server with RAS, make sure your server modems and communications card are
on the HCL. If the modem is not on the list, you must obtain the latest
modem.inf file from the manufacturer and merge it with the [Term Server
Dir] \SYSTEM32\RAS\MODEM. INF file after Terminal Server is installed. More
details on modems are provided in Chapter 14, “Terminal Server and Remote
Access.”

Real-World Tip: Install Processors First

Always install all of the processors before you install Terminal Server, and make sure you choose the
multi-processor version of the HAL for your system. You may have to reinstall the entire operating system
if you add processors at a later time and your system currently has the single-processor HAL installed.
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Figure 5.1 Microsoft’s Hardware Compatibility List Web site.

Choosing RAID Systems

One of the most critical choices of hardware in terms of reliability is your storage sys-
tem. In general, RAID (Reliable Array of Inexpensive Disks) storage systems can pro-
vide the highest level of reliability if you choose the correct RAID level. Most
administrators choose RAID level 1 (mirroring) or 5 (disk striping with parity).

RAID can be implemented with either software or hardware. The Terminal Server
operating system supports three levels of RAID—O0, 1, and 5—out of the box.
However, because of the performance hit taken by the overhead of implementing
RAID, it is recommended to go with a hardware-based RAID solution. This is espe-
cially true of RAID level 5, in which the parity of every block written to the hard
drive has to be calculated.

Documentation During the Planning and Testing Stage

Documentation is a very important factor in your server’s reliability. Your server docu-
mentation should start before you begin the initial work with the server.
Documentation is important in every part of a server’s life including the initial plan-
ning stages, installation, and maintenance.

When you first begin to plan and test your Terminal Server network, you should
document the many decisions that need to be made and the criteria by which you
made them. Planning and testing involves several important steps. From each step, you
should create a document to record what was decided during that step. While the par-
ticular steps may vary depending on your environment, here are some suggested docu-
ments for common planning and testing steps:

& Network Design Document Having both physical and logical network design
documents is important for making future network troubleshooting easier.
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#  DPerformance Testing and Baseline Documents One of the most important parts of
planning and testing is ensuring that the performance of your Terminal Server is
adequate. Chapter 13, “Measuring Performance,” covers performance testing in
detail. Before putting your server into production be sure to read that chapter
and perform adequate performance testing.

@ Application Installation Document The techniques necessary to install an applica-
tion onto Terminal Server can differ significantly from normal application instal-
lation. It is very important to document your application installations
thoroughly. Chapter 10, “Installing Applications on Terminal Server,” covers
application installation in detail.

® Naming Standards Document As you create your Terminal Server and its users,
groups, and printers, it is important to follow a naming standard. The best time
to produce a naming standards document is before the servers are set up.

Documentation During Installation

A good time to document hardware configuration and setup procedures is while you
are installing a Terminal Server. Appendix C, “Disaster Recovery Kit,” provides a col-
lection of forms to help you do this called the Disaster Recovery Kit (DRK).You will
need these in case of a major server failure. Even for regular maintenance this docu-
mentation can be handy. Make copies of the DRK forms and start filling them in dur-
ing the server installation. You will have to enlarge the forms in order to make them
fit well on 8 1/2" X 11" paper. When the installation is finished, make sure all the dri-
ver disks you needed are labeled and put into a binder along with the server docu-
mentation. Keeping all of the pieces you will need for a reinstallation in one location
will save you a lot of stress and aggravation in an emergency.

Documentation After Terminal Server Is Installed

Controlling and documenting any changes or maintenance is very important with
Terminal Server after it has been installed. Log forms are located toward the end of
the DRK. Make several copies of these pages and put them at the back of the afore-
mentioned binder. Require those who do maintenance on the server to sign the log
and write down a description of what was done. If a lot of your maintenance is done
remotely, you may instead want to create a log file on the server. This could be just a
simple spreadsheet or text document that is filled in every time maintenance is done.

Imaging

One excellent technique for increasing the reliability of your server is by imaging it
with imaging software such as Ghost. Iimaging involves making a complete copy of
your server’s hard drive data after your server and all of its applications have been
installed. If your server ever fails, you can quickly rebuild it using this image. This
works well in situations where users store most of their data remotely and use
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Terminal Server mainly just to access that data. This situation also works well for server
farms (see Chapter 20, “Application Publishing and Load Balancing with MetaFrame,”
for more information about load balancing and server farms). In these situations, the
data on the Terminal Servers themselves is not likely to change.

Imaging can also be a good technique for installations. After you have created the
initial image of a working and tested server, you can copy the image to your other
servers instead of installing Terminal Server and its applications from scratch. Of
course, to copy the image, your servers all must be of the same model and capacity, or
else this procedure likely will not work. This procedure also makes troubleshooting
problems much simpler because you know the software patch level is exactly the same
on all servers.

Making Choices for High Performance

Performance on a Terminal Server is a critical issue. Because everyone is sharing from
the same performance “pie,” the pie has to be large enough to give everyone a piece.
Maintaining performance at the level needed involves a lot of decisions. Some of these
decisions are obvious, such as having enough hardware and processing capabilities.
Some are less obvious. The key steps required to ensure satisfactory performance on a
Terminal Server are as follows: Start out with powerful enough hardware, test that
hardware thoroughly by using real-world performance testing techniques as outlined
in Chapter 13, and simplify the server to ensure that it is running only the processes
that need to be run.

Terminal Server Hardware Requirements

Remember that Terminal Server clients are thin clients. Because all of their processing
occurs at the server, the server needs to be “thick.” Your Terminal Servers should be
some of the most powerful servers in the server room. The four critical types of hard-
ware that affect your Terminal Server performance the most are the processor, memo-
ry, network, and drive array. The requirements discussed in the following sections are
minimums for running Terminal Server.

Processor

Processing power is normally the biggest bottleneck with Terminal Server. Having
enough processing power for your users is critical for ensuring that they have adequate
performance. How much processing power you need will varies greatly depending on
how many users you have, what their applications are, and how actively they use them.
Because of the large number of variables involved, it is best to start with a highly scal-
able system that can handle several processors. You then need to do extensive perfor-
mance testing (outlined in Chapter 13) that will simulate normal, real-world user
activity with the applications you intend to run on the server. The following are some
general guidelines for choosing your processors. These guidelines are presented to give
you a general idea of what kind of performance to expect when making your initial
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hardware planning. They do not supplant the need for thorough performance testing,
however.

@ Currently, you can expect to be able to support between 10 and 45 users per
processor. The number you can actually support will vary widely depending on
how many users you have, how heavily they use the server, and the type of
processor and server you choose.

@ Terminal Server has been shown to scale well across multiple processors. If you
find that you can support 20 users comfortably on a single processor, you will
likely find that with two processors your server can support between 30 and 40.
Note that the more processors you run concurrently, the more overhead your
server will incur managing them, and the fewer additional users each new
processor will support.

@ The size and speed of the internal cache on your processor can make a big dif-
ference. For this reason, try to choose processors such as the Pentium II, which
has a large and fast internal cache.

E You should always choose a Pentium or higher Intel processor or an Alpha
processor. Note, however, that Alpha processors are not supported by
MetaFrame.

Memory

Memory is the next most important part of your server’s performance. Memory nor-
mally will not cause a bottleneck with the server if you plan your memory require-
ments well. As with processor requirements, the amount of memory your server needs
depends greatly on the applications your users use. It also depends on how many
applications your users normally have open at the same time. For single-application,
task-oriented users, the memory requirements are much less than for power users who
may have several applications open simultaneously on their desktops.

Real-World Tip: Additional Capacity Recommendations

Many more resources are available to you for helping estimate the capacity you will need before making
the initial purchase. One very good source of capacity recommendations is your server's manufacturer.
Both HP and Compaq have performed extensive performance testing on their servers with Terminal
Server. Microsoft also has done significant performance testing, the results of which can be found at the
following sites:

http://www.hp.com/netserver/techlib/perfbriefs/index.htm
http://www.compaq.com/support/techpubs/whitepapers/ecg0680698.html
http://www.microsoft.com/windows/downloads/bin/nts/tscapacity.exe

Because of the many variables involved, it is important to perform real-world user simulation testing

before implementing your Terminal Server.
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The documented absolute minimum amount of memory you need with Terminal
Server is 32MB. Although this is the documented minimum, you are best off starting
with two to four times this amount as the minimum for your server. To this minimum
number add between 5 and 15MB per user depending on the applications that they
run. While this rough estimate will get you started, you should still do your own per-
formance testing. Chapter 13 covers how to determine the amount of memory used
per user. Also refer to the real-world tip in the earlier “Memory” section for studies
that have more information about memory requirements.

Network

Planning your network is a very important part of Terminal Server installation.
Without adequate planning your Terminal Server users may suffer dismal performance
due to lack of network capacity.

Network planning is especially important for WAN access to Terminal Server. In
general you can expect an average of anywhere between 10KB and 25KB of network
bandwidth utilization per user. This will vary significantly depending on the graphical
activity of your user’s applications. It is still important to test these numbers to ensure
that they are correct for your environment. Chapters 13 and 18 (“MetaFrame and
UNIX Clients”) get into specific techniques for ensuring that your WAN has ade-
quate capacity for your needs.

Compared to all of the choices you need to make during server installation, choosing
a high-performance network card for your server is very important. Always use a 32-
bit network adapter. A PCI-based network adapter is currently your best bet. Using a
100Mbps network adapter connected to a high-speed switch is an excellent choice for
Terminal Server networks.

Drive Array

The performance of your drive array can often play an important role in the perfor-
mance of your Terminal Server. This depends a lot on how heavily your users will be
using the server’s hard drives. If you are running a database off the Terminal Server,
such as a local accounting application or database, drive use will likely be very heavy.
In this situation, it makes the most sense to invest in as high a performance drive
system as is available and practical for your server.

Real-World Tip: Using Auto-sense

The auto-sensing feature available with many of today’s network adapters is a common source of prob-
lems. You may find that the auto-sense only sets your server at 10Mbps instead of 100Mbps or that it
causes network connection problems. It is always best to “lock down" your server's network cards at the
highest speed possible on your network. Also, using full instead of half duplex can greatly enhance the
speed. Full duplex is available with many high-performance switches. You might also consider locking the
auto-sense feature of the switch or hub on the port that the server is attached to. Refer to the manufac-
turer's instructions for information about these devices and how to “lock down" the auto-sense feature.
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If most of the applications your users will be using access data across a network,
such as mainframe terminal emulators or client/server databases, then drive perfor-
mance will not be as much of a factor.

Gaining Performance by Simplifying Your Server

Performance can be ensured by simplifying your server. The key is to run only what is
absolutely needed. The guidelines presented here are general recommendations that
should help improve your server’s performance. Depending on your situation, you may
or may not be able to implement them all.

# Terminal Server is such a flexible and robust operating system that it is tempting
to load several services onto it at one time. Any production Terminal Server,
especially one that will be supporting a large number of users simultaneously,
should be run as a dedicated server that is a member of a domain. This means
you should normally choose other servers for running your back office prod-
ucts. It also means you should not run it as a Primary or Backup Domain
Controller (PDC or BDC). These options unnecessarily consume system pro-
cessing time.

u Reliability is another reason not to load multiple services on top of Terminal
Server. The more services you load, the greater the chance that a software bug
will either down your server with the dreaded blue screen of death, cause a
memory leak, or hoard your processing resources and bring your server to a
crawl. In the real world this unfortunately happens more often than not. If you
absolutely must have a service running, be sure you know which one it is and
how to uninstall it. If your users complain of a server slowdown, try disabling
the service for a short time while watching your processor and disk cache uti-
lization in Performance Monitor. You might need to add more resources to your
server to handle the application and your users at the same time.

@ In general it is best to back up your server remotely across a high-speed link,
rather than load complicated and bulky backup software locally. If you do load
backup software locally, go with a tape drive and SCSI card that have been test-
ed to work with your choice of backup software. Because tape and SCSI card
drivers are kernel level software, they are a potential source of serious problems.
The built-in NT Backup utility is an excellent choice for simple local backup.

& One of the biggest concerns with running backup software locally is the
amount of processing and memory resources that backup software tends to need
during backups and restores. Backups should be done at off-peak times, such as
at night. If you have to do a restore of a set of files for a user, also try to do the
restore during off-peak times. With some backup software, even a small restore
can rob significant processing power and memory from the rest of the applica-
tions running on your server.
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& Try not to store too much data on the server itself. This results in a large backup

and restore window. In case of hardware failure, you want to be able to bring up
your server as quickly as possible. It is recommended that you save space for
only your applications, operating systems, and user settings directories. Data
should be stored on other servers and accessed with shares. Of course, with data-
bases and other data-intensive applications, it may be necessary to keep the data
locally.

As mentioned previously, running your server as a member of a domain instead
of as a PDC or BDC is also important, especially with large domains. Domain
logon attempts, security checks, and PDC-to-BDC synchronization can take up
significant processing resources.

Finally, as mentioned in the earlier “Making Choices to Improve Reliability” sec-
tion, it is best to use hardware level R AID instead of Windows N'T software level
RAID. This is especially the case with RAID 5, which would take up processing
time by calculating the parity.

Top Ten Installation Tips

This chapter has discussed many of the decisions you will need to make when
installing Terminal Server. Now it’s time to summarize those decisions in a top ten list.

1.

10 to 45 users per processor; 64 to 128MB minimum plus 5 to 15MB memory per user
These are good guidelines to start with, but they do not supplant proper perfor-
mance testing.

Use only hardware that is on the Hardware Compatibility List It is important to
verify that your hardware is on the Hardware Compatibility List
(www.microsoft.com/hwtest/hcl). The list is also a good starting point for col-
lecting the drivers you will need for installation.

Make sure all processors and other hardware, such as NIC cards, are installed prior to
installing the operating system  Prior to installation, check in your BIOS to ensure
that the system has detected all installed hardware and that the interrupt levels
do not conflict. In general, on most systems you want to avoid using the cascade
interrupt (2/9).

. Gather together the drivers for your hard drive adapter card, NIC card, video card, and

HAL prior to installation  'The install process forces you to load a hard drive
adapter, network card, video card, and HAL. If the drivers are not included with
Windows NT’s base set of drivers, you will need to have the driver disks in
hand.

Use NTEFS for system partition. Do not use FAT and then convert to NTFS later At
the end of the installation process, a default security setup is applied to your
NTES partition. If you choose FAT for your system partition, this security is not
applied, even if you later convert the partition to NTES.
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Documentation starts here ~ Start documenting your server during the initial instal-
lation. The forms in the Appendix C, “Disaster Recovery Kit,” provide you with
a good starting set of documentation.

Use hardware level RAID 1 or RAID 5 Using RAID greatly improves your
server’s reliability. Using the software level RAID that comes with NT can tax
your processing power.

Simplify the server Your Terminal Server should be as dedicated as possible to
serving Windows terminals to your users.

Use a high-speed network adapter and lock your speed, transceiver, and duplex options

A slow network adapter can easily become a bottleneck. Manually force your
speed, transceiver (AUI, BNC, or RJ-45), and duplex options rather than having
the card auto-detect them.

Prepare for fast recovery Keep together your installation documentation and dri-
ver disks near the server to speed disaster recovery.

Installing Terminal Server
Up to this point this chapter has focused on the many planning decisions that you

need to make prior to installing Terminal Server, such as acquiring adequate hardware

for your intended use. It is time to cover the installation itself. This section first goes

over the different installation options you have available and then covers the installa-

tion itself.

Installation Options

There are two supported installation options with Terminal Server.

& Fresh install  Starting with a fresh install onto a formatted hard drive is the

surest bet for a successful installation. If you are making a dual-boot machine for
testing, install Terminal Server last. Dual-boot machines often share the Program
Files directory. Terminal Server comes with its own version of many files under
Program Files. By installing Terminal Server last, it will overwrite any existing
files under these directories with its own versions.

Upgrade install from WinFrame 1.6 or 1.7 Upgrading an existing WinFrame 1.6 or
1.7 machine to Terminal Server is fully supported by Microsoft and Citrix. You
will need Citrix’s MetaFrame add-on product to retain all the original function-
ality and the ability to communicate with your existing Citrix clients. MetaFrame
is installed after you finish the Terminal Server installation. All of your installed
applications and users are migrated to Terminal Server 4.0.You must add the
TCP/IP protocol to your server, if you weren’t using it before. When the installa-
tion is complete be sure to test all your applications thoroughly.
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Many administrators try an upgrade from an existing Windows NT Server 3.51 or
4.0 to Terminal Server. This option is not supported and not recommended. As
Chapter 10 illustrates, when an application is installed on Terminal Server, many
unique things happen in order for it to work in a multiuser environment. If you do
decide to upgrade from an existing N'T server, you must reinstall all of your applica-
tions. Make sure when you do reinstall the applications that you follow the techniques
described in Chapter 10.

Terminal Server Install Media

The installation process for Terminal Server is very similar to the installation for stan-
dard Windows NT Server 4.0.The first step begins with deciding what media will be
used to install Terminal Server. There are three primary methods available: CD-ROM,
network installation, and server image.

Terminal Server CD-ROM

The simplest installation method by far is booting off the CD-ROM. This method
is supported by most major servers today. If your server does not support bootable

CD-ROM:s, you can use the boot floppies instead. If you are upgrading an existing
Citrix server, simply run winnt32.exe from the install CD-ROM.

You can also install from a CD-ROM by booting into good oI’ DOS, loading the
CD-ROM driver and running WINNT /B from the CD. If this option works the best
for you, it would be a good idea to make a CD boot floppy. Simply format a floppy
disk to be bootable. Next, copy the drivers for your CD onto it so that they load up
when you boot to the disk. Copy basic utilities such as FDISK and FORMAT to the
floppy disk. Keep this disk by the server. If you ever need to reinstall from scratch, you
can use this disk to do it.

Network Installation

An alternative method for large rollouts is doing a network installation. With a net-
work installation, you have a lot of control over the automation of your NT Server
installation. If you are rolling out several Terminal Servers or would like to have a
means of quick recovery, network installation is the way to go.

There are three steps in performing a network installation. First, you must copy the
install CD to one of the servers on your network. Because the install CD is large, you
must have available several hundred megabytes of space. If you are using only Intel
(D:\1386) or only Alpha (D:\Alpha) processors, you can delete the directory for the
other. Second, you need to create a network boot disk. The network boot disk is a
bootable DOS disk that contains the FORMAT and FDISK commands, and also has
enough drivers to attach to the network server that you have the copy of the CD on.
Finally, you must perform the install. This involves booting from the disk, creating and
formatting a partition for Terminal Server on your new server, and logging on to the
network so that you can access the installation files.
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Server Image

A server image can be the fastest installation method of all. Although a server image is
discussed in detail in the earlier section “Making Choices to Improve Reliability,” you
may not realize the many options you have for this type of installation. Many people
simply create an image of one of their fully installed servers, using imaging software
such as Ghost, and copy it to a CD. In this way, all you need to create a new server is
a bootable disk with the CD-ROM drivers for your servers and a copy of the imaging
software. This is a very simple, fast, and effective solution. By booting off the disk and
loading the image onto your server from CD, you can have an entire server rebuilt in
under a half hour.

Another option is putting the server images on the network. In this way you could
load one image for each model of server that you have. Using a network boot disk,
you can boot into the network from the server and quickly load the correct image
for your server from the network.

The Installation Process

For those who have installed Windows NT Server 4.0, the process for installing
Terminal Server is nearly identical. The install is still started by using either winnt.exe
or winnt32.exe, booting from the Terminal Server CD-ROM, or with the install flop-
pies, which leads you to the character-based portion of the install. During this part,
your initial hardware is detected and an initial set of files is copied to your server. The
server then reboots into the graphical portion of the setup, where the installation is
finished. The next few sections cover this installation process.

Starting the Install

The installation process can be started in any of three ways. The first way is to run
winnt.exe from DOS or winnt32.exe from Windows NT or WinFrame 1.x. These
install files are located in the D:\1386 (Intel x86) directory on the Terminal Server
CD-ROM. The options for these files have not changed since Windows NT Server
4.0. Most administrators choose the /B option to avoid having to use install floppies.
The second method is to boot from the Terminal Server CD-ROM. This is one of the
fastest and easiest ways to install Terminal Server. The third method is to boot from
the install floppies included with Terminal Server. This option is available for those
who do not have a server capable of booting from CD-ROM.

Character-Based Stage

Next, you are taken to the character-based stage of the setup. During the character-
based stage, the critical components of your PC necessary for the GUI install are
detected. This includes components such as the keyboard, video adapter, CPU type,
hard drive adapter, and mouse. Also you either select or create the partition on the

hard drive where Terminal Server is to be installed. This portion of the setup is identical
to the Windows NT Server 4.0 character-based setup. The following list briefly covers
the steps involved in the character-based setup.
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1. At the Windows Terminal Setup screen, press Enter to begin the install.

2. The install program attempts to detect your storage devices and lists them. Make
sure it detects all of your drive controllers correctly. Press S to specify additional
devices or Enter to accept those listed and continue.

3. Read the Microsoft License Agreement and press F8 to accept.

4. The install program performs a search for previous Windows NT Server installa~
tions and lists them. Highlight the installation you want to upgrade and press
Enter or press N for a new install. If you are upgrading from WinFrame 1.6 or
1.7, highlight the WinFrame installation and press Enter.

5. The install program displays the detected keyboard, processor, video adapter, and
pointing device. Verify that these have been detected correctly. If not, highlight
the incorrect component, press Enter, and select the correct one from the list.
Highlight the No Changes line and press Enter to continue.

6. Select the partition in which Terminal Server is to be installed from the list
shown and press Enter.You can also press D at this point to delete a partition or
press C to create a new one if necessary.

7. Select the directory for the Windows NT operating system files (\WTSRV is the
default).

8. The install program gives you the option of checking the hard drive for corrup-
tion; press Enter to scan it.

At this point, the install program copies an initial set of operating system files to the
hard drive. After the copy is finished, you are prompted to remove any floppy disks
and reboot. You are now ready to move on to the next stage of the installation process.

Real-World Tip: Checking the Computer Component

One of the most important things to check at this point is the computer component, which indicates that
HAL will be used by the operating system. If you have a multiprocessor system, make sure the install pro-
gram detected to correct HAL. Refer to your server's manufacturer for the correct one. The following list
shows which HAL or computer component types are available on the standard install. If your server is not
listed, obtain the HAL driver from your server's manufacturer and install it.

AST Manhattan SMP

Compag System Pro Multiprocessor
Corollary C-Bus Architecture

Corollary C-Bus Micro Channel Architecture
IBM PS/2 or other Micro Channel PC

MPS Multiprocessor Micro Channel PC

MPS Multiprocessor PCMPS Uniprocessor PC
NCR System 3000 Model 3360/3450/3550
Olivetti LSX 5030/40

Standard PC

Standard PC with C-step i486

Wyse Series 7000i Model 740MP/760MP
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GUI-Based Setup

After rebooting the machine you are taken to the graphical portion of the setup. All
the devices you detected in the character-based portion of the setup should now be
working, including your mouse, keyboard, video adapter, and processors. In the GUI-
based portion of the setup you are finishing up the installation.

1.
2.
3.

Click Next at the initial Windows NT Server Setup screen.
Enter your Name and Organization and click Next.

At the Registration window, enter the CD-Key, normally located on the back of
the CD cover, and click Next.

At the Licensing Mode screen, select the licensing mode you will be using and
click Next. This screen refers to the Client Access Licenses that you have pur-
chased for Terminal Server.

At the Terminal Server Desktops screen, elect the number of Terminal Server
desktops you have purchased licenses for and click Next. Remember that
according to Microsoft’s current licensing scheme with Terminal Server, each
desktop requires a Windows NT Workstation license.

6. Enter the Computer Name for the Terminal Server and click Next.

7. Enter the Server Type: PDC, BDC, or stand-alone server. Remember, as covered

10.

11.

12.
13.

14.

previously, for performance reasons it is usually best to set up all of your
Terminal Servers as stand-alone servers and join them with an existing domain.

. At the Administrator Account screen, enter the initial password for the

Administrator and click Next.

. Select whether or not you want to create an Emergency Rescue Disk and select

Next.

At the Select Components screen, select the software components you want to
have initially installed and select Next.

Select to install Internet Explorer 4.0 and click Next. This is a new option com-
pared to NT Server 4.0.

Click Next to skip past the Windows NT Server Setup information screen.

Select whether the server is wired to the network and/or has remote access to
the network and click Next.

Select whether to install the Internet Information Server (IIS) and click Next.
(You can install IIS after Terminal Server has been installed if you wish.)

Real-World Tip: The Default Components

. You might notice that the default set of components selected at the Select Components screen differs from
standard Windows NT Server 4.0. The default selection is usually adequate. By default, games, wallpaper,
and the Open GL and standard screen savers are not installed. It is best to not have these installed on

_ Terminal Server. If these are installed on your server, they will be available to all of your users. Because
_these components are all graphically intensive, they are likely to cause performance problems if your users
start using them.
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Installing the Network

At this point, the installation process varies according to what options you have selected.
If you indicated that your server is wired to the network, the installation first guides
you through detecting and installing your network card, network protocols, and net-
work services. If you indicated that your server has remote access to the network, you
are also guided through installing the Windows NT Remote Access Service (RAS).
The steps presented in the preceding sections are identical to what you would follow
with Windows NT Server 4.0.

Finishing Up
After the network components have been installed and the network has been started,
the install process continues with the final choices that need to be made.You are guid-
ed through choosing the time zone and selecting and testing your video adapter. A
final set of files are copied to your server. At this point, the default NTFES security,
described in the earlier section “Making Choices for a Secure System,” is applied to
the file system.

Terminal Server is now installed! When you reboot the server you are asked to log
on for the first time. If you will be using MetaFrame, it is time to install it.

Installing MetaFrame

MetaFrame installs as an add-on option to Terminal Server. After Terminal Server has
completed its installation, you can install MetaFrame from the server console. The steps
that follow guide you through the installation and the choices that need to be made.

Real-World Tip: Installing Network Cards

If you are installing a multi-port communications adapter such as a Digiboard or Rocketport, the driver
for these adapters usually installs as a network adapter. Terminal Server does not normally automatically
detect these types of cards.

When you get to the point of the installation where you are installing the network card, you must have
the driver disk for your communications adapter and manually install it. It is important to install it at this

stage, especially if you will be using it with RAS, which is installed right after the network install.

Author’s Note: Installing IE4
If you select to install Internet Explorer 4.0, Terminal Server reboots, logs on automatically into NT, and

installs Explorer. After this installation is complete, you can reboot the server and log on normally.
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Insert the MetaFrame CD-ROM and run D:\1386\SETUP.EXE. Click Next at the
Welcome and Setting Up MetaFrame screens to begin the initial install of the
product files.

. At the MetaFrame Licensing screen, select Add Licenses. The screen shown in

Figure 5.2 appears.

This is the Citrix Licensing tool. If you need to add more licenses at a later
time, after MetaFrame is installed, you can find this program under MetaFrame
Tools in the Start menu.

. Enter the license code from the back of the CD-ROM or from your license

document. A typical Citrix license number follows the following format: XXX~
XXX -XXXX-XXXX-XXXXXX. It is a good idea to write down these seri-
al numbers and keep them next to your server. The Disaster Recovery Kit in
Appendix C has a place where you can record them.You will need these num-
bers if you ever have to reinstall.

Click OK to acknowledge the warning message and keep installing License
Packs until you have installed all of the ones you have bought.

You must activate these licenses when the install is finished. Citrix gives you 35
days to do this. See the next section, “Registering MetaFrame,” to learn how to
activate the licenses.

. At the TAPI Modem Setup screen, select Add Modems if you will be adding

modems for direct dial-in to your MetaFrame server; if not, click Next.

. Read the instructions at the Client Drive Mapping screen carefully (see Figure

5.3) and press Next to continue.

. At the Server Drive Reassignment screen, select whether you want to reassign

the drive letters for your server and with which letter to start (see the following
Real-World Tip).

The installation of MetaFrame is now almost complete. After the server reboots, you
can use MetaFrame immediately. You should, however, take the time now to register
MetaFrame.

Figure 5.2 Citrix Licensing tool.
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Figure 5.3 Client Drive Mappings.

Registering MetaFrame

Citrix tightly controls the licensing of the MetaFrame product. In order to use the
product after 35 days, you must activate all of the MetaFrame licenses that you
installed. Activating the licenses involves connecting with Citrix, receiving an activa-
tion code, and activating the licenses with the code.

Registration Methods

The first step is to register MetaFrame and receive the activation code. There are five
methods to do this. For the first three methods, described in the next three sections,

Note for WinFrame Administrators: TAP| Support

One advantage of MetaFrame is its TAP! support. Basically, after you add a modem to your Terminal
Server, all TAPI-enabled programs, such as MetaFrame, can use it. This is a big improvement over
WinFrame, where you had to add modems to every program that used them using that program's propri-
etary method. Notice that the Add Modem dialog box is the same one used when adding a modem to the
server through Control Panel|Modems.

Real-World Tip: Mapping Drives

When you log on to MetaFrame it , by default, creates drive letters in your MetaFrame session that are
mapped to your local drives. This allows you to copy to or access them from programs running on
MetaFrame.

Without reassigning drives when you log on to MetaFrame, the C drive you see in Windows Explorer is
the C drive of the MetaFrame server. MetaFrame , by default, reassigns the C drive of your local machine
to the V drive instead. Some people prefer to have their local C drive appear as C on the MetaFrame and
have the MetaFrame drives be remapped to other letters. If so, choose to remap the server drives at this
point. Be aware that this process is not reversible. You may also cause problems due to the difference in
drive mappings across servers, such as logon scripts that fail.
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you must run the Activation Wizard (select MetaFrame Tools | Activation Wizard from
the Start Menu) as shown in Figure 5.4.

Registering with a Web Browser

If your MetaFrame server is connected to the Internet and you can browse Web sites
from the server, then the simplest method is to use the Web browser to register. Run
the Activation Wizard from the desktop or from the MetaFrame Tools group in the
Start menu, and select Activate with Web Browser. Your default Web browser is
launched and connects to Citrix’s registration Web site. Here you are guided through
entering your registration information. At the end of the registration you receive the
activation code for the license that you registered.

Registering by Using TCP/IP Across the Internet

You can also register across the Internet by using Citrix’s ICA client across TCP/IP. To
ensure that this method will work, first try pinging www.citrix.com from the command
prompt. If you do not receive a response, your server may not be fully connected to the
Internet and this registration method will not work.

To register using TCP/IP, run the Activation Wizard and select Activate over the
Internet. You are prompted to install the ICA 32 client first. This is necessary because
you are actually registering with a Citrix MetaFrame or WinFrame server across the
Internet. After the ICA 32 client is installed, it automatically attempts to connect to
one of Citrix’s registration servers.You then must enter the registration information.
When you are finished, you receive the activation code.

Registering by Using a Modem

If you have a2 modem directly attached to your MetaFrame server, using it is one of the
easiest methods for registering. From the Activation Wizard, select Activate by Modem.
Just as in registering using TCP/IP, you are guided through installing the ICA 32 client

Citrix License Activation Wizard

Figure 5.4 Activation Wizard.
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first. The Activation Wizard then dials one of Citrix’s registration servers using the
client, where you can register the product and receive the activation code.

Registering by Fax or Phone

One of the advantages of using the preceding methods is that they are supported 24
hours a day, seven days a week, and you receive your activation code immediately. If
you have problems registering by any of the preceding methods, you also have the
option of registering by fax or phone. To register by fax you must fax in your
Activation Data Form, included with MetaFrame, to the number on the form. To reg-
ister by phone you must leave a voice mail message with your registration information
at Citrix’s Telephone Activation number, listed in the “Support Services” section of the
Release Notes. Expect a three- to five-day turn-around time before you receive your
activation code.

Activating MetaFrame

Now that you have received the activation codes for all of your licenses, it is time to
activate them.

1. Run the Citrix Licensing tool, which is located in the MetaFrame Tools group
in the Start menu.

2. Highlight the license you want to activate and select License, Activate License
from the main screen.

3. Enter the activation code for that license in the window shown in Figure 5.5.
Repeat these steps for all the licenses you need to activate.

Congratulations! The MetaFrame and Terminal Server installations are now com-
plete.

Activate License

e

Figure 5.5 Entering the activation code.
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I N CHAPTER 5, “INSTALLING TERMINAL SERVER and MetaFrame,” you learn how to
install both the basic Terminal Server product and MetaFrame. Now you are going to
start filling in the details of what you need to know after the products have been
installed. This chapter begins by going over one of the first things you need to check
after installing Terminal Server—the connections that are available to your client.
Connections are processes that have been set up for your Terminal Server clients to
connect to. Connections receive incoming users and allow them to access Terminal
Server services. Even though your initial connections are created by default, you need
to be aware of what connections are, how to create them when needed, what connec-
tion options are available, and how to set their access permissions.

Connection Basics

Connections are the means by which your clients connect to your Terminal Server.
Imagine that they are docks in a busy port.You have to have enough docks or your
ships will have nowhere to land! In the same way, you must have enough connections
on your Terminal Server for all of the clients who will attach to it.

Connections are defined by making connection entries using the Terminal Server
Connection Configuration Tool. There must be one connection entry for every proto-
col combination that you want connections to be available for. With Terminal Server
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alone there is only one protocol combination possible—RDP over TCP—and thus
only one type of connection entry. With the addition of MetaFrame you also get the
ICA protocol, which runs on top of many different protocol transports, such as TCP,
IPX, SPX, direct serial connections (asynchronous), dial-in modem connections (asyn-
chronous), and NetBEUI (NetBIOS). For every ICA protocol combination you need,
such as ICA over TCP, there must be a connection entry defined in the Terminal
Server Connection Configuration Tool.

The following section discusses the basics that you need to know to set up a new
connection on your server. Because of the wide variety of configuration options that
are available with connections, the many options are covered in detail later in their
own sections.

Connection Configuration Tool

To work with the connections and connection entries on your Terminal Server, you
need to use the Terminal Server Connection Configuration Tool, which is located in
the Start menu under Programs | Administrative Tools. When you first start this tool, it
lists the connection entries that have currently been created for your server. With this
tool you can create, delete, modify, and rename connection entries.

During the installation of Terminal Server and MetaFrame, the respective install
programs will automatically create the initial RDP and ICA connection entries that
your clients must have to connect to the server. Take a look at Figure 6.1.This snap-
shot was taken from a MetaFrame server loaded with IPX/SPX and TCP/IP, right
after the initial installation of Terminal Server and MetaFrame. Notice that several con-
nection entries have been defined automatically: ICA over IPX, ICA over TCP, and
RDP over TCP. One initial connection entry has been created for each protocol com-
bination currently available on the server, by their respective install programs.

This initial setup works well for most situations. Because the initial connection
entries are set for “unlimited” connections, you do not have to worry about manually
increasing the number of connections if you add more licenses. Terminal Server auto-
matically keeps track of this for you by making connections available up to the num-
ber of licenses you have available. Generally there are only a few situations in which
you would want to change this initial setup:

@ Adding or deleting protocols  If you add or delete protocols from the server, you
must add or delete the related connection entries with the TS Connection
Configuration Tool.

# Changing options  There are many options that you may want to change for
each connection entry. These options are covered in detail later in the chapter.

Note for WinFrame Administrators: Understanding Connections

All of this discussion of connections may initially seem confusing for those familiar with WinFrame.
Connections are basically the Terminal Server equivalent to the WinStations you are used to with
WinFrame. Instead of creating WinStations with the WinStation Configuration Tool, in Terminal Server
you create connections with the Terminal Server Connection Configuration Tool.
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THUOR - Terminal Server Conneclion Configuration

Citr ICA 3.0
«derdpHicp top Microsoft BDF 4.0

e jcedtep tcp

Figure 6.1 The Terminal Server Connection Configuration Tool.

® Adding/removing modems from your server (MetaFrame only)  Although network
connection entries are defined once for every protocol combination, you need
to define connection entries individually for each modem with which you want
your remote clients to be able to directly dial in to MetaFrame.

Creating Basic RDP Connections

Creating connections is a relatively easy process. This short subsection covers how to
set up a basic RDP connection entry by using the Terminal Server Connection
Configuration Tool. The many more advanced options that you can set are covered in
their own sections later in the chapter. Here is how to set up the entry:

1. Open the Terminal Server Connection Configuration Tool. It is located in the
Start menu under Programs | Administrative Tools.

2. From the Terminal Server Connection Configuration window, select New from
the Connection menu or press Ins on the keyboard to create a new connection.

3. From the New Connection window, select Microsoft RDP 4.0 as the connec-
tion type from the drop-down list next to Type. Note that this window changes
depending on what connection type is selected. Figure 6.2 shows the New
Connection window that you see for an RDP connection.

Note for WinFrame Administrators: Automated Connection Creation

You will find that many aspects of connection creation have been automated with Terminal Server as
compared to WinFrame 1.x. The availability of “unlimited” connections is a new feature. With WinFrame
you had to manually define how many connections you needed to make available to your clients.
Although "unlimitied” connections does not mean you can use more connections than you are licensed
for, it does mean that their creation is automated. Also, rather than creating all of the connections in
memory at startup, as WinFrame does, Terminal Server creates connections as needed.
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MetaFrame

.
w§ s

i

Figure 6.2 RDP New Connection window.

4. Fill in the Name and Comment sections. If you are assigning different protocols
to different adapters, it is a good idea to specify in either the name or comment
to which network adapter this protocol applies.

5. Select from the drop-down list under Lan Adapter the Lan adapter to which you
want the RDP protocol bound. By default, RDP is bound to All Lan Adapters
configured with this Protocol.

6. By default, the Maximum Connection Count is set for Unlimited connections.
If you want to limit the number of RDP connections, uncheck the Unlimited
box and fill in the maximum number of RDP connections you want to allow.

7. If you want to change the advanced options, such as autologon, timeout settings,
encryption, and initial program, click the Advanced button. These settings are
covered in detail later in the chapter.

8. Click OK to create your connections.

After the RDP connection is created, you are immediately able to attach to your
server by using RDP clients, up to the maximum number of connections you defined
or are licensed for.

Creating Basic ICA Connections (MetaFrame Only)

Because of the many more protocol transports available, the decisions involved in cre-
ating ICA connections are a little more complex. This subsection covers the setup of a
basic ICA connection entry and then covers the advantages and disadvantages of the
many transports available for ICA connections.

To set up an ICA connection entry using the TS Connection Configuration Tool,
follow these steps:
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Open the Terminal Server Connection Configuration Tool located in the Start
menu under Programs, Administrative Tools.

From the Terminal Server Connection Configuration screen, select New from
the Connection menu.

Select Citrix ICA 3.0 for connection Type.

Select the Transport that you want for the connection (async, IPX, SPX,
NetBIOS [NetBEUI], or TCP). See the section that follows for more informa-
tion on choosing your protocol. Figure 6.3 shows the New Connection window
after selecting TCP. As with the RDP New Connection window, the window
changes depending on the protocol and protocol transport selected.

For the network transports to work, you must have already installed the protocol
by selecting Network, Protocols from the Control Panel. The transports that are
available, their descriptions, and the server protocols you must have loaded for
them to work are covered in the following section.

Fill in the Name and Comment. Because many different types of ICA connec-
tions can be made, it is a good idea to be descriptive in the comments.

Either set the Maximum Connection Count to what you need or leave it set to
Unlimited. ’

(For network connections) If you plan to assign this connection to a particular
network adapter instead of all of them, select the correct LAN adapter from the
drop-down box under Lan Adapter.

(For asynchronous connections) Select the modem this connection is for from
the drop-down list next to Device. Figure 6.4 shows the New Connection win-
dow for async connections.

Figure 6.3 ICA New Connection window (TCP/IP).
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New Connection i

Figure 6.4 New ICA Connection window (async).

9. Click the Advanced, ICA Settings, or Client Settings button to set these options,
which are covered in detail in “Connection Options,” later in the chapter.

10. Click OK to create the connection.

After your ICA connection is created, you can use it immediately.

ICA Protocol Transport Choices

You have several protocol transport choices with an ICA connection. Perhaps you are
wondering which one you should choose and why. The following is a list of each of
the choices available and their advantages and disadvantages:

& Async (Asynchronous protocol) This protocol supports all types of asynchronous
access to the server through standard asynchronous communications ports, such
as COM1 or COM2, or multi-port communications cards, such as a Digiboard.
Async supports both standard modems and null modem direct cable connec-
tions. Async connections are ideal for directly connecting to MetaFrame.

# NetBIOS The version of NetBIOS that is referred to with Terminal Server
connections is the one that rides on top of NetBEUI (NetBIOS Extended User
Interface). It is a very simple protocol with low overhead. NetBIOS is not
routable and is a good choice only for small networks or test environments.

Real-World Tip: Asynchronous Connections

Recall that in network connections, you define a connection once, and as many clients as you have
license for can connect to it. In contrast, with asynchronous connections, only a single device can connect
to one connection at a time. You must define a new connection for every modem attached to your server.
One easy way to create new asynchronous connection entries is to use the copy feature.

To copy a connection, highlight the asynchronous connection you want to copy and select Copy from the

Connection menu. This creates a new copy of this connection.
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m IPX  This is a routable protocol commonly found on Novell networks. IPX is
an ideal choice if your clients currently only use IPX.

® SPX SPX works at the Session layer, above IPX. Because with SPX a session
is established between clients and server, the link tends to be more stable than
IPX alone. It also means that there is extra protocol overhead that can degrade
performance. SPX is routable. Generally IPX is a better choice for Terminal
Server unless you are having lost connection or timeout problems.

@ TCP This is the most widely supported protocol.You will find most clients
support TCP. This protocol is well designed for WANs and is routable. In gen-
eral, TCP/IP is the best choice for a networking protocol as long as your clients
have support for it.

Connection Options

The real power of connections is the connection options that are available. To see the
different options, double-click on one of your connection entries. When the New
Connections dialog box appears, you will see buttons for Advanced, Client Settings,
and ICA Settings (if MetaFrame is not installed, only the Client and ICA buttons are
available). Click any of these buttons to open a dialog box in which you can select
from the related options.

Connection options apply to all users that connect by using a particular connection
entry, such the entry for RDP over TCP shown in Figure 6.1. There are options for
things such as AutoLogon, Initial Program, Audio Quality (ICA), Timeouts, and more.

The following sections describe the different connection options you have available.
Because these options can often be controlled on different levels, the first section con-
siders the differences between configuring these options at a connection, user, and
client level. The section following that describes the purpose of the options available
after clicking the Advanced, Client Settings, and ICA Settings buttons.

Configuring Options at Different Levels

To understand how options are set, you must first understand the difference between
setting options at a connection, user, and client level. If you are already familiar with
WinFrame, the differences between these levels will be familiar to you. While the dif-
ferent configuration levels are being explained, take a look at Figure 6.5.
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Connection Configuration Options

Gonnection canfiguration options can overide user or cllant options. Set your global
ion opfions using the  C n C: ion Tool

Terminal
Server
=
UserDB
{EAV) Windows Based Terminal
User Configuration Options Client Configuration Options
User options are set for Individual users using the User Client configuration options are set when installing the client.
Manager for Domains admin tool. The following are The following Is a sample of the different types of options:
some of the different types of user options that can be set. available.
- Connectton timeouts - Autologoh
- Abllity to shadow or recannect to distonnected sessions - Initlal program

- Modem call-back
- Reconnestion of cllent drives at logon

Figure 6.5 Connection, user, and client configuration options.

Setting Options at a Connection Level

Options set at the connection level are global options for a connection type. They are
what this chapter is all about. If you want to set an option that affects all users who
connect to the server using a particular protocol combination, setting them at the con-
nection level using the TS Connection Configuration Tool is the way to do it.
Connection options, such as Shadowing, override whatever has been set on either a
user or client level.

Setting Options at a User Level

Many of the same options that can be set on a connection level, such as Timeouts and
Initial Program, can also be set on a user level. User-level options are set by using the
User Manager for Domains administrative tool. These options apply only to the user
that you set them for. These options and how to set them are covered in more detail
in Chapter 7, “Creating Users and Groups in Terminal Server.”

Setting Options at a Client Level

Many of the connection-level options can also be set at the client level. Client config-
uration options are set by using the client software. Client configuration options allow
you to set up AutoLogon or run a particular application when the session is first start-
ed (Initial Program setting), for example. Just as with user-level options, client options
can be overridden by connection-level options.

Take, for example, the Initial Program setting. Suppose you want to set up a partic-
ular client so that it automatically runs a particular application upon logon.You would
set up the Initial Program option on the client. If instead you wanted all users to run a
single application when they log on using a particular connection, you would set up
the Initial Program at the connection. Client-level options and how to set them are
covered in Chapter 9, “Installing Clients.”
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Advanced Options

You can get to the advanced options by selecting the connection entry you want to
modify, pressing Enter, and then clicking on the Advanced button in the New
Connection dialog box. The Advanced Connection Settings dialog box appears with
its wide variety of advanced options. Advanced options are settable for both RDP-
and ICA-based connection entries. The following list briefly describes the different
advanced options that are covered in the following subsections. Study Figure 6.6 as the
options are being described.

w Logon option  Allows you to enable or disable logon ability to the connection.

m AutoLogon option  Enables you to define a username and password by which all
users of this connection automatically log on.

s Timout settings option Lets you define idle and disconnect timeouts for users

who attach to this connection.

@ Security option  Allows you to select the level of encryption enforced for users
of this connection.

w Initial Program option ~ Launches a particular application for all users of this con-
nection.

@ Miscellaneous advanced options  Provide other advanced options such as enabling
or disabling user wallpaper.

Logon Option

Logon ability for all users using this connection entry can be enabled or disabled with
this option. This is a good way to disable the logon ability of users while doing main-
tenance. If you need to disable the logon ability of a single user, you should use User
Manager for Domains instead.

Figure 6.6 Advanced Connection Settings dialog box.

85



86

Chapter 6 Creating the Connections

AutoLogon Option

By default, the connection inherits whatever AutoLogon option has been set up at the
client level. If you override this option and fill in the AutoLogon information here,
then all clients who use this connection will automatically logon using the username,
domain, and password you entered.

Although this defeats the logon security of the Terminal Server, it can be useful in
some situations. Perhaps your clients are running a client/server or a terminal emula-
tion application from Terminal Server, which requires them to log on to a remote
host. Rather than force the users to log on twice (once to Terminal Server and then
again to the remote host), you can set up AutoLogon to Terminal Server. Remember
that if you enable AutoLogon at the connection level, you cannot log on, using that
connection, as anyone else!

The AutoLogon option can also be useful if you are configuring an asynchronous
connection. Remember that if you configure a network connection, it applies for
everyone who connects to the Terminal Server using that network protocol combina-
tion. If, instead, you configure an asynchronous connection for AutoLogon, that con-
figuration applies only to the users accessing the server from that particular serial port
or modem. By using the AutoLogon option, you can set up a modem bank or bank of
Windows-based Terminals (direct serial connections) that log on to the Terminal
Server automatically.

Another good application for the AutoLogon feature is for a publicly accessible
Windows-based Terminal, such as in a kiosk.You can set up the kiosk WBT to either
automatically dial in or connect across a WAN link to a central Terminal Server and
log on to it by using the AutoLogon username and password.

Timeout Settings Options

By default, timeout settings inherit their configuration from what is set for the user in
User Manager. All timeout settings are set in minutes. The three timeout settings and
situations in which they are useful are as follows:

@ Connection The connection timeout refers to the maximum amount of time a
user can be connected before the session is disconnected or reset. Whether the
session is disconnected or reset is determined by the On a Broken or Timed
Out Connection option, covered in “On a Broken or Timed Out Connection,”
later in this chapter. This option is useful for public access terminals in which
you want to restrict the amount of time a person can use the terminal.

® Disconnection  The disconnection timeout refers to how long a session can
remain in a disconnected state before it is reset. This can be a very useful option.
R emember, however, that resetting a disconnected session causes users to lose
any data that they had in memory. If your users will be working with data local-
ly, such as with a word-processing application, you may not want to set this set-
ting too low. If, instead, users are accessing data remotely, such as through a
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client/server application, resetting the session will not likely cause problems.
Disconnected sessions take up valuable system resources because the system must
keep track of the applications that the user left open. In general, it is recom-
mended to set this for between 60 and 240 minutes. If you have a network
problem that causes users to become disconnected, this setting gives you time to
diagnose the network problem, bring the network back up, and have users
reconnect where they left off. At the same time, user sessions that were discon-
nected by accident and never reconnected are logged off after a reasonable
amount of time. If you find that a lot of users are leaving their sessions discon-
nected or if user applications are not affected adversely by being reset, you might
want to decrease this value.

@ Idle This is another useful parameter. Idle timeout is the number of minutes of
inactivity before a session is either disconnected or reset. The Idle option is very
useful for conserving both network bandwidth and server resources. Suppose
you are limited in your WAN bandwidth and you find that many users at
remote sites log on to your server and leave their session active most of the day
with only a few bursts of activity. You might want to set the Idle timeout for
these users or for these connections. In this way, their sessions would be discon-
nected or reset when they are not using the Terminal Server, freeing up valuable
bandwidth for other users.

To understand the important differences between being disconnected and being
reset, see “On a Broken or Timed Out Connection,” later in this chapter.

Security Options

Encryption is enabled by default with both RDP and ICA connections. With RDP
connections, three levels of encryption security are available: Low, Medium, and High.
RDP encryption security is initially set to Low, which is adequate for most internal
security needs. Use the Medium or High setting in situations in which the extra pro-
cessing time taken by encrypting packets is warranted to reduce the security risk. Here
are the different RDP encryption levels and what they do:

m Low All data from client to server is encrypted using a 40-bit key. All encryp-
tion is done using the RC4 encryption algorithm.

# Medium Data both from client to server and from server to client is encrypted
using a 40-bit key.

w High Data going both ways is encrypted using a 128-bit key (40-bit key for
exported versions of Terminal Server).

ICA clients have two security settings available: None and Basic. By default, ICA
clients are set to Basic, which applies a simple encryption algorithm to ICA connec-
tion data.You can save processing power by setting ICA to None, instead. Beware,
however, that this is an unsecure setup and should be used only on a secure network
on which server processing power is at a premium.
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Citrix sells an add-on security product for MetaFrame that offers much greater
security and encryption than the Basic security setting, called SecureICA. Using
SecureIl CA your client and server data can be encrypted by using a 40-bit, 56-bit, or
128-bit key with the RSA’s RC5 encryption algorithm. This option is covered in
more detail in Chapter 4, “Terminal Server and MetaFrame.”

Use Default NT Authentication Option

With both NT and Terminal Server, a developer can replace the default logon prompt
with a custom logon to provide additional logon features. The Use Default NT
Authentication option in the Security section forces clients to use NT’s default GINA
(msgina.dll) or logon program.

A malicious developer could write a logon screen that looks like the standard
Microsoft logon but that secretly captures users’ passwords to a log file. By checking
the Use Default NT Authentication option, you can help prevent security breaches
like this.

Initial Program Option

The Initial Program option defines the command line and working directory for an
application that will be run after users attach to this connection and log on. By default,
the Initial Program is inherited from either the client-level or the user-level settings.

Setting the Initial Program option at a connection level is a good option for envi-
ronments in which all users need to run only a single application. Be aware, however,
that this option also forces administrators who attach using this connection to run that
application.

One good use for this option is for asynchronous connections. Suppose you were
to set up a bank of modems with an asynchronous connection for each modem that
has the Initial Program option set. Any user dialing into this modem bank would be
able to run only the application you set. This improves server security by providing
remote users access to a single application versus providing them access to an entire
‘Windows desktop.

Real-World Tip: Public Key Encryption
Citrix has an excellent online article describing the basics of public key encryption and how it is used by
SecurelCA. The address for the article is as follows:

http:/ /www.citrix.com/support/solution/sol@0044.htm

You can also go to RSA's Web site at www.rsa.com for more detailed information on RSA's RC5
encyrption.
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Only Run Published Applications (MetaFrame Only)

The Only Run Published Applications option applies only to ICA clients. With
MetaFrame, applications can be published using the Application Configuration tool. If
you want to force users to use just these published applications, then check this box.
More information on application publishing is available in Chapter 15, “Terminal
Server and NetWare.”

Miscellaneous Advanced Options

The following subsections describe the remaining miscellaneous options that are avail-
able in the Advanced Connection Settings window.

User Profile Overrides

A User Profile Override such as the Disable Wallpaper option is recommended for any
Terminal Server connection. Graphically complex wallpapers can eat up large amounts
of bandwidth when being sent across the wire to clients. It is a good idea to prevent
your clients from using wallpaper for this reason.

On a Broken or Timed Out Connection

When a connection is broken or has timed out, Terminal Server can be set to either
disconnect it or reset it. The On a Broken or Timed Out Connection option controls
whether the connection is severed or reset. It is important to understand the difference
between the two choices:

# Disconnect When a session is disconnected, all of the applications remain open.
Depending on how reconnection is set, when the user logs back on, he can
reconnect to his session just as he left it. Suppose a user was working on a
spreadsheet in Excel when his session was disconnected. When he logs back on,
he finds himself right back in the spreadsheet where he left off. This is a great
option for unreliable connections such as modems. The disadvantage is that the
open connection left on the server after a disconnect occupies significant pro-
cessing and memory resources. It is recommended to use this option along with
setting a disconnection timeout. This recommendation works well for most situ-
ations.

B Reset When a session is reset, the applications are all closed without saving
their data. This can result in corrupted files and lost data. Use this option only if
user applications are used just for viewing data and not for changing it.

Reconnect Sessions Disconnected

When a session is disconnected, you have two choices for reestablishing the connec-
tion.You can allow a disconnected user to reconnect his session from any client (the
default), or you can require a disconnected user to connect from the original client
only:
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Mété’Frame

MetaFrame

# From Any Client When you select this option, the next time a disconnected
user logs on from any client, he will return to his disconnected session.

B This Connection Only If you select this option, then the only way a user can
return to a disconnected session is by logging on again at the station from
which the connection was lost. This option is rarely used and it is recommended
to leave it at its default.

Shadowing (MetaFrame Only)

Shadowing is one of the most useful administration tools, but is available only with
ICA clients. Shadowing allows an administrator to remotely control the desktop of
anyone logged on to the server. It is important to note that shadowing can be done
only from one Terminal Server session to another.You cannot shadow a Terminal
Server session if you are logged on to the server console, unless you run the ICA
client at the console.

Shadowing is great for quick user assistance. If a user calls you up to complain of
trouble doing something in an application, you can “shadow” his or her session.

The Shadowing option in this window allows you to control whether Shadowing
is enabled, whether you can control the cursor and keyboard of the user when shad-
owing them (Input ON), and whether the user is notified when you try to shadow
them (Notify ON). Because this is a connection-level option, these settings apply to
all users who attach using this connection. Although by default these options are con-
trolled at a user level (select inherit user config), controlling them at a connection
level is generally easier.

Client Settings (MetaFrame Only)

With MetaFrame you have some additional options available that you can set at a
connection level. To view these options, click the Client Settings button in the New
Connection dialog box. This brings up the Client Settings dialog box, shown in Figure
6.7. Client settings regulate how the client’s local resources, such as hard drives and
printers, are accessed in Terminal Server. Automatically incorporating a client’s local
devices into a Terminal Server session is supported only with the ICA protocol.
Although you can access a user’s local devices from an RDP session, that user must
share them on the network first. The following sections cover the different options
you have available.

Connection Settings

Connection settings control whether the client’s local drives and printers are automat-
ically added to their Windows Terminal desktop when they log on:
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Figure 6.7 Client Settings window.

m Connect Client Drives at Logon Makes the client’s local drives available in the
‘Windows Terminal session. For example, when the user opens up Explorer,
she sees her local drives along with all the Terminal Server mappings and local
drives.

w Connect Client Printers at Logon Makes the client’s local Windows-based printers
available to applications running in the Terminal Server session. This option is
very useful if the user wants to be able to print to their local printer from an
application running on Terminal Server.

w Default to Main Client Printer Changes the default printer for the client’s
Terminal Server session to the user’s local default printer.

Figure 6.8 shows basically how this redirection works. When a client tries to print a
document to one of their local printers defined within their Terminal Server session,
Terminal Server redirects this print job across the network to the client’s printer.

Mapping to Local Resources
applications that clients run on terminal server can have access to the clients local
resources. In the diagram the client sends a grint job from the application they are running on the Windows
Terminal Serverto their lacal printer.

Terminal
Server Network or phone line
communications link
Wercgad . Windows Based Terminal
(3) Application ptints docurrient, (2) Print command sent to (1) User prints from Wordgad. (#)Client prints the Wardpad
TS capturas the printjob and application running on TS document on their local laser
sends itto the client printer.

Figure 6.8 Sending data to a client’s local resources.
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MetaFrame

Client Mapping Overrides

By default, with the ICA protocol all local resources are mapped or available from the
Terminal Server session. From the Client Mapping Overrides section, you can disable
the mapping of a local resource.

Suppose you want to copy a file from a drive on the Terminal Server to your local
drive. With client drive mapping, this is easy to do.Your local drives appear in Terminal
Server as if they were part of the Terminal Server drive set. The following options are
available with client drive mapping:

w Disable Client Drive Mapping Disables the ability for Terminal Server to map
drives to the client’s local drives.

# Disable Windows Client Printer Mapping Disables the ability for Terminal Server
to give Windows applications access to the client’s local Windows printers.

& Disable Client LPT Port Mapping Disables the ability for Terminal Server to give
applications, such as DOS applications, access to the client’s LPT ports.

# Disable Client COM Port Mapping Disables the ability for applications running
on Terminal Server to obtain access to the client’s local COM ports.

@ Disable Client Clipboard Mapping Disables the ability for clients to transfer local
data to and from Terminal Server applications by using their clipboards.

& Disable Client Audio Mapping Disables the ability for Terminal Server to play
sounds through the client’s audio system.

ICA Settings (MetaFrame Only)

The final option available in the New Connection dialog box for ICA connections is
the ICA Settings button. When you click this button, the ICA Settings dialog box
opens, which contains only one setting: Client Audio Quality.

Recall that one of the features of ICA connections is the ability to receive audio at
the client from audio-enabled applications running off the Terminal Server. Perhaps
you want to run an application at the server that records and plays user’s voice mail.
Using the ICA client, users can play their voice mail off the Terminal Server and hear
the messages at their terminals.

For this feature to work, the audio must be packaged and sent across the wire. With
the Client Audio Quality option, you can control how much bandwidth this will take.
The Audio Quality option basically controls the level of compression and the sampling
rate of the audio. By default, this option is set to Low quality. Giving your clients the
ability to use audio is not recommended unless they are attaching to Terminal Server
across a LAN.

Connection Permissions

Connection permissions can apply for both RDP and ICA connections. Terminal
Server gives you a large amount of control over the security of your connections. TS
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allows you to control the connection permissions that are granted to different users
and groups, by connection.

To see how these permissions are controlled, from the main screen of the TS
Connection Configuration Tool, highlight one of the connection entries and then
select Permissions from the Security menu. The Connection Permissions dialog box,
shown in Figure 6.9, appears. From here you can see the default permissions set up
when you install Terminal Server.

In the Connection Permissions window, select Special Access from the drop-down
box next to Type of Access. The Special Access dialog box appears. The Special Access
dialog box lists all the permissions that can be applied to either users or groups. The
following is a description of these permissions:

# Query Information Allows clients to query information about their settings with
the Connection Configuration Tool.

& Set Information  Allows clients to set various options using the Connection
Configuration Tool.

w Reset Allows clients to reset other sessions.
Shadow Allows clients to shadow other clients.

@ Logon Gives clients the ability to log on to the server. This option is useful for
restricting which groups can or cannot log on to Terminal Server.

@ Logoff Gives clients the ability to log off another session.
Message  Allows the selected users or groups to send messages to other users.
# Connect Allows the clients the ability to reconnect to a disconnected session.
Disconnect  Allows clients to disconnect their sessions.

# Delete  Allows clients to delete connections using the Connection
Configuration Tool.

Eull Ca
RuestAccess
Guesl Access

Full Cantrol
User docess

Figure 6.9 Connection Permissions window.
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The default user permissions are adequate for most needs. Realize, however, that
the default permissions allow everyone in the domain to log on to your Terminal
Server. If you have a large domain or you want to control who can access the Terminal
Server, the following process is recommended:

1. From the main screen of the Terminal Server Connection Configuration Tool,
highlight the connection whose permissions you want to modify.

Select Permissions from the Security menu on the main screen.

3. In the Connection Permissions dialog box, remove the Everyone, Guests, and
Users groups from the access list.

4. Create a Terminal Server Users group in the domain by using User Manager for
Domains (just as you normally would under NT Server 4.0), and add the users
who should have access to the connection to this group.

5. Add the Terminal Server Users group in the Connection Permissions dialog
box, granting them User Access.

After you create new users who you want to use the Terminal Server, make sure
you make them members of the Terminal Server Users group. If you want to further
restrict access, you could also make a Terminal Server Administrator group and allow
only that group and System to have Full Control to every connection.



Creating Users and Groups in
Terminal Server

FOR THOSE WHO ARE ALREADY FAMILIAR with the creation of users and groups in a
domain with Windows NT Server 4.0, you will find that the basics of user and group
creation have not changed with Terminal Server. Users and groups are created in
Terminal Server using the User Manager for Domains. User account and group infor-
mation still reside at the domain’s primary and backup domain controllers (PDC or
BDC).

However, Terminal Server has several additional per-user properties, such as initial
program, client drive mappings, and timeouts. These properties can be set only by
using Terminal Server’s User Manager for Domains. Several other user properties in
User Manager also have special purposes with Terminal Server or may not act the
same as you might be used to with Windows NT Server 4.0.

This chapter starts with a basic discussion of users and groups on Terminal Server.
Next, the focus turns to the importance of creating a naming policy for your users and
groups to make their administration easier. The chapter ends by showing you how to
create users and groups in Terminal Server and by describing all the user properties
that you can set.

Terminal Server Users and Groups

Every person who needs to access Terminal Server must have a user account on the
domain that Terminal Server is a part of (see the following Author’s Note). The user-
name and password for a user’s account are what he uses to log on to the Terminal
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Server. Besides username and password, each Terminal Server user has certain other
settable properties that are controlled with the User Manager for Domains:

# Group membership The local and global groups the user is 2 member of.

@ lerminal Server per-user configuration settings Includes initial program, client drive
mappings, and timeouts.

& User environment profile settings Includes user home directory, Terminal Server
home directory, and profile path.

m Logon hours Hours during which the user is allowed to log on to Terminal
Server.

m Logon workstation 'The workstations that the user can log on to the domain from.
w Account information Information such as the expiration date of the user account.

# Dialin information Whether or not user has been granted dialin access through
the Remote Access Server (RAS).

Each of these user properties is covered in detail later in this chapter.

Access to most domain resources, including files and printers, can be granted to par-
ticular users. You can, for example, grant a particular user full access to one or more
directories on your Terminal Server. The username and password you used to first log on
to Terminal Server are, thus, like keys to the locks placed on your domain’s resources.

Terminal Server Groups

Each user can be made a member of one or more groups. Groups are the best means
to provide access for or identify categories of users. Like users, groups can be granted
access to your domain’s resources. Granting access to the resources using groups is
generally more efficient and more easily tracked than granting access to individual
users. Imagine having to grant ten users’ access to five different directories. For each of
the five resources, you would have to individually select and grant access for each of
the ten users. This would take at least fifty steps. However, by adding the ten users to a
group, you only have to select the group and add the group once to the access list for
each of the five resources. If in the future you need to revoke a user’s access or grant
access to a new user, you can simply delete or add that user from or to the group.

Group by Function or by Resource

The best way to decide what groups you should create depends on both the users’ job
functions and the resources that are available on your domain. One effective method
of creating groups with Terminal Server is to create groups for resources and job func-
tions. As you will see in the next section, “Local and Global Groups,” this method
works well with the concept of local groups and global groups.

o
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Author's Note: Assumptions

This chapter assumes that your Terminal Server is a member of a domain. If your Terminal Server is a
stand-alone server, most of the discussion in this chapter will still apply, with the exception of global
a groups, which do not exist on stand-alone servers.
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A resource group is used to control access to a particular resource. Suppose you have
a particular application called Widgets on your Terminal Server to which you want to
grant access. To create a resource group, you would create a group called Widgets and
grant only the Widgets group and the administrator group access to the application’s
directories. Other examples of resource groups are a group that controls access to a par-
ticular printer and a group that enables logon to a particular Terminal Server.

Job function groups can often be taken directly from your company’s organizational
chart. Which departments you decide to make into job function groups depends on
whether all members of a department need the same access to a particular set of
domain resources. Consider an accounting department whose members all need access
to three printers, an online banking application, and a shared directory. You could cre-
ate an accounting job function group, add the members of the accounting department
to that group, and then grant that group access to these resources.

Local and Global Groups

In a domain, there are two types of groups that can be created using User Manager for
Domains: local groups and global groups.

B Local groups are server specific. Each server has its own set of local groups. Local
groups are used for assigning rights to local resources. Local groups can contain
either users or global groups.

& Global groups are part of the domain and are global in nature.You can adminis-
ter global group membership from any server by using the User Manager for
Domains because there is only a single set of global groups for a domain. Global
groups can contain only domain users; they cannot contain other groups.

In general, your local groups should be your resource groups. Because local groups
are defined locally on a particular server, it makes sense to create local groups that
control access to that server’s resources.

Local groups can contain users and global groups from both the current domain
and any trusted domain. Local groups can thus be used to consolidate access rights
across trusted domains to the resources on those domains.

Global groups are best used as job function groups. To make a global group job
specific, add it to all the local groups that provide access to the resources that are
required for a particular job. Suppose you have a group of domain users that must
access a printer on your Terminal Server for their jobs. To grant access to that printer
you would take these steps:

1. Create a local group and grant it access to the printer.
2. Add the global group to the local group.
3. Add the users to the global group.

Figure 7.1 provides further illustration of how local and global groups are best used
in a domain to control access to resources.
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Figure 7.1 Using local groups and global groups in the domain.

Creating a Naming Policy

Having a naming policy for your users and groups makes administration significantly
easier. Because the User Manager for Domains lists all the groups and users together,
in large domains it is easy for them to become “lost in the list.” By establishing and
adhering to a naming policy, it is much easier to keep track of them because their
names are organized in an understandable fashion. Even in smaller domains, the pur-
pose of every user and group can be difficult to keep track of if a naming policy is not
followed. In the following sections, you learn some techniques for naming users and
groups in your domain.

Naming Users

‘When you create a user, you first need to enter the username, full name, and descrip-
tion in the New User dialog box. How you assign these values and what conventions
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you follow will have a great effect on the ease of future administration of your domain
and Terminal Server. The following sections introduce some tips to follow when
assigning these values.

Usernames

Table 7.1 contains some basic username policies that you can adopt for your network.
In general, try to avoid the following when creating usernames:

m  Creating usernames by using different techniques This can quickly lead to confu-
sion.

& Letting users assign their own usernames This again can lead to confusion because
it is not likely the users will create usernames in a consistent manner.

m Using spaces between first and last names This is a common policy, but it can
cause difficulties when setting up an email system. You must make aliases for the
usernames because spaces are not allowed in Internet email addresses. It is best
to plan for the future by using Internet-compatible usernames.

m  Using just first names or last names  You will quickly run into issues with dupli-
cate usernames if you adopt this policy.

Full Name

In general, when you create usernames, it is best to use reverse order for the full name.
In other words, if your username policy is first name + period + last name, then your
full name policy should be last name first. The reason for this is a little tricky. Under
the View menu in User Manager, you can select to view either by Username, which is
default, or by Full Name. By using reverse order for the full name, you can sort by
either first name or last name by choosing either sort by Username or by Full Name.

Table 7.1 Basic Username Policies

Policy Type Description

First Initial, Probably the most common, this policy works well because the

Last Name names are short and tend to be unique. If there are duplicate

(JDOE) names, add the people’s middle initials to differentiate the policy names.
First Name, Also a very common poliéy, but is less likely to generate unique

Last Initial names on large networks. For small networks, it is good because
(JOHND) first names are generally easier to remember and spell.

First Name, This technique works well for both large and small companies.

period, It is easy to remember. The disadvantage is that usernames are

Last Name longer and cannot be used for directory names in some

(JOHN.DOE) cases.

Hash Codes In corporations whose security is critical, such as financial or

(JD6771) government institutions, often a cryptic hash code is generated for users.

For example, [the user’s initials]+[the user number].
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Another suggestion is to put an @ or some other symbol at the start of the full
name for special accounts, such as service and test accounts. In this way, when you sort
by full name you can easily differentiate between normal users and special purpose
users. This technique works well for large networks where service accounts can get
lost easily. See Figure 7.2 for an example of how this works.

Description

For the user Description, many people include the department that the user is a mem-
ber of. For service and system accounts, however, a description of the purpose of the
account is normally more useful.

Naming Groups
As with users, it is a good idea to come up with a naming policy for your groups:

# Local Groups : [Server Name]_[Resource Name] Placing the server name in front
keeps the local groups, which represent access to resources, together in the
group list. You can also put a special character, such as an @ sign, in front to keep
all local groups together. Refrain from putting spaces in your group names. The
absence of spaces makes it easier to use the names with command line utilities.

@ Global Groups : [Domain Name|_[Server Name|_[Resource Name] The [Server
Name]_[Resource Name] should match that of the local group that this global
group is a part of. Using the [Domain Name] in front keeps all global resource
groups for the domain together in the list.

Group descriptions are also very important for keeping track of your groups’
intended purposes.

AMAPLS

Addiviiie Uiliin & © i
Backup Serice Eackup senvice account
16 @ Guest Built-in aczount for guest access to the conjj
1€ Doe, John John.Doe issing persons department
Figltls, W.C. W.CFields Comic relief depanment

Marx, Groucha GrouchoMarx Cormic relief department
£ Srrith, John Jobn,Smith Genealogy department

Administratore Members can fully administer tha co fdomain
AnonaTious Users granted anonymous sccess to the computer.
Backup Operatars Members can bypass file security to back up files
Cert Fequesters Members can request certificates

Cert Server Admins Certificate Authority Administratars

Guests Users granted guest access to the computer/domain
o L P R - + s

Figure 7.2 Users sorted by full name rather than by username.
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Creating Users

The following sections cover the tool you will be using to create your Terminal Server
users and groups: the User Manager for Domains. Next, you will learn how to create a
Terminal Server user by using this tool. Each of the various user properties you can set
will then be covered in detail.

Terminal Server’s User Manager for Domains

For those who are not familiar with Terminal Server’s User Manager for Domains, this
tool is used to do the following:

# Create and delete users and groups

# Modify user properties, including identification, password, group membership,
profiles, hours of logon, station restrictions, and account expiration

# Modify system-wide user account polices
Set up auditing
@ Set up user and group rights policies

Terminal Server’s User Manager for Domains is nearly identical to the one includ-
ed with NT Server 4.0. The users that you create from Terminal Server are normal
domain users and their information is stored in the domain database on the PDC.
Creating users from Terminal Server does not mean that they can log on only to
Terminal Server, however. The users you create can access the domain from any work-
station or server that is a member of the domain. However, Terminal Server’s User
Manager for Domains (TS User Manager for short) allows you to set certain Terminal
Server-specific user properties that cannot be set from anywhere else. These include
the following:

m Config settings  Terminal Server has an additional group of settings called the
config settings. These include many per-user settings that are related to some of
the per-connection settings discussed in Chapter 6, “Creating the Connections,”
such as client device mappings, initial program, and timeouts.

@ Terminal Server home directory Under profile settings, the TS User Manager has
an additional field for you to define a home directory that is used only when
logging on to Terminal Server.

# Terminal Server profile path  You can also define a profile path which is only used
when logging onto Terminal Server. In this way, your workstation’s profile and
TS profile are kept separate.

Author's Note: Managing TS Users

With the exception of the Terminal Server-specific properties, you can still manage Terminal Server (TS)
users and groups from NT Server 4.0's User Manager for Domains. Installing Terminal Server on your
domain simply adds additional Terminal Server-specific properties to your current domain user database
that can be controlled from the TS User Manager. It does not change your user's prior settings.
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You will find Terminal Server’s User Manager for Domains in the Administrative
Tools folder by selecting Properties from the Start menu. Figure 7.3 shows the main
window of the TS User Manager. If you are familiar with the User Manager for
Domains that is included with N'T Server 4.0, you will notice that the options avail-
able at the main window are identical.

The first difference that you are likely to see between the TS User Manager and that
included with NT Server 4.0 is in the User Properties window. You can get to the User
Properties window for any user by double-clicking on that user from the main window
of the TS User Manager. Figure 7.4 shows the User Properties window for a Terminal
Server user. Notice the addition of a Config settings button in the User Properties win-
dow; this button does not exist in NT Server 4.0’s User Manager for Domains. When
you click the Config button, a dialog box listing some Terminal Server specific settings
appears. Additional Terminal Server specific settings can be seen by clicking on the
Profiles button in the User Properties window. In the Profiles dialog box you will see
such additional settings as the Terminal Server Home Directory and Profile Path.

Creating a User

The following is a basic overview of the steps necessary to create a user using the TS
User Manager. Following this overview is a discussion of each group of user properties
that you can set in detail. You will learn what they are for and how to set them.

To create a new user, you must do the following:

1. Open the User Manager for Domains from the Terminal Server (in the Start
menu, select Programs | Administrative Tools | User Manager for Domains).

2. Select New User from the User menu to create a new user. The New User dia-
log box appears.

3. Fill in the Username, Full Name, Description, and Password. For ease of admin-
istration, it is important that you follow a naming policy when setting these
properties, as was discussed previously in this chapter.

4. Check any of the boxes which are appropriate, such as the User Must Change
Password at Next Logon box.

€ hlaisepascal 1

1% Guest Built-in sccount for gug]

i % IUSR_WTSRY Internet GuestAccount  Internet Server Anonyi|
13

john.smith
testuser

or Memhers can fully administer the comg |
Backup Operators Members can bypass file security o back up 3
Domain Admins Designated sdministrators of the damain
Domain Guests All domain guests
inLlea Il domain usare

Figure 7.3  User Manager for Domains window.
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User Pioperties

B f

[Buitin account for adminiat

Figure 7.4  User Properties window.

5. Set the properties associated with a particular property, such as the Groups,
Config, and Profiles, by clicking the corresponding buttons, filling in the proper-
ties in the dialog box that appears and clicking OK. These properties will be dis-
cussed in detail in the following sections.

6. Select Add to add the new user to the user list.

The user is now created in the domain’s user database at the PDC. The user can log
on to any Terminal Server or Windows workstation that is a member of that domain
using the username and password that you have set for her.

Group Membership

The Group Memberships dialog box is the first of the properties dialog boxes that can
be reached by clicking the buttons at the bottom of the New User window. To get to
the Group Memberships dialog box, click the Groups button in the New User win-
dow. In the Group Memberships dialog box, shown in Figure 7.5, you can make the
user a member of one or more local or global groups by highlighting the groups one
at a time and clicking Add.

Group Memberships

Domain Users
Administrators
Backup Operators
Domain Sdmire
Dorair Gueste

Figure 7.5 Group Memberships window.
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Note the difference between the local group and global group icons shown in
Figure 7.5.The local group icon shows a group of people next to a computer, whereas
the global group shows the group next to a globe. As discussed at the beginning of this
chapter, domain users should normally be made members of global groups rather than
local groups. In contrast, local groups should be used to control local resources.

User Configuration

To set the user’s User Configuration properties, click the Config button in the New
User window. The User Configuration dialog box, shown in Figure 7.6, contains many
Terminal Server per-user settings such as timeouts, initial program, and client devices.
You will notice from the discussion of connection settings in Chapter 6 that many of
these options can also be set per-connection. By default, connections will inherit
whatever you set per-user. However, if you change the setting at the connection, it
overrides what is set for the users.

Consider the initial program setting. To set the Initial Program, uncheck Inherit
Client Config and enter the Command Line and Working Directory of the program
you want the user to run. The next time the user logs on, Terminal Server takes the
user directly to this application rather than to a Terminal Server desktop. Now if you set
an initial program on the connection the user is logging onto the server with, as shown
in Chapter 6, this setting overrides the initial program setting that you set per-user.

Most of the settings shown in the User Configuration window are discussed in
detail in Chapter 6. Refer to that chapter for further information about these settings.

One additional setting that was not covered in Chapter 6 is the NetWare setting,
which is intended for NetWare environments. It allows Terminal Server to synchronize
your Terminal Server password with your NetWare password. For more details about
this setting, see Chapter 15, “Terminal Server and NetWare.”

User Configuration X

Figure 7.6  User Configuration window.
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User Environment Profile

The User Environment Profile window, shown in Figure 7.7, can be accessed by click-
ing the Profile button in the New User dialog box. In this window, you will find the
tollowing settings:

& User Profiles In this area you will find fields in which to set the Terminal Server
profile path, standard profile paths, and logon script filename. The profile path is
mainly used to store the user’s desktop settings and the user Registry settings.
The logon script is a batch file that is run when the user first logs on.

@ Home Directory In this area you can set the standard home directory to either the
user’s local drive (Local Path) or to a UNC path (Connect) on the network.
Home directories are normally used to store user’s personal files. As you will learn
shortly, home directories have additional special purposes with Terminal Server.

# Términal Server Home Directory This home directory is used only when the user
logs on to the domain from the Terminal Server.

@ Map Root The ability to map root a home directory to a NetWare server is
important for businesses whose primary network servers are NetWare.

Because of the special importance of the user profile and home directory settings
with Terminal Server, we will be discussing these settings in detail in the following
sections.

Home Directories

Under NT Server 4.0, home directories are used by some programs, such as Notepad,
as the default location for retrieving and saving user data files. With Terminal Server,
home directories are also used for storing application-specific settings files, such as INI
files, for each user. In this way, each user can have individual application settings in
Terminal Server’s multiuser environment.

User Envitonment Profile

Figure 7.7 User Environment Profile window.
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Notice in Figure 7.7 that there are two types of home directories you can set: the
standard Home Directory and the Terminal Server Home Directory. Which one your
home directory is set to depends on where you log on to the domain from. By
default, your home directory is set by Terminal Server to C:\WTSRV\Profiles\
[username]. By setting the Terminal Server home directory path, you can change this
default location to either a local path or a UNC path on the network. Because this is
the Terminal Server home directory path, it only applies when you log on to the
domain from Terminal Server. If you log on directly to a domain from a workstation,
your home directory is set to the standard Home Directory path instead.

When you first add a user to the domain from Terminal Server, Terminal Server
automatically creates a \Windows and a \Windows\system directory inside the user’s
home directory. When applications query for the path of the Windows or system
directories, Terminal Server returns the user’s window or system directory. In this way,
any settings files that the application keeps in these directories are kept user-specific.

Within each type of home directory, you can specify one of two paths: either a
local path or a drive letter connected to a UNC path. Local paths are useful with
Terminal Server if your user only logs on to Terminal Server and does not log on to
any other machine in the domain. Because users log on to Terminal Server as if they
were locally logging on, the path refers to the local hard drive of the Terminal Server.
For example, if you set the Local Path to C:\users\[username], when the user logs on
to the domain from Terminal Server, his home directory is set to C:\user\

[username] on the C: drive of the Terminal Server. However, if he tries to log on to
the domain from a workstation, such as an N'T workstation, his home directory path is
mapped to the local C: drive of that workstation.

Entering a UNC path next to Connect is a better option if your users want to
keep their home directories in the same location no matter where they log on to the
domain from. To set up the home directory using a UNC path, you must first share
your user directory on the network. Next, enter the UNC path \\server name]
\[user directory share name] for the Connect path and select a drive letter to con-
nect it to. Now when the user logs on to the domain from Terminal Server or from
any workstation, his home directory path is set to the UNC path you entered.

Note for WinFrame Administrators: Creating Home Directories

With WinFrame, home directories had to be defined for each user. If you did not define them, a user's
home directory was set to C: \USERS\DEFAULT. This would cause problems in the WinFrame multi-
user environment because user-specific application files, such as INI files, were stored for all users in one
location. However, with Terminal Server, home directories are created automatically under
C:\WTSRV\Profiles\ [username] without having to fill in anything in the home directory field.
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Map Root Setting

The Map Root setting is useful if you are in a NetWare environment. With Terminal
Server, there is no such thing as map root. If you enter \\[Server]\[Share]\[User
Directory] in the Connect field when setting up the user’s home directory, the root of
the home directory drive is always mapped to the root of the share rather than the root
of the user directory. If, instead, you are connecting your home directory to a NetWare
server (\\[NetWare Server Name]\[Volume Name]\[NetWare User Directory ]\)you
can map the drive letter to the root of the NetWare user directory by checking this
setting.

Profile Settings

The next settings we need to discuss are profiles. If you are familiar with WinFrame,
take note, for there have been some changes to profiles and what they can do.Take a
look at the section on profiles in Chapter 12, “Administering the Desktop and Server,”
for more details about the different types of profiles and how to use them.

Your profile includes your user Registry settings (ntuser.dat Registry file), your
Start menu programs, and shortcuts to your most recently used documents. By defaul,
your profiles are stored under the C:\WTSRV\PROFILES\[username] directory. Because
your username is part of the path, you have your own settings.

The default setting, leaving both profile paths blank, is adequate for most situations.
From whatever location you log on into Terminal Server you get your desktop. One
reason you would want to change the setting is if you want a roaming profile. Roaming
profiles allow you to maintain your profile in a central location so that when you log
on from any workstation, you receive the same desktop and user settings. To set up a
roaming profile, follow these steps:

1. Share a directory on your server as PROFILES, where you want the user profile
information to be centrally kept.

2. Enter \\Server Name]\PROFILES\%USERNAMES for either the User or Terminal
Server Profile Path and then add the user.

Like the Terminal Server home directory, the Terminal Server profile path is used
only when the user logs on to a Terminal Server. By setting both a Terminal Server
and User Profile Path in different locations you can keep these two desktops separate
for your users.

Real-World Tip: The %USERNAME% Variable

Notice the use of the SUSERNAMESs variable in Figure 7.7. Terminal Server substitutes the username of
the user you are creating for this variable. When you add this user, Terminal Server automatically creates
the home directory, using the user's name, if that directory does not already exist. This is a very conve-
nient way to set up user home directories.
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Logon Script Name Setting

Logon scripts are batch files, REXX command files ((CMD), or executables that are
run when your user first logs on to the domain. Logon scripts are normally used for
such things as setting environment variables, mapping drive letters, and connecting
LPT ports to printers. By assigning a single logon script to several users you can easily
change the drive and printer mappings for all the users simultaneously by changing
just the logon script. This is more efficient than having to change the mappings for
each user one by one.

Logon scripts are run by default from the \WINNT\SYSTEM32\REPL\IMPORT\SCRIPTS
directory of the server with which you authenticated. Because you can authenticate
with either a PDC or BDC, it is important that the logon script be copied to this
directory on all domain controllers in your domain.

To set up user logon scripts you need to do the following:

1. Enter the name of the logon script batch file, command file, or executable for
the user in the Logon Script Name field shown in Figure 7.7.

2. Fill in the rest of the settings for the user and then add them to the domain.

3. Create and copy the logon script to the \WINNT\SYSTEM32\REPL\IMPORT\SCRIPTS
directory of the domain’s PDC.

4. Copy the logon script to the same directory on all of the domain’s BCDs.

Now, no matter whether users authenticate with the domain’s PDC or a BDC, they
run the same script.

Replicating the Logon Script

For those who want to automate this process, the logon script can be replicated by
using the NT Directory Replicate service. To set this service up, follow these steps:

1. From the console of your domain’s PDC, go to Start|Settings | Control
Panel | Server, and click on the Replication button.

2. From the Directory Replication window, select Export Directories. The export
directory is set by default to C: \WINNT\SYSTEM32\REPL\EXPORT\SCRIPTS. Enter
the directory that contains the user logon scripts that you want to export.

3. Click the Add button under the To window, add all of your domain’s BCDs to
the list, and then click OK to start the service.

4. From the console of each of your domain’s BCDs, go to the Directory
Replication window, select Import Directories and click OK. The import direc-
tory is set to C:\WINNT\SYSTEM32\REPL\IMPORT\SCRIPTS by default.

5. Click the Add button under the From window and add your domain’s PDC to
the list then click OK to start the service.

6. Go to Control Panel | Services on all the servers and make sure the Directory
Replicator service is started.

7. To have the service start up automatically, highlight the Directory Replicator
service, click the Startup button, and select Automatic for the Startup Type.
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Terminal Server’s USRLOGON.CMD Login Script

With Windows NT Server 4.0, the logon script that you defined in the Logon Script
Name field shown in Figure 7.7 was the only logon script that was run for the user.
However, with Terminal Server, a C: \WTSRV\SYSTEM32\USRLOGON . CMD logon script com-
mand file is run for every user who logs on, in addition to the individual logon script
you defined for the user. This logon script is used for running the Terminal Server
Application Compatibility Scripts. These scripts are important for certain applications
to run properly on Terminal Server. Because the USRLOGON.CMD file is run for every
Terminal Server user, you may choose to modify this file instead of creating individual
user logon scripts. See Chapter 8, “Using Logon Scripts,” for more detail on this logon
script and the Application Compatibility Scripts.

Logon Hours

You can reach the Logon Hours window shown in Figure 7.8 by clicking Hours in
the New User window when creating a new user. By default, your Terminal Server
users can log on at any time. If you do weekly maintenance on your servers or nightly
backup, you may want to restrict the hours during which users can log on to the
domain. In Figure 7.8, user John.Smith has been restricted from logon on weekends
and between midnight and 6:00 in the morning. Unfortunately, with Terminal Server
this does not force your users to log off at this time; instead, it prevents users from log-
ging back on during the specified time span after they’ve logged off. If they leave their
terminals on, however, they can still use them during the restricted times.

To set a user’s logon hours, click and drag your mouse cursor over the hours you
want to modify. After the hours are highlighted, click either the Allow or Disallow
button in order to allow logon or prevent logons during that time.

Logon Workstations

To get to the Logon Workstations window; click the Logon To button from the New
User window. From the Logon Workstation window you can enter the local workstation
name of all of the workstations that the user is allowed to log on to the domain from.

Author's Note: Forcibly Disconnect Remote Users

Experienced administrators may recall the Forcibly Disconnect Remote Users when Logon Hours Expire
setting in the Account Policy window (in User Manager, select Policies|Account). Because this option
applies to remote users only and Terminal Server users are actually logging on locally, this setting does

not apply for users running a Terminal Server session.

Real-World Tip: Idle Timeout

If users are leaving their systems logged on overnight, unattended, you can set an Idle timeout per-
connection, as shown in Chapter 6. You can also set the Idle timeout per-user in the User Configuration
dialog box discussed previously in this chapter. Setting an Idle timeout of 120 minutes reduces the risk
that users' time will run out during the workday. Instead, their sessions are logged off two hours after
they leave. Remember that if you set the session for Disconnect rather than Reset, Terminal Server keeps

open whatever files users had open on the screen.
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Figure 7.8 Logon Hours window.

This setting can be useful, but with Terminal Server it might not work the way you
would expect. When you use this option with Windows NT Server 4.0, you can pre-
vent a user from logging on from any workstation except the ones that you put in the
list. With Terminal Server, however, your actual workstation is the server itself. There is
no such thing as a local workstation name.You cannot restrict different workstations
on your network from being able to attempt to log on to the Terminal Server.

In light of this information, this option might seem useless for users who only log
on to Terminal Server. However, you might find the following tips to be of use:

@ First, fill in the computer name of the Terminal Server. Users can log on to these
workstations, as shown in Figure 7.9.This forces users to access the domain only
through the Terminal Server listed. This prevents users from logging on to the
domain and mapping drives to the server using their local workstations.

2 The second use for restricting logon workstations with Terminal Server is to
restrict which Terminal Servers a user can use. Suppose you have three Terminal
Servers on your network. If you specify which server your users can log on to in
the Logon Workstations window, they receive an error message if they try to log
on to any other server.

[ ogon Worksta

Figure 7.9 Logon Workstations window.
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If you want to further restrict who can or cannot access the Terminal Server, turn
to Chapter 6 for instructions on setting logon permissions by using the Connection
Configuration tool.

Account Expiration and Type

When you click the Account button in the New User dialog box, the Account
Information dialog box appears. In this dialog box, you can define the day that an
account expires and whether the account is local or global. One good use of the expi-
ration feature is for billable accounts or public accounts. You can set these accounts to
expire at a given day.

By default, domain user accounts are global. A global user can be identified in the
User Manager window by the little user icon to the left of the username. Global users
can be assigned access to resources in trusting domains.

The other type of user is the local user. A local user can be identified by the little
user icon with a computer next to it to the left of the username. Local users do not
refer to the users that are in the Terminal Server’s local user database. In this context,
“local users” refers to users who can only access resources that are part of their local
domain. These users cannot access resources in trusting domains.

Dialin Permissions and Callback

To access the Dialin Permissions Window, click the Dialin button in the New User
dialog box. This window allows you to control whether or not a user has permission
to dial in and whether there will be a callback security check (see Figure 7.10). Notice
that dialin permission is not granted by default. This dialin permission setting only
applies to RAS dialin capability and does not affect direct dialin through MetaFrame.
It is a common mistake to forget to grant a remote RAS user dialin access when his
account is first set up.

There are two types of callback: Set By Caller and Preset. As with dialin permis-
sion, these settings affect only users dialing in using RAS. If you select Set By Caller,
when your user first connects to the RAS server, she is prompted for a number to be
called back on.The RAS server then calls back that number and establishes a connec-
tion with the user.

With a Preset callback, the system calls back a preset number instead of prompting
the user for a number.

Figure 7.10 Dialin Information window.
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You can control the callback and dialin permission settings in either of two loca-
tions: You can use either User Manager or the Remote Access Admin program.

For more information about Remote Access Services and how to set them up, see
Chapter 14, “Terminal Server and Remote Access.”

Changing Multiple Users Simultaneously

Many times you want to make the same changes to multiple users at the same time.
Rather than going to each user individually and making the same change, you can use
one of several special selection techniques with User Manager. First, select the users
whose properties you want to modify by doing the following:

® Selecting a range of users From the main User Manager window, click and drag
the selection bar across all of the users you want to select. Alternatively, you can
highlight the user at the top of the list. Scroll down to the bottom of the list and
Shift+click. This highlights the entire range from the top entry you highlighted
to the bottom.

w  Selecting specific users  Ctrl+click on each user you want to select or deselect.

® Highlighting groups of users In the User Manager window, select Select Users
from the Users menu. From the Select Users dialog box that appears, select each
group you want highlighted and then click Select. All the members of the
groups are highlighted in the user list.

After the users whose properties you want to modify have been highlighted, press
Enter or select Properties from the Users menu. The User Properties dialog box shown in
Figure 7.11 appears. Notice that all of the users you selected are listed in the top window.

The following are some common situations in which you might want to apply set-
tings to multiple users simultaneously:

& Creating groups and defining their settings If you want to create a group and then
change a particular setting such as dialin access for the entire group, this is the
best way to do it. Simply highlight all the new members and go into their prop-
erties. Select Groups and add them to the DIALIN_ACCESS group that you creat-
ed. Go into Dialin, grant them dialin permission and set up callback if needed.

w  Creating home directories and setting up profiles and login scripts ~ After you have creat-
ed all of the Terminal Server users, you can assign them all unique home directo-
ries and profile paths in one shot. Select the users whose properties you want to
change and fill in \\[Server Name]\[Share Name]\%USERNAME% for the users’
Profile Paths and Home Directories. All the home directories for all the users are
created simultaneously under the share, each under a directory named after a given
user! Also use this technique to fill in the logon script that your users will use.

Real-World Tip: TS_USERS Group
If you have a large domain, it is very handy to make a TS_USERS group and keep all of your Terminal
Server users in it. If you need to apply a change to just the Terminal Server users, you can use this tech-

nique to select just the members of the TS_USERS group.
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Administrator
Backup Service
Guest
John.Dae

Figure 7.11  Changing settings for multiple users.

# Hours of Logon and Config settings This technique is very useful for setting hours
of logon and config settings. Setting either of these on an individual basis can be
very tedious. Select all the users to whom you want to give the same hours of
logon and config settings. Change these settings and then save them.

It is also a good idea to create a group that contains all the users with the same
level of settings, such as TSUSERS or TSADMIN. If you want to change their settings, such
as logon hours, just use the group select technique to select them all.

Creating Groups

Now that you know how to create a user and what all the user properties are, it is
time to learn how to create groups. Like users, groups are created using the User
Manager for Domains. As explained at the beginning of the chapter, there are two
types of groups that can be created: local groups and global groups. When creating
groups, remember the following points:

# Group names cannot be changed after they are created, but their descriptions
can be.

# Group names can be up to 20 characters long and can contain all but the fol-
lowing characters:

“IN[]s] =+ ,*2<>
Group names are not case sensitive, but they are case aware.
Groups are always listed in alphabetical order in User Manager.
Global groups can only contain domain users. Local groups can contain both
domain users and global groups.
Follow these steps to create a group using User Manager for Domains:

1. Open the User Manager for Domains (in the Start menu, select Programs,
Administrative Tools, and User Manager for Domains) and highlight the user or
users that you want to make members of the new group.
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2. Select either New Global Group or New Local Group from the User menu at
the main window.

3. Enter the Group Name and Description in the New Local/Global Group win-
dow, and then click OK.



Using Logon Scripts

WITH TERMINAL SERVER, LOGON SCRIPTS should be considered a necessity. Logon
scripts provide the administrator with centralized control over application and data
locations. Control is centralized by defining drive mappings in the logon script instead
of individually per user. Logon scripts also provide a means to make changes or to
control settings for a particular group of users. Logon scripts can also be a means of
application installation, automated updates, and automated cleanup. This chapter covers
how logon scripts work, how to create them, and how best to apply them. We’ll also
cover Microsoft’s application compatibility scripts, what they’re for, how they work,
and how to use them.

Terminal Server’s USRLOGON.CMD Logon
Script

Unlike NT Server, Terminal Server includes a logon script that’s run every time users
log on to the server. This logon script is the USRLOGON. CMD file, located in the
C:\WTSRV\SYSTEM32 directory of the Terminal Server the user is logging on to. This
logon script is run before any other logon scripts—such as a user logon script or a
Novell logon script—that have been configured for the user. The USRLOGON.CMD file
has two primary purposes:
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m It maps a predefined drive letter to the root of the user’s home directory. You’ll
learn how to define which drive letter it maps in “Setting Up a Home
Directory,” later in this chapter.

@ It runs the application compatibility scripts. These scripts are written for
particular applications in order to make the applications run correctly in a
multiuser environment.

The inclusion of the USRLOGON.CMD logon script with Terminal Server by Microsoft
indicates how important logon scripts are with Terminal Server.You’ll learn how this
script works in detail in “Application Compatibility Scripts,” later in this chapter.

When creating your own logon scripts, you have three choices, depending on your
needs and your environment:

# You can add logon script commands to the top of USRLOGON.CMD on all your
Terminal Servers. The commands you add will be run for all Terminal Server
users who log on to these Terminal Servers. This is the quickest and generally
the best way to add logon script commands that are intended only for Terminal
Server users.

@ You can create user logon scripts and assign them to each user. These scripts will
be run by the users whether they log on to the domain from a workstation or
through a Terminal Server session.You’ll learn how to set up user logon scripts
in the next section, “How User Logon Scripts Work.”

# In NetWare environments, you can choose to have your NetWare logon scripts
processed for users. This is a good option for shops that are primarily NetWare.
For more information on enabling NetWare logon scripts, see Chapter 15,
“Terminal Server and NetWare.”

How User Logon Scripts Work

When a user logs on to a domain, the PDC or BDC that authenticated the user checks
to see if the user has a logon script assigned in User Manager and runs it. Logon scripts
can be either batch files (.bat or .cmd) or executables (.exe or .com). They are run
from the following directory on the NT server that authenticated the user:

C:\WINNT\SYSTEM32\REPL\IMPORT\SCRIPTS

i¢  Author's Note: The USRLOGON.CMD Logon Script

- The user logon script or NetWare logon script will still be run after the Terminal Server USRLOGON . CMD
ﬁ logon script, if the user logs on to the domain through a Terminal Server session. Make sure the
commands you put in either the user or NetWare logon script do not conflict with the commands in
the USRLOGON . CMD.




Creating Logon Batch Files 117

For more information on how to set up user logon scripts and replicate them to
your PDC and BDCs, see “Logon Script Name Setting” in Chapter 7, “Creating Users
and Groups in Terminal Server.”

Creating Logon Batch Files

Several languages are readily available with which you can create logon scripts, so the
choice is up to you. In general, the simplest and easiest choice is to use DOS batch
file language. This section covers how to create logon scripts using DOS batch file
language. You’ll also learn about several command-line utilities, available in the NT
Server 4.0 Resource Kit, that will bring some of the power of scripting languages
such as Perl to your batch files.

For those who want to use a more powerful scripting language, the NT Server 4.0
Resource Kit contains software and instructions for three different scripting languages:
Perl, REXX, and kixtart. All three are very powerful scripting languages that allow you
to do everything from making execution decisions based on groups to modifying the
Registry. However, you’ll find that many of the capabilities of these more powerful
scripting languages can also be done with batch files if you use the correct utilities.
The “Useful Third-Party Utilities for Logon Scripts” section introduces you to some
of these utilities later in the chapter.

Logon Script Variables
Let’s start with the variables you can use in your batch files. Several system environ-

ment variables are very useful in logon batch files. To see the values of these variables,
type the command SET at the DOS prompt. The variables are as follows:

B %COMPUTERNAME% This variable resolves to the computer name of the Terminal
Server the user logged on to.

# %COMSPEC% The path and filename of the command-line processor. This normal-
ly resolves to \WTSRV\SYSTEM32\CMD. EXE.

# %HOMEDRIVE% and SHOMEPATH% Together, these two variables resolve to the user’s
home drive and path. These are very important variables, as you'll see later in
this section.

B %PATH% The system path is a semicolon-delimited list of the paths searched in
for executables. The PATH variable plays an important role with many programs.

Author's Note: NT Server 4.0 Resource Kit
The NT Server 4.0 Resource Kit is available for purchase from Microsoft. The utilities included in this kit
are intended for use on NT servers. Be sure to test them thoroughly before implementing them on

Terminal Server.



118 Chapter 8

Using Logon Scripts

%SYSTEMDRIVES This is the drive letter that contains the Terminal Server files.
Normally, this drive letter is C, but if you select drive letter remapping in
MetaFrame, the system drive will be M. Checking the setting of this variable is a
good way to tell if the system drive letter has been remapped.

%SYSTEMROOT% System root is the drive letter and path of the root of the system.
This normally resolves to C: \WTSRV.

@ STEMP% and %TMP% Both resolve to the system-assigned temporary file directory.
# %USERDOMAIN% The domain the user logged on to.

# %USERNAMES The current user’s logon name. For NetWare administrators who

are used to the WHOAMI command, you can simply type SET and look at this
variable to determine the currently logged-on user. This is a very important
variable for making logon script decisions based on username.

%USERPROFILES The path to the user’s profile directory. This is a very important
path with Terminal Server. The profile directory contains the user’s Registry
settings, desktop, Start menu, and other personal folders.

%WINDIR% The drive letter and path to the system directory (normally
C:\WTSRV). This is the same as the %SYSTEMROOT% variable. $WINDIRS will also
resolve to the Windows directory on a Windows 95 workstation.

%SWINSTATIONNAMES The name of the connection shown in the Terminal Server
Connection Configuration Tool that the user is using. If the user is at the
console, the value will be Console. This is a useful way of making logon
decisions based on whether the user is at the console or is remote.

Notice that all the variables are surrounded with percentage signs (%). The percent-
age signs are necessary to tell the batch file language to replace the variable name with
its value. The batch file that follows shows how to make use of the variables. Note
how the values of the variables are substituted for the variable names when the vari-
able names are enclosed in percentage signs:

DISPLAY.BAT:

@echo off

echo Welcome S%Susername%s to Terminal Server
echo Winstation : %winstationname$

echo Home drive : %homedrive%%homepath%
echo Profile 1 %userprofile%

echo Temp dir 1 %tempS

Running DISPLAY.BAT:

C:\BAT> DISPLAY

Welcome Administrator to Terminal Server
Winstation : Console

Home Drive : Z:\administrator

Profile : C:\WTSRV\Profiles\ADMINI~1
Temp dir : C:\TEMP\6

C:\BAT>
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Note in the example the use of the ECHO command. We’ll be going over the use of
the ECHO command in the “ECHO” section, later in the chapter. Also note that
although we’ll be referring to commands such as ECHO in uppercase in the text, both
variables and commands are not case sensitive in batch files.

Batch File Commands

The batch file language is very simple. The real power of batch files comes from all
the useful utilities you can run from them. After you learn the basic batch file com-
mands in this section, see the “Using Terminal Server Ultilities in Logon Scripts” and
the “Useful Third-Party Ultilities for Logon Scripts” sections for examples of what you
can do from batch files using command-line utilities.

CALL
Syntax:
CALL [drive:][path]batch-filename

Use the CALL command to call other batch files from the parent batch file. Within
logon scripts, this can be useful for encapsulating different types of logon scripts. For
example, you could have a MAIN.BAT logon batch file that every user runs. The
MAIN.BAT file could be set to call WTS_USER.BAT if the user is logging on to a Terminal
Server or DOMAIN.BAT if the user is logging onto the domain from a standard worksta-
tion. We'll go over how to detect this in the “Checking Whether a User Has Logged
on to the Domain from Terminal Server” section, later in the chapter. In the following
example, the MESSAGE . BAT file is called from the MAIN.BAT batch file using the CALL
command. Once MESSAGE .BAT has completed, control is returned to MAIN.BAT, and the
current date is shown using the Date /T command.

MAIN.BAT:

@echo off

echo Welcome to Terminal Server
echo.

call MESSAGE.BAT

echo.

Date /T

MESSAGE . BAT:
Echo The system will be down for maintenance this afternoon
Echo after 5:00 pm.

Running MAIN.BAT:

C:\BAT> MAIN

Welcome to Terminal Server

The system will be down for maintenance this afternoon
After 5:00 pm.

Thu 6/25/1998

C:\BAT>
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Note how the MAIN batch file calls the MESSAGE batch file, which displays the The
system will be down for maintenance this afternoon message. Once MESSAGE .BAT
is finished, control returns back to MAIN.BAT, where the date is displayed.

ECHO

Syntax:
[@]ECHO [on}off] or ECHO message or ECHO.

By default, when you run a batch file, it will echo all the commands to the screen
as they are being run. This is normally not desired. To disable this feature, put the
@ECHO off command at the top of your batch file. The at sign (@) prevents the ECHO
off command itself from being displayed.

To display a message to the screen, use the ECHO message command. The message
can be any combination of text or variables. If you use a variable, make sure to enclose
it in percentage signs.To print a blank line to the screen, use the ECHO. command. The
following ECHOTST.BAT batch file shows you how to use all three techniques.

ECHOTST.BAT

@echo off
echo You logged on from the SUSERDOMAIN% domain
echo.

Running ECHOTST.BAT:
C:\BAT> ECHOTST
You logged on from the ACME_CORP domain

C:\BAT>
GOTO
Syntax:
GOTO label
:label

The G0TO command will go to the :label section in the batch file and continue
execution. The GOTO command is often used in combination with the IF command, as
shown in the following example:

If exist h:\windows\app.cfg goto :end

Copy %windir%s\app.cfg h:\windows

rend

This batch file checks whether the user has a particular application configuration
file (APP.CFG) under his or her home directory (h:\windows); if not, the batch file
copies the application configuration file there. If the user already has the file, it goes to
the :end section, where the batch is finished.
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IF

Syntax:
IF [not] errorlevel number command
IF [not] string1 == string2 command
IF [not] exist filename command
Of all the commands, the IF command is probably the most useful. With the IF
command, you can conditionally execute parts of the logon script. As you’ll see in
“Checking Whether a User Is a Member of a Group,” later in this chapter, you can use
the IF command to check whether a user is part of a particular group and then per-
form actions for that group. A description of the IF commands listed above follows:

# The IF [not] errorlevel number command command allows the batch file to
interact with utilities that return error levels. For example, the IFMEMBER
[group] utility, included in the NT Server 4.0 Resource Kit, returns error level
one (1) if the current user is a member of the group.

& With the IF [not] string? == string2 command command, you can control
execution based on a variable or string. This is very useful for controlling execu-
tion based on the system variables outlined previously.

® The IF [not] exist filename command command will check whether a file
exists and execute the command if it does.You can use this effectively for testing
the presence of certain marker files and for checking which operating system
the user is attaching with.

You’ll see many examples using the IF command later in the chapter.

PAUSE and REM
Syntax:

PAUSE or PAUSE > nul
REM message

The final two commands are PAUSE and REM. The PAUSE command will stop the
batch file, display the Press any key to continue. message and wait for the user to
press a key. If you do not want the default message to be displayed, use the PAUSE >
nul command. PAUSE > nul will still pause for user input but will not display
anything.

The REM command is simply used for comments in a batch file:

REM Demonstration of the pause and rem commands

Echo After you read this press a key

Pause > nul

Using Terminal Server Utilities in Logon Scripts

Many command-line utilities come with Terminal Server that you might not even
know about. This section covers the ones that are most useful in batch files. You’ll see
lots of examples of how to use these commands in useful ways in your batch files.

121



122 Chapter 8 Using Logon Scripts

If you're interested in seeing all the parameters available for a particular command,
type [command] /? on the command line.

Setting Up Home Directory Drive Letters

The substitute (SUBST) command is the only way to map-root a drive with NT. When
it comes to getting applications to run correctly, the SUBST command is very impor-
tant. Every Terminal Server logon script should have a substitute command to define a
home directory drive letter. A map-rooted drive letter for the temporary directory or
profile directory is also useful for many situations. Here’s how to use the SUBST com-
mand to map the letter H to the root of a user’s home directory:

SUBST H: S%HOMEDRIVES%SHOMEPATHS%

Setting Up Temporary Directories for Applications

If two users are using the same program and they’re sharing the same temporary direc-
tory, it’s likely that the programs will conflict. To resolve this problem, Terminal Server
was designed to assign a unique temporary directory for every user. When users log on
to the system, they’re assigned a numbered directory under C:\TEMP (for example,
C:\TEMP\3). The system automatically removes the Everyone group from the access
control list (ACL) for this directory and gives Full Control only to the user, adminis-
trators, and system. In this way, not only are the user’s temporary directories kept sepa-
rate from one another, but also the privacy of the user’s temporary files is protected.
After the user logs off, the entire directory is deleted.

If you have a program that needs a location in which to put its temporary files,
map a drive letter in the logon script to the root of the temporary directory by adding
the following command to the script:

SUBST T: %TEMPS

Next, set the program to use the T' drive as the location to store its temporary files.
Because the %TEMP% directory changes every time a user logs on, this is the only
way to keep the STEMPS directory drive location constant.

Real-World Tip: suBST Command and Local Paths

One caveat about the SUBST command: It only works for local paths. If you substitute a drive letter for
a network path, such as SUBST H: \\[server name]\[share name], you'll get an error message.
In order to map-root to a home directory, that home directory must be on the local server. This is not a
problem for a single server, but if you're doing load balancing across two or more servers, you'll want to
keep the home directories in the same location. One method to get around this limitation is to put your
home directories on a NetWare server and check the Map Root box in the User Environment Profile win-
dow in User Manager. To get to this window, double-click the user's name in User Manager and click the
Profile button.
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Setting Up Drive Letters and Redirecting LPT1

Oftentimes with Terminal Server, administrators manually connect the drives for the
users using Explorer and set them to reconnect upon logon. This works fine until
either the server name changes or the data is moved. If this has to be done and you
have several hundred users, you have a lot of work to do.The better way to handle
drive mappings is to map them centrally with a logon script. Not only does a logon
script give you tighter control of your drive mappings, but it makes moving data
directories a breeze.You can also use the logon script to redirect your LPT ports to a
network printer. This is very handy for DOS programs running on Terminal Server,
because Microsoft’s Terminal Server does not automatically redirect ports.

The following command connects the P drive to the APPS share on ACME_PDC:

NET USE P: \\ACME_PDC\APPS

It’s recommended that you assign a single drive letter, if possible, to your main
applications directory. By keeping the application drive letter the same for all users,

migrations are made much easier.
The following command maps the LPT1 port to the ACCT_HPLJ4 printer:

NET USE LPT1: \\ACME_BDC\ACCT_HPLJ4

A print job sent by a DOS application running on Terminal Server to the LPT1
port will be redirected to \\ACME_BDC\ACCT_HPLJ4 = printer on the network.

Checking Whether a User Has Logged On to the Domain from Terminal

Server

User logon scripts are run from wherever the user logs on to the domain. This pre-
sents a problem if the user normally logs on to the domain from a workstation and
then logs on again through a Terminal Server session, because the user will run the
same logon script twice. In order for the user logon script to be effective, it needs to
be able to determine whether the user is logging on from a workstation or from a
Terminal Server session. The trick to doing this is simple. Use the IF EXIST filename
command command to determine whether the current machine has any Terminal
Server—specific files on it:

IF EXIST S%WINDIR%\SYSTEM32\CHGUSR.EXE GOTO WTS_LOGON

This simple command checks whether the CHGUSR.EXE command exists in the cur-
rent Windows directory. If so, it goes to the :WTS_LOGON label in the script and contin-
ues execution. Because the CHGUSR.EXE command is unique to Terminal Server, if users
are logging on to the domain from their workstations, this file will not exist. Put the
commands that should only be run if the user is logging on to Terminal Server into
the :WTS_LOGON section.

Changing Directory and File Permissions

CACLS.EXE is a command-line utility included with Terminal Server that allows you to
change the access control list (ACL) for files and directories on NTES partitions.
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This can be very beneficial for distributing security changes to users’ home directories
while they log on. Sometimes you may need to make the same change to a particular
directory in everyone’s home directory. Using CACLS, you can easily do this. To view
the current access control list of a directory, type CACLS [directory] at the command
prompt, as follows:

CACLS H:\APP1

This command reports the current access control list of the H: \APP1 directory.

To remove the Everyone group (/R Everyone) from the ACL list of the H: \APP1
directory as well as all files and subdirectories below it, either type the following at the
command prompt or add the line to your logon script:

CACLS H:\APP1 /E /R EVERYONE /T

The /E option is important to use with CACLS. /E means that the access control list
will be edited, not replaced. If you do not use /E, the old ACL will be deleted. Also,
the /T option means to apply the ACL change to all subdirectories.

The following line grants the user (/P %USERNAME%:R) read-only access to the APP1
directory and subdirectories:

CACLS H:\APP1 /E /P %USERNAME%:R /T

Note that with the CACLS command, you can only add or remove global groups
and users who are part of the domain to the file system’s ACLs.

Logging Off After the Logon Script Completes

Use the LOGOFF utility to log off the user after he or she completes a task. For exam-
ple, you can set up a logon script to run a particular application and then log the user
off after it is finished by typing LOGOFF.

Displaying a Message to the Users as They Log On

MSG is a very useful command for sending a message to the users as they log on to the
system. The message appears as a little dialog box with an OK button. For example,
the following line displays the message to the current user for five seconds (/TIME:5).
At the end of five seconds, the dialog box disappears:

MSG %USERNAME% /TIME:5 Remember the system will be down this weekend.

Changing the Registry

Generally, you should not have to change the Registry as users log on to the server.
Policies, which are covered in detail in Chapter 12, “Administering the Desktop and
Server,” provide a much easier and more useful means to do this. If you do have an
application-specific reason for changing the Registry, you can use an excellent utility
included with Terminal Server called REGINI.You can use REGINI to apply the Registry
changes that you define in a .KEY file. For more information on how to set this up,
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type REGINI /2.You can also look under C:\%systemroot%\Application
Compatibility Scripts for examples of how REGINI can be used to enhance applica-
tion compatibility.

Useful Third-Party Utilities for Logon Scripts

You’ll find a ton of useful third-party logon script utilities in the NT Server 4.0
Resource Kit, available for purchase from Microsoft. Also, numerous batch file utilities
are available on public shareware sites. This section covers some of the most useful
utilities included with the NT 4.0 Resource Kit that come in handy in batch files. Be
sure to test these utilities in your environment first before putting them into produc-
tion. These utilities were originally designed for use with NT Server, not Terminal
Server.

Checking Whether a User Is a Member of a Group

What if you want to connect certain drive letters and make certain changes to the
environment for members of a particular group? With Terminal Server, you’ll need the
IFMEMBER utility included in the NT Server 4.0 Resource Kit. This utility can check
whether the user is a member of a particular local or domain group. The following
example shows how to use the IFMEMBER utility in your logon script:
IFMEMBER "\DOMAIN\APP_USERS"

IF ERRORLEVEL 1 GOTO NOT_APP1_USER

NET USE P: \\ACME_PDC\APP

:NOT_APP1_USER

If the user is a member of the domain’s APP_USERS group, his or her P drive is
mapped to \\ACME_PDC\APP. Note how the IF ERRORLEVEL statement is used. IFMEMBER
will return an error level of 1 if the user is not a member of the group. For a list of all
groups that the user is a member of, type IFMEMBER /L. This is also a good way to
check the format you'll need for the group name.

Prompting Users for a Response

If you want to prompt users to make a choice and then make execution decisions
based on those choices, CHOICE is the utility you need. (CHOICE is the same as the utili-
ty of the same name included with DOS 6.x and later.) For example, look at the fol-
lowing script:
ECHO Do you want to continue?

CHOICE /c:y,n,m Yes, No or Maybe.

IF ERRORLEVEL 3 GOTO MAYBE

IF ERRORLEVEL 2 GOTO NO

IF ERRORLEVEL 1 GOTO YES

Note that the error levels are in descending order. This is necessary in order for the
script to work properly. This short script asks the users whether they want to continue
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and then goes to the appropriate label to continue execution. The /T:[Choice], [Time
in seconds] parameter can be added at the end of the CHOICE command line to auto-
matically make the [Choice] after [Time in seconds] seconds.

Setting Environment Variables

Oftentimes programs, especially DOS programs, rely on the settings of certain envi-
ronment variables. If you want to set these variables in the logon script, you need to
use SETX, which is included in the N'T Server 4.0 Resource Kit. SETX can make
changes to either the system environment variables or the user’s environment vari-
ables. For example, the following line sets the APP1_TMP user environment variable to
T:\ in the current user’s Registry:

SETX APP1_TMP T:\

To set a system environment variable, use the -m command line option, as follows:
SETX ALL_CAN_SEE "Everyone can see this variable" -m

You may be wondering why you should use the SETX command instead of the reg-
ular SET command to take care of setting the environment. The answer lies in how
environment variables work with Windows N'T. Windows NT has three types of envi-
ronment variables: system, user, and temporary. Type SET at the command line to dis-
play the environment variables that are currently set on the system.You’ll see all three
types of variables together in the list in alphabetical order.

The system environment variables affect all users on the system and are stored in
HKEY_LOCAL_MACHINE. Use the SETX Variable name-Setting -m command to set your
system environment variables. System environment variables include the path state-
ment from the autoexec.bat file (which is read during system startup), the system
directory, number of processors, processor type, and more. To see your current system
environment variables, go to the Control Panel, select System, and click the
Environment tab. Under the Environment tab, you’ll see two small windows; your sys-
tem environment variables are listed in the System Variables window. All users on the
system will be able to see these variables by typing SET at the command prompt.

User environment variables are unique to a particular user and are stored in the
user’s HKEY_LOCAL_USERS file. To see the current user’s environment variables, go to
Control Panel, select System, and then click the Environment tab. The current user’s
environment variables are listed in the User Variables window under the Environment
tab. When you add a user environment variable to this list using the SETX Variable
name-Setting command, every time the user logs on, he or she will be able to see the
variable you set by typing the SET command from DOS.

The last type of environment variable is temporary. Temporary environment vari-
ables are the ones that either you or your programs set from the command line using
the regular SET Variable name-Setting command that’s included with Terminal
Server, not the SETX command. Once you exit from the command line, the temporary
variable is erased.
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If you use the SET command in your logon scripts, when the logon script is fin-
ished, the variables are erased. That’s why you need to use SETX to change user and
system environment variables.

Changing Users’ Paths

Many applications require particular search paths to be included in the PATH variable
in order to run.You can use the PATHMAN utility to add paths both to the system and to
the user’s PATH statements:

pathman /au h:\tools;h:\temp

This example adds the h:\tools and h:\temp directories to the users’ search paths.
Full instructions on using PATHMAN are included in the NT Server 4.0 Resource Kit.

Pausing for a Length of Time

Sometimes you want to display a message for users, but you don’t want to force them
to type a key. For this need, you should use the TIMEOUT command:

TIMEOUT 5

In this example, the system waits five seconds and then continues batch file execu-
tion. If the user presses a key during this time, the system will continue execution
immediately.

Application Compatibility Scripts

Included with Terminal Server are several application compatibility scripts written by
Microsoft. These scripts were written to take care of some of the compatibility prob-
lems Microsoft found with applications during testing. The scripts are all located in the
C:\WTSRV\Application Compatibility Scripts directory and its subdirectories, as fol-
lows:

B C:\WTSRV\Application Compatibility Scripts Contains several special utili-
ties written by Microsoft that are used in the application compatibility scripts.
Also contains more general-purpose scripts, such as CHKROOT.CMD, which are cov-
ered in the following section.

B C:\WTSRV\Application Compatibility Scripts\Install Contains installation

scripts for particular applications that are to be run after those applications are
installed.

® C:\WTSRV\Application Compatibility Scripts\Logon Contains scripts for
particular applications that should be run in the logon script. These scripts nor-
mally make changes to individual users’ Registry and profiles in order for the
applications to run properly in a multiuser environment.

M C:\WTSRV\Application Compatibility Scripts\Uninstall Contains uninstall
scripts for the application’s compatibility scripts.
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In general, when setting up application compatibility scripts, you should follow a
particular order. Each of these steps will be covered in detail in the following sections:

1.
2.

Set up your home directory using Microsoft’s CHKROOT . CMD file.

Install the application according to the guidelines provided in Chapter 10,
“Installing Applications on Terminal Server.”

Run the appropriate application compatibility install script from the
C:\WTSRV\Application Compatibility Scripts\Install directory.

If you ever uninstall the application in the future, be sure to run the appropriate
uninstall script from the C: \WTSRV\Application Compatibility
Scripts\Uninstall directory, if it exists for your application.

Setting Up a Home Directory

Many of the application compatibility scripts require that you have a home directory
set up before they will work.You need to follow a special procedure when setting up
your home directories to work with the application compatibility scripts:

1.

2.

Set up a home directory for users in User Manager by double-clicking the user’s
name, clicking Profile, and filling in the Home Directory path.You can use
either the Local Path setting if the home directories will be on the local hard
drive of the Terminal Server or the Connect to Path setting if the home
directories will be off a share on the network. For more detailed instructions, see
Chapter 7.

Run the CHKROOT.CMD file from the C:\WTSRV\Application Compatibility
Scripts directory to check whether you've already defined a home

directory drive letter. If not, it will create a ROOTDRV2.CMD command file that you
must edit in Notepad. In the Notepad window, fill in the drive letter you want
as the root of your home directory next to the Set RootDrive= statement; then
select Save from the File menu to save the new ROOTDRV2.CMD file.

Author's Note: The Home Directory Drive Letter

Some of the application compatibility scripts will make changes to the Registry based on this home
directory drive letter. Make sure this drive letter is not being used for anything else on your system.
If you decide to change the home directory drive letter later, you must rerun all your application
compatibility install scripts so that they can reapply these Registry changes.
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The ROOTDRV2.CMD file is an important command file. Once this command file has
been set up, all the application compatibility scripts will be able to use the RootDrive
variable to make application-specific changes based on the user’s home directory. Also,
when you log on, the USRLOGON. CMD file will map the home directory drive letter that
you defined in ROOTDRV2.CMD to the root of the user’s home directory.

Running the Install Scripts

After you've set up the user’s home directory and installed the application, it’s time to
run the install scripts. In the C:\WTSRV\Application Compatibility Scripts\Install
directory, you’ll find scripts for all the following applications:

# Corel Office 7 and Corel Office 8 (coffice7.cmd and coffice8.cmd)
Diskeeper 2.0 (diskpr20.cmd)

Dr. Watson (drwatson.cmd)

Microsoft Excel 97 and Word 97 (excel97.cmd and word97.cmd)
Microsoft Internet Explorer 3.x and 4.x (msie30.cmd and msie40.cmd)
Microsoft Project 95 and 98 (msproj95.cmd and msproj98.cmd)
Microsoft SNA Server 3.0 (mssna30.cmd)

Netscape Communicator 4.0 and Navigator 3.0 (netcom4@.cmd and
netnav30.cmd)

ODBC drivers (odbc.cmd)
Microsoft SNA Server 4.0 and Client (sna4@srv.cmd and sna4@cli.cmd)

Lotus Smart Suite 97 (ssuite97.cmd)

# Windows Messaging (winmsg.cmd)

These scripts should be run right after you install the application for the first time.
To run a script, simply execute the appropriate .CMD file for the application you just
installed. Before you run the .CMD file, you should open it up with a text editor and
get an idea of how it works. Many of the scripts assume that you’ve installed the appli-
cation in the default installation directory on your system drive. If you installed it in
any other directory, you’ll need to change the directories referenced in the .CMD file.

Author's Note: Configuring Applications

Just because an application you installed on Terminal Server is not on this list does not mean that the
application does not have to be configured to run correctly in a multiuser environment. For more
information on how to configure your applications to run correctly in a multiuser environment, see
Chapter 10. Some administrators even create their own application compatibility scripts written for
their particular applications.
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Application Compatibility Logon Scripts

You’ll find that most of the application compatibility install scripts make changes to
the application’s Registry entries or install directories so that the application runs cor-
rectly in a multiuser environment. If changes need to be made to each user’s directo-
ries or Registry entries, the application compatibility install scripts will set up a special
logon script to run when users log on. These logon scripts are located under
C:\WTSRV\Application Compatibility Scripts\Logon.When you run the install
script for an application that uses one of these logon scripts, the install script will
append a statement to the end of either the C:\WTSRV\SYSTEM32\USRLOGN1.CMD file or
the C: \WTSRV\SYSTEM32\USRLOGN2.CMD file. This statement will call the application-
specific logon script for the application you just installed. As you’ll see in the next sec-
tion, the USRLOGN1.CMD and USRLOGN2.CMD files are run from the USRLOGON.CMD file
every time someone logs on to the Terminal Server.

How the USRLOGON.CMD Works

The USRLOGON.CMD file, located in the C:\WTSRV\SYSTEM32 directory, contains many
statements that are essential for the application compatibility scripts to run properly.
The USRLOGON. CMD file is the system logon script for Terminal Server and is run by
everyone who logs on to your Terminal Server. Because it’s a .CMD file, it supports the
REXX language. REXX is an extension to the batch file language, so you can still use
all the batch file commands just covered. Take a look at the default USRLOGON.CMD file
to see what it does:

@Echo Off

Rem

Rem This is for those scripts that don't need the RootDrive.

Rem

If Not Exist "%SystemRoot%\System32\Usrlogni.cmd" Goto cont@

Cd /d "%SystemRoot%\Application Compatibility Scripts\Logon"

Call "%SystemRoot%\System32\Usrlogni.cmd"

:cont@

Rem

Rem Determine the user's home directory drive letter. If this isn't
Rem set, exit.

Rem

Cd /d %SystemRoot%\"Application Compatibility Scripts"

Call RootDrv.Cmd

If "A%RootDrive%A" == "AA" End.Cmd

Rem

Rem Map the User's Home Directory to a Drive Letter
Rem

Net Use %RootDrive%s /D >NUL: 2>&1
Subst %RootDrive% /d >NUL: 2>&1
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Subst %RootDrive% %HomeDrive%%HomePath%

Rem

Rem Invoke each Application Script. Application Scripts are automatically
Rem added to UsrLogn2.Cmd when the Installation script is run.

Rem

If Not Exist %SystemRoot%\System32\UsrLogn2.Cmd Goto Cont1

Cd Logon

Call %SystemRoot%\System32\UsrLogn2.Cmd

:Cont1

The USRLOGON. CMD logon script first runs the USRLOGN1.CMD file, if it exists, from the
C:\WTSRV\SYSTEM32 directory (%SYSTEMROOT%\SYSTEM32) on the Terminal Server. Recall
that the USRLOGN1.CMD and USRLOGN2.CMD files will contain statements to run the appli-
cation compatibility logon scripts for all applications you've installed that need them.

Next, the USRLOGON.CMD file checks whether you have set up the user home direc-
tory by calling ROOTDRV.CMD. This command file will check whether ROOTDRV2. CMD
exists and then run it. If the home directory has not been set up, the logon script will
exit. If the logon script has been set up, USRLOGON.CMD maps the home directory drive
letter to the root of the home directory. USLOGON.CMD then calls USRLOGN2.CMD, if it
exists, and runs any application-specific logon scripts that it calls. For more informa-
tion on how to set up the user home directory, see “Setting Up a Home Directory,”
earlier in this chapter.
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Installing Clients

SO FAR, WE HAVE DISCUSSED CREATING connections for the clients and setting up
the user accounts that they will log on with. Now it is time to set up the client soft-
ware so that users can connect to Terminal Server. In this chapter, we will go over
how to install and use both the Microsoft Terminal Server clients and the MetaFrame
ICA clients.

Microsoft Terminal Server Clients

Out of the box, Terminal Server has clients for most versions of the Windows operat-
ing system. The Microsoft Terminal Server client uses the RDP protocol to communi-
cate with the server. Because RDP runs only on top of TCP/IP, you need to have that
protocol set up on your clients before installing Terminal Server. In this section we
will consider the different Microsoft Terminal Server clients that are available, what
their minimum hardware requirements are, and how to install and use them.

Microsoft Terminal Server Client Hardware Requirements

One of the main advantages of Terminal Server is that the clients do not need to have
a lot of processing power. This makes it very easy to integrate Terminal Server into
networks that still consist of a lot of legacy PCs and equipment.You can run a
Microsoft Terminal Server client on as little as a 386 PC with 8MB of RAM running
Windows for Workgroups.
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If your company is like most, you probably have a stack of 386 or 486 legacy com-
puters in a back closet somewhere. If you are on a tight budget, dusting off these old
machines and putting them to use might be well worth it. An old 386 or 486 running
today’s 32-bit Windows applications can be set up to use the power of your Terminal
Server in little time.

Of course, for companies with a larger budget, Windows-based Terminals (WBT)
are a good alternative. They are less expensive than new PCs, are very easy to install
and configure, and normally come preloaded with either the Microsoft or Citrix
client.

Another option is to run the Terminal Server client on the desktops of your exist-
ing PCs, just as if it were another application.

Whichever way you decide to do it, remember that the Microsoft Terminal Server
client will run only on the following Windows operating systems:

@ Windows 95/98

® Windows NT 3.51/4.0

# Windows for Workgroups 3.11

# Windows CE (OEM only)

Table 9.1 covers the minimum hardware requirements for the Microsoft Terminal

Server clients and which Microsoft Terminal Server client (TS Client) you need for
each operating system.

Table 9.1 Terminal Server Client’s Minimum Requirements

Operating System Processor RAM Hard Drive Space TS Client
Windows 3.11 386 8MB 4MB 16-bit
Windows 95/98 386 16MB 4MB 32-bit
Windows NT 486 16MB 4MB 32-bit
Windows CE N/A* N/A* N/A* OEM*

T CE cliénts awziléble only from OEMs for WBTs.

Remember that these requirements are minimums. If you don't find that they pro-
vide acceptable performance, you may need to increase the amount of RAM or pro-
cessing speed.

Even so, notice how meager the requirements are. The Microsoft Terminal Server
client has to have only enough processing power to receive, process, and send screen
updates and user interface commands. The real processing power occurs at the server;
the clients are merely a window to applications running with the performance and
power of your Terminal Server. As you will see in a little while, the “thinness” of the
clients makes them incredibly simple and quick to install.
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Installing the 32-bit Microsoft Terminal Server Client

The Terminal Server CD comes with two clients—a 16-bit and 32-bit version. The

16-bit client is located in the D: \CLIENTS\TSCLIENT\WIN16\[Processor]

directory and the 32-bit client is located in the D: \CLIENTS\TSCLIENT\WIN32\

[Processor] directory; [Processor] is either 1386 (Intel) or ALPHA (DEC Alpha).
The 32-bit Terminal Server client is designed for the 32-bit Windows operating

systems: Windows 95, Windows 98, and Windows NT Server or Workstation.

In the 32-bit client directory you will find two additional directories, NET and DISK.

The purposes of these directories are as follows:

® The NET directory is designed for a network install. If you want to install your
clients from a network installation point, copy these files to a directory on your
network and give your clients access to them.

# The DISK directory contains files to be copied to a floppy disk for installation.
Because it is such a thin client, the 32-bit Terminal Server files will all fit on a
single formatted 3 1/2-inch high-density disk.

The instructions for installing the TS client are as follows:

1. Prepare the Windows 95/98/NT workstation for the install by loading and
binding TCP/IP to the network adapter. Because Microsoft’s Terminal Server
client uses RDP, it works only with TCP/IP.

2. Check your connectivity with the Terminal Server by pinging either the host-
name or IP address of the Terminal Server. If it responds, your network connec-
tivity is good and TCP/IP has been set up correctly. If not, check your cabling,
ensure that you have a link light on your network card, and try pinging other
devices on your network, such as your default gateway, to help isolate the
problem.

Author's Note: The Alpha Processor
Microsoft's Terminal Server client is the only client that will run on NT workstations or servers that use
the Alpha processor. The MetaFrame ICA clients support only Intel processors.

Author's Note: Name Resolution

Whether you ping the IP address or the hostname depends on whether name resolution has been set up
on your network. Although working with names is more convenient than working with IP addresses, it is
not necessary to have name resolution established to connect to Terminal Server with a Terminal Server
client. You simply enter the IP address of the Terminal Server at the client to connect.

If name resolution (WINS or DNS) has been established, you should be able to ping the computer name
of the Terminal Server; it should resolve the IP address and return the ping. If your name resolution is
not working, make sure you have logged on to the domain. On a Windows 95 station, it is possible to
click Cancel at the logon prompt and not log on. If you don't log on, you will not be able to resolve

names. Also, make sure the WINS or DNS entries are correct in the workstation's Network control panel.
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3. Run SETUP.EXE from the D:\CLIENTS\TSCLIENT\WIN32\[Processor]\NET direc-
tory. If installing from a floppy, first copy the D:\CLIENTS\TSCLIENT\WIN32\
[Processor]\DISK1 directory to the disk and run SETUPEXE from it. The
defaults will work fine for most situations. There is little to decide other than
the location in which the client files will be installed. The client, by default, is
installed in the C:\PROGRAM FILES\TERMINAL SERVER CLIENT directory.

After the install program is finished, you will see several shortcuts to new applica-
tions listed inside the Terminal Server client folder located at Start menu, Programs.
The Terminal Server client is the main application you will use for connecting to your
Terminal Server. The Client Connection Manager lets you set up automated connec-
tions with predefined options such as auto logon and initial program. The use of both
applications will be discussed shortly.

Automating the 32-bit Terminal Server Client Install

By using the quiet (/@) command-line option, you can completely automate the install
of your Microsoft Terminal Server client. The following is a list of the command-line
options you can use when running the 32-bit client’s SETUP.EXE from the command
prompt:
m /Q Installs the 32-bit client with default options and displays the exit prompt
when finished.

® /Q1 Suppresses the exit prompt at the end of the installation. The user will still
see the file install “blue bar”’
B /QT Suppresses all user interaction and screens; the installation will run in the
background without the user knowing it.
Using these command-line options, you can easily set up scripts (with Microsoft’s
SMS or NetWare’s NAL, for example) that will roll out the 32-bit Terminal Server
clients for you automatically.

Real-World Tip: Using the Terminal Server Client Creator Tool

Terminal Server comes with a Terminal Server Client Creator Tool that you can use to easily create client
disks for all versions of the Microsoft Terminal Server client. The following instructions illustrate this
process:

1. Open the Terminal Server Client Creator located in the Start menu | Programs | Administrative
Tools folder.

2. In the Make Installation Disk Set window, highlight the client you want to create disks for.
3. Select the Destination Drive and whether you want to Format Disks.
4. Insert the first client floppy into the drive you selected and click OK.

The program copies all necessary client installation files to the disk and prompts for more disks if

needed.
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Installing the 16-bit Microsoft Terminal Server Client

Many companies have Windows for Workgroups (WFW) stations on their network or
have a significant number of WFW licenses. Using the 16-bit Microsoft Terminal
Server client, your WFW stations can run today’s 32-bit applications with ease.
Remember that you need Windows for Workgroups, not Windows 3.1. Windows for
Workgroups includes the capability to attach to Microsoft networks and can run the
TCP/IP protocol. If you need a Terminal Server client for Windows 3.1, you need to
purchase the MetaFrame add-on from Citrix.

The 16-bit client is located on the Terminal Server CD under
D:\CLIENTS\TSCLIENT\WIN16\1386. A disk image (DISK1, DISK2, and DISK3) and a
network image subdirectory (NET) exist in this directory. As with the 32-bit client, the
NET directory is for network or CD-based installs, and the disk image directories can
be copied to individual floppies for a floppy-based install.

Installing the WFW TCP/IP Stack

Because Microsoft’s Terminal Server client for WFW uses RDP, you must first have
TCP/IP installed in WFW. Several different TCP/IP stacks are available for WEFW. It is
recommended that you stay with the Microsoft TCP/IP stack that is available on the
Terminal Server CD; it is included on the Terminal Server CD and is fully supported
by Microsoft.

The instructions for installing TCP/IP on WFW are as follows:

1. From the WFW workstation, install Microsoft Networking by running Network
Setup from the Network program group in the Program Manager.

2. Make sure Microsoft Windows Network is listed to the left of the Network but-
ton in the Network Setup window. If not, click Networks, select it from the list,
and add it.

3. Install your network adapter and the TCP/IP adapter by clicking Drivers from
the Network Setup window, selecting your network adapter from the list, and
adding it. If you don’t have one of the network adapters in the list, you will
need the NDIS driver for WFW from your network adapter manufacturer.

4. After you have installed the network adapter, select Protocol from the Network
Setup window. Because the TCP/IP protocol is not included with the base set
of WEW files, you will need to click the Unlisted Protocol button and enter the
directory where the TCP/IP protocol install files are located.

Real-World Tip: WFW Install Files

You need either the original WFW floppy disks or a network image of the WFW install files to add net-
work drivers and client software to WFW. If you still have a copy of the Windows NT 3.51 server CD, you
will find a network image of the WFW install files in the CLIENTS directory. You will, of course, still
need a license for WFW.
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5. After you have installed the Microsoft client, network adapter, and TCP/IP pro-
tocol, return to the main Network Setup screen. It should look similar to Figure
9.1. Click OK to bind the protocols and complete the installation.

6. Exit and reboot to complete the installation and start the networking compo-
nents.

7. Test connectivity to Terminal Server by pinging either its IP address or name

from the DOS command prompt.

At this point, you are halfway to connecting your WFW workstation to Terminal
Server.You have installed and bound the TCP/IP protocol to WFW and established
that you can communicate with Terminal Server. Now it is time to finish the second
half of the installation.

Adding the WFW Workstation to the Domain

Now it is time to add your WFW workstation to the domain. This is not necessary
for connecting to Terminal Server; however, by adding it to the domain you can use
the Terminal Server name instead of having to type in the IP address when establish-
ing the connection.

The instructions for adding a WFW workstation to the domain are as follows:

1. Open the Control Panel from the Main group in Program Manager, and then
select Network.

2. In the Microsoft Windows Network window, enter the computer and work-
group names. Note that the workgroup name should be the same as the domain
name of your Terminal Server.

3. Click the Startup button in the Microsoft Windows Network window. In the
Startup Settings window that appears, select Log On to a Windows
NT.. Domain and enter the domain name again.

4. Exit by clicking OK twice. Exit from WFW and restart your computer.

5. When WFW restarts, it will prompt you for a username and password to log on
to the domain. Enter the username and password.

Installing the WFW Client

Up to this point we have been setting up the networking components that the
Terminal Server client needs; now it is time to install the client itself. Run SETUP.EXE
from the D:\CLIENTS\TSCLIENT\WIN16\I386\NETSETUP directory.You can also run it
from Disk1, if you have created the client floppy disks.

Author's Note: TCP/IP for WFW

The TCP/IP protocol for WFW is available in D: \CLIENTS\TCP32WFW\NETSETUP on the Terminal Server
CD. There is also a disk image directory (DISK) in the TCP32WFW directory that you can copy to a floppy
disk (if you want to install from a floppy instead of the CD-ROM).
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[Network Settings:

% Setup will install Windows support for the following [Waiuarks...

network(z) on your computer:
Microsoft Windows Netwark (version 3.11)

Qﬁ You can share your files and printers with others.

== Network Drivers:

Figure 9.1 Required network components for a machine with a 3COM fast Etherlink card.

There are not many options during the installation other than the directory that
the client will be installed into (C:\TSC, by default). The client installation will create a
TS Client group in Program Manager. Inside this group you will find icons for the
following applications:

m TS client The main Terminal Server client

@ TS Connection Manager Allows you to create automated connections for con-
necting to Terminal Server

Both of these programs will be covered later in the chapter.

Automating the 16-bit Client Install

As with the 32-bit Terminal Server client, you can use the quiet (/Q) command-line
option to automate the install of the 16-bit Microsoft Terminal Server client. The fol-
lowing is a list of the command-line options you can use when running the 16-bit
client’s SETUP.EXE from the command prompt:

# /Q Installs the 32-bit client with default options and displays the exit prompt
when finished.

® /Q1  Suppresses the exit prompt at the end of the installation. The user will still
see the file install “blue bar.”

Using these options is practical if you already have WFW stations on your network
that are currently using TCP/IP to connect to the domain. If your WFW stations do
not have TCP/IP installed, you will still have to go out to the workstations and install
it for them to be able to connect to Terminal Server.

Running the Microsoft Terminal Server Client

This section covers how to run and use the 32-bit version of the client. Because the
32-bit and 16-bit clients are so similar, you can apply what you learn here to the 16-
bit client as well.

139



140 Chapter 9 Installing Clients

Selecting the Server to Connect To

When you first run the Microsoft Terminal Server client, the Terminal Server Client
screen appears (see Figure 9.2). When the client is first started, it will browse the net-
work to find all of your Terminal Servers. To log on to one of the Terminal Servers,
simply select it from the list. If you don't see your server listed, you can try two other
techniques:

® Enter the server name for your Terminal Server, as shown in Figure 9.2.You
should be able to log on if you can ping the server name from the command
prompt.

® Enter the IP address of your Terminal Server. If you are still having problems
connecting, try pinging the server and checking your network connection. If
you can ping the server, you should be able to connect.

Setting Screen Resolution

Next, you need to select your screen resolution, which can be a little bit tricky. With
Microsoft’s Terminal Server client, you need to manually select the correct size. If you
want to automate screen size selection, you can create a connection using the Terminal
Server Connection Configuration Tool, which you will learn how to use later in this
chapter.

Microsoft’s Terminal Server client supports three different screen resolutions:

# Standard VGA 640x480
® Super VGA 800x600
# Super VGA 1024x768

‘When you first start the Microsoft Terminal Server client, you will be given a
choice of resolution in the drop-down list next to Resolution. The highest resolution
available is the highest one that will work with your current desktop screen resolution.
For example, if you are in 800600, you will see choices for only 640x480 and
800x600.

Figure 9.2 Microsoft Terminal Server client.
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If you want the Terminal Server session to take up the entire desktop, choose your
current desktop resolution setting. If you want the Terminal Server session to run in a
smaller window, choose a lower resolution.

Logging On

After you have chosen the Terminal Server you want to log on to and the correct
screen resolution, click the Connect button to connect to the server. After you have
connected successfully, you will see the Logon Information screen shown in Fig-
ure 9.3.

At the Logon Information screen enter your username and password. If the correct
domain has not already been selected, select it from the domain list. Remember that
your username is not case sensitive, but your password is.

As you log on for the first time, Terminal Server will create your profile from a
copy of the default profile. Chapter 12, “Administering the Desktop and Server,” will
cover profiles and users’ desktop settings in detail.

Microsoft Terminal Server Client Shortcut Keys

The Microsoft Terminal Server client acts just like any another application running on
your desktop; you can minimize the window and work on other applications while
the client runs in the background. When the Terminal Server window is active, several
shortcut keys will affect your Terminal Server desktop. The following is a list of the
available shortcut keys:

@ Alt+Home Displays the Start menu on the Terminal Server desktop.
@ Alt+Ins Switches running tasks.

w Alt+PgUp/PgDn  Brings up a small window with icons representing the run-
ning applications and lets you switch between them. This is equivalent to the
Alt+Tab hotkey used with Windows NT.

Logon Information i

© 1931~ 1998 Microsoft Corp, Al rights aserved.
“Thits product is protected by L5 and

Figure 9.3 Terminal Server Logon Information screen.
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m Ctrl+Alt-End  Displays the Windows NT Security dialog box. From the
Security dialog box, you can change your password, launch Task Manager, log
off, and more.

® Ctrl+Alt+Break Switches the Terminal Server client between full-screen
and window mode. In window mode you can adjust the window size or
minimize it.

Changing Passwords, Logging Off, and Disconnecting

In the Windows NT Security dialog box shown in Figure 9.4, you have several impor-
tant options available, such as the ability to change passwords, log off of the system, or
disconnect. With NT Workstation 4.0, you would normally press Ctrl+Alt+Del to get
to the Windows NT Security dialog box. However, because Ctrl+Alt+Del is used for
special purposes by the Windows operating system that your client is running on top
of, you cannot use it to access the Windows NT Security window of the client.

Instead, there are two other ways to access the Security window. The first way is by
using the Ctrl+Alt+End shortcut, as shown in the previous section. The second way is
by selecting Windows NT Security from the Start menu.

After you have reached the Windows NT Security dialog box, your options are as
follows:

® Change Password This is quickest way to change your password and the way
you should show users. When you change the password from the Windows N'T
Security dialog box, you will also be prompted to change the passwords for the
other systems you are currently logged on to. For example, if you are logged on
to a NetWare server inside a Terminal Server session, you will be prompted to
change both your Terminal Server and NetWare passwords.

® Lock Workstation To prevent unauthorized access to your Terminal Server ses-
sion while you are away, you can lock the workstation by clicking the Lock
‘Workstation button from the Security dialog box before you leave. To unlock
the screen and return to your desktop, you need to either enter your username
and password or that of a member of the Administrator group.

Figure 9.4 The Windows NT Security window.
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® Task Manager You can use the Task Manager to either view or end currently
running applications or processes. Nonadministrators have access only to their
own applications and processes, whereas administrators can view or end any
application or process running on Terminal Server. The Ctrl+Alt+End key
sequence is very useful. Suppose you have a process or application that has
seemingly locked up your session. By pressing Ctrl+Alt+End and selecting the
Task Manager, you can end the troublesome application and continue working.

m Logoff This allows you to log off the system.You can also log off by selecting
Logoft from the Start menu. Logging off will close all running applications and
end your session on the server.

@ Shut Down If you are 2 member of the Administrator group, you will see the
Shut Down button in the Windows NT Security dialog box, as shown in Figure
9.4. By clicking the Shut Down button, you are shutting down the entire server.
Beware that this command will forcefully log oft all users. If users have applica-
tions open, they will lose what they are working on.

@ Disconnect 1f you are not part of the Administrators group, you will see the
Disconnect button instead of the Shut Down button shown in Figure 9.4. By
clicking the Disconnect button, you will be disconnected from your session run-
ning on the Terminal Server. Disconnecting from the server allows you to exit
the server yet still keep your applications open and running. The next time you
connect you will be returned to your old desktop just as you had left it, with all
your applications and documents still open.

The Client Connection Manager

So far, you have been using just the Terminal Server client to connect to your
Terminal Server. The client requires that you perform several steps to attach to your
server and run an application. When you are familiar with what it takes to log on to
the server, you will probably want to use the Client Connection Manager instead.

The Client Connection Manager allows you to define connections and create
shortcuts, which automate the process of logging on and running applications on your
server. For example, with Client Connection Manager you can create an icon on a
user’s desktop that automatically logs on to the Terminal Server in full-screen mode
and runs Microsoft Word.

Real-World Tip: Shutting Down the Server

Although the server is normally shut down from the console, you can also open a remote Terminal
Server session and shut the server down. This can be useful for remotely restarting the server. Be sure to
select Shutdown and Restart and not just Shutdown; otherwise you will need to go to the server con-
sole to bring the server back up.




144 Chapter 9 Installing Clients

The following instructions explain how to set up a connection to your server or to
an application running on it, and how to create a shortcut to it:

1.

8.

Open the Client Connection Manager from the TS Client group for the 16-bit
client; or from Start menu | Programs | Terminal Server Client folder for the
32-bit client.

In the Client Connection Manager main window, select New Connection from
the File menu to create a new connection.

Fill in the Description for the connection and the Server name, and then click
Next.You can substitute the IP address of the server for the server name if you
want to.

If you want the connection to automatically log on to Terminal Server, select
Automatic Logon and enter the username, password, and domain name for the
user account to log on with, and then click Next.

Select the screen size you want for the Terminal Server session. Select Full
Screen to have the connection automatically start at full-screen resolution. Select
Low Speed Connection for additional compression for this connection. When
you are finished, click Next.

If you want Terminal Server to launch an initial program after the user logs on,
select Program File Name, enter the name of the program executable, and enter
the working directory for the program. When you are finished, click Next.

If you want to change the connection icon, click Change Icon and select the
icon from the browse window. Select from the drop-down list the Program
Group that the icon will be placed in, and then click Next.

Click Finish to create the connection.

After your connection has been set up, it will be listed in the Client Connection
Manager main window, as shown in Figure 9.5. You can start the new connection by
double-clicking it.

If you want to create a shortcut for the connection on the user’s desktop, right-
click on the connection icon in the Client Connection Manager window (see Figure
9.5), and select Create Shortcut on Desktop.

B

P

Real-World Tip: Disconnecting

One situation in which the disconnect feature is useful is when you move from one terminal to another.
You can disconnect from your old terminal and log on to the new one to recover your original desktop.
Disconnecting is also useful for running long processes. You can start a particular process, disconnect
from the server, do something else, and then reconnect periodically to check on the status.

It is important to remember, though, that disconnecting uses resources on your server. Your session and
all the applications you had open will remain open on the server after you disconnect, taking up memo-
ry and processing power. For more information on how to best control the ability to disconnect from
your server, refer to Chapter 6, "Creating the Connections.”
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Figure 9.5 Creating a shortcut to a connection.

Accessing Local Resources from a Microsoft Client Session

If you need to access your local hard drives or printers from a Microsoft Terminal
Server client session, you will need to share them first. If they are shared, you will be
able to establish a connection to them from within your Terminal Server session. The
following are some commonly used methods of establishing this connection:

# Browse for your workstation in Network Neighborhood and connect to either
your workstation’s shared directories or printers.

# Use the NET USE [Drive letter]: \\[Workstation name]\[Share name] com-
mand from the command prompt to connect a drive letter to your workstation
share.

# Use the NET USE LPT[n]: \\[Workstation name]\[Printer name] command
from the command prompt to connect the LPT port on Terminal Server to
your local printer.

Real-World Tip: Connect a Drive Letter to Your Workstation
If you cannot see your workstation in any browse list, you may be able to connect a drive letter to it by
using one of the following techniques:

# NET USE [Drive]: \\[IP Address of workstation]\[Share name]

@ Copy the C: \WTSRV\SYSTEM32\DRIVERS\ETC\LMHOST.SAM file to .\LMHOSTS, add an entry
to the bottom of the file with your workstation's name and IP address, and save it. Try connect-
ing a drive letter to the workstation using the NET USE command.

If you still have problems, try connecting a drive letter to the share on your workstation from the work-
~* station itself. If this doesn't work, it is likely that sharing is set up incorrectly or there is a syntax
% problem.
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Setting up workstation shares from several workstations on your network can
quickly lead to administrative problems, so you need to do this only in moderation. By
allowing users to share their hard drives and printers, you are basically decentralizing
your control of the network and putting it into the hands of users who may be
untrained in network administration. Each workstation essentially becomes its own file
and print server on a peer-to-peer network with Terminal Server. This increases the
number of servers you have to manage.

The file and print service advertisements from each workstation also can take up
considerable network bandwidth. In addition, you will likely find users who grant full
access to their critical data without realizing the security risks of doing so on a net-
work.

If you need seamless and controllable access for users’ local resources, your best bet
is to purchase the MetaFrame add-on and use ICA clients. See the ICA client section
that follows for a more detailed explanation of the differences between the two clients.

Citrix MetaFrame ICA Client

The Citrix ICA client has more features and supports many more platforms than the
Microsoft Terminal Server client does. The essential difference is the advanced capabili-
ties of the ICA protocol. Unlike the Terminal Server client’s RDP protocol, which
works only with TCP/IP, ICA can work with IPX/SPX, NetBEUI, and TCP/IP.

The following is a list of the many operating systems or platforms that the ICA
client has been written for:

& Windows NT and 95/98 (32-bit ICA client)
@ Windows 3.1 and 3.11 (16-bit ICA client)

B DOS With the DOS ICA client you can access your server with as little as
a 286!

® Java and ActiveX These Web browser-based clients allow you to run Windows
applications from a Web site. Java clients are available that can be run from any
JavaVirtual Machine that supports either JDK 1.0 or 1.1.

® UNIX platforms Versions of the client are available for most popular UNIX
platforms, including IBM, HP/UX, Solaris, SunOS, DEC, and SGI.

® Macintosh With this client you can run 32-bit Windows applications on a
Macintosh.

Note for WinFrame Administrators: Updating the ICA Client

For those who are currently have several WinFrame users on the network, users' old ICA clients will be
automatically upgraded to the latest version when they log on to your MetaFrame server. The new ver-
sion of the ICA client is compatible with both Terminal Server and WinFrame. Most importantly, all the
users' old client settings will be migrated to the new version automatically.
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The following sections cover the installation and use of the 32-bit, 16-bit, and
DOS ICA clients. The remaining clients will be covered in Part III, “R eal-World
Terminal Server and MetaFrame Solutions,” of this book.

Choosing and Installing the Network Protocol

If you are connecting to MetaFrame across a network, you should make sure the cor-
rect protocol is loaded and functional before you begin installing the ICA client. If you
will be connecting remotely by using a modem or RAS, see Chapter 15, “Terminal
Server and NetWare,” for instructions on how to set up the connection correctly.

Because the ICA client supports more protocols than the Microsoft Terminal Server
client does, you have a lot of choices to make in terms of which protocol is best for
your clients. The following is a list of all the network protocols currently supported by
the 32-bit, 16-bit, and DOS ICA clients:

m TCP/IP (the ICA client actually uses just TCP for the establishing the connec-
tion)

@ IPX or SPX

B NetBIOS (over NetBEUI)

Your choice of protocol depends mainly on your network and your clients. Most
often the best protocol to use will be TCP/IP. TCP/IP is routable and is thus an
excellent choice for both large and small networks. Most routers support TCP/IP out
of the box, making WAN connections relatively easy. TCP is also the most widely sup-
ported protocol across the various Terminal Server clients. It is the only protocol sup-
ported by the Macintosh, Microsoft RDP, UNIX, and Web clients.

If you have a network that mainly has Novell NetWare servers running [PX/SPX,
and if most of your clients already have IPX/SPX loaded, it may be better for you to
stick with the IPX/SPX protocol set for your ICA clients. This is the case especially if
you intend to install the ICA client on your DOS or Windows 3.x workstations that
already have the IPX/SPX protocol stack set up. Whereas it is relatively easy to add
new protocols to Windows 95/NT, adding new protocols to DOS or Windows 3.x
clients can be tedious. Like TCP, IPX/SPX is routable.

Real-World Tip: SPX versus IPX
Citrix gives you the choice of either running IPX or SPX to communicate with the client. IPX is a con-
nectionless protocol and has less overhead than SPX. In general, IPX is a better choice. If you are having

problems maintaining a solid connection across your network with IPX, however, or if you would rather
have a connection-oriented protocol, choose SPX instead.
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Terminal Server includes an IP stack for DOS and Windows 3.1. All you have to do
is use the Network Client Administrator utility to create a network startup boot disk
for these environments and you’ll get a disk with the necessary software to connect to
an NT server. By transferring the information to the local hard drive and changing
various configuration files to reflect the new location, you can have a DOS or
‘Windows-based computer running the Microsoft IP stack. A long, drawn-out discus-
sion of this topic here isn’t necessary; however, this method works and is free.

NetBIOS is the simplest of the protocol choices. NetBIOS can run on top of other
protocol transports, such as TCP/IP and IPX/SPX; however, with the Citrix ICA
clients, NetBIOS runs only on top of NetBEUI NetBIOS over NetBEUTI has very
little overhead, in part because NetBEUI is not routable. Because of the simplicity and
low overhead of NetBIOS, you may find that it has a slight performance advantage
over the other protocols. NetBIOS over NetBEUI can be a good choice on small net-
works, test networks, or on other networks where the inability to route the NetBEUI
protocol is not an issue.

Installing the Protocols

This section explains how to set up the protocol stack for the Windows 32-bit,
Windows 16-bit, and DOS ICA clients. For those who will be connecting remotely to
the server by using modems, see Chapter 14, “Terminal Server and Remote Access.”
Also, there is a lot of good, detailed information on connecting to the servers using
IPX/SPX in Chapter 15.

32-bit Windows Protocol Setup

No matter what protocol you will be using to connect to the server, the steps to set-
ting it up are very simple with Windows 32-bit platforms.

To bind a new protocol to an existing network adapter in Windows 95, follow
these steps:

1. Go to Start menu | Settings | Control Panel and select Network.
2. Click Add from the Network window.
3. Double-click Protocol from the Select Network Component Type window.

Author's Note: Support from Citrix

Microsoft's protocols have been thoroughly tested by Citrix and are fully supported. Many third-party
protocols will work with the ICA client; however, if you run into connectivity problems and need techni-
cal assistance, Citrix may insist that you use the Microsoft version of the protocol for them to help you
isolate the problem.

Because of the close relationship between Citrix and Novell, and because of the many Citrix customers
who are already running Novell's clients, you will also likely find good support from Citrix when using

Novell's protocol stacks.
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From the Select Network Protocol screen that appears, highlight Microsoft
under Manufacturers.

Select TCP/IP, IPX/SPX, or NetBEUI—depending on how you want to con-
nect with your MetaFrame server—f{rom the list shown in Figure 9.6, and then
click OK.

Click OK at the Network window. The protocol will now be bound to your
existing network adapters.

After the protocol files are installed, you will be prompted to restart your com-
puter.

Select Yes to restart the computer and to finish binding the protocol to your
network adapter.

To bind a new protocol to an existing network adapter in Windows NT 4.0, follow
these steps:

1.
2.

In the Start Menu, select Settings | Control Panel and then select Network.
Click the Protocols tab.

Click Add from the Protocols tab window.You will be given a list of the avail-
able protocols from Microsoft, as shown in Figure 9.7.

Select the protocol you will be using and click OK. For MetaFrame, the only
possible choices are NetBEUI, NWLink IPX/SPX, and TCP/IP.

The protocol files are now installed on your system. When finished you will be
prompted to restart the computer.

Click Yes to restart the computer and finish binding the protocol.

4™ NetBEUI Protacal
[ Microsnt 325 DLE 4 HwLink IPH/3P Compatible Transpor
‘Misrosaft DLE %" Foirk To Paint Turneling Frotacol

MelBEU) ¥ Striams Envinnment
¥ TCP/P % TCPAP Fitocal

Figure 9.6 Selecting the protocol. Figure 9.7 Choosing protocols for NT 4.
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16-bit Windows and DOS Protocol Setup

With Windows for Workgroups, setting up the network stack is relatively simple
because networking ability is built into the operating system. With Windows 3.1 and
DOS, installing a protocol stack can be much more challenging.

Windows 3.1 and DOS do not have native network stacks. Thus, you have two
choices when installing the network stacks for running the ICA client on these oper-
ating systems:

m Use the Microsoft DOS-based clients and protocol stacks provided on the
Terminal Server CD-ROM.

® Use a third-party, DOS-based protocol stack.

Your choice will mainly depend on which protocol stacks you already have in place
on your network. You will likely find that the Microsoft protocol stacks are supported
better, simply because they are included with Terminal Server and they are what most
administrators use. However, many third-party protocol stacks will work without prob-
lems with the Citrix ICA client. No matter which protocol stack you choose, you
should test it thoroughly before implementing on all your ICA clients.

Windows for Workgroups

‘With Windows for Workgroups, support for both IPX and NetBEUI protocols is
included; however, TCP/IP is not.To get TCP/IP you need to install it from the
Terminal Server CD-ROM (you can find it in the D: \CLIENTS\TCP32WFW directory).
The network driver and protocol software are installed through the Network Setup
program. For further instructions, refer to the “Installing the 16-bit Microsoft Terminal
Server Client” section earlier in this chapter.

The steps for installing the NetBEUI and IPX protocols are similar to the steps for
installing TCP/IP. Instead of selecting Unlisted Protocol, as you would with TCP/IP,
simply select either NWLink IPX/SPX or NetBEUI from the protocol list when
adding the protocol.

Windows 3.1 and DOS Protocol Stacks

You have several choices when it comes to protocol stacks for Windows 3.1 and DOS.
Which protocol stack you choose depends greatly on what is supported by your net-
work adapter manufacturer and also what protocol stacks, if any, you already have in
place. If you already have a protocol stack in place, the choice is simple: Load the ICA
client and thoroughly test it with the current protocol stack.

Author's Note: Remote-Node Access
One interesting note is that WFW includes a simple RAS client for remote connectivity that supports
only NetBEUI connections. If you already use this client for remote-node access, you can run the

MetaFrame client over this connection.
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If you are unable to get the ICA client to connect using your current protocol
stack, or if you need to install a protocol stack from scratch, there are two common
protocol stack choices: Microsoft’s and Novell’s protocol stacks for DOS. Both of these
are available for free.

Because installing and configuring a protocol stack in DOS can be tricky and sup-
port is limited, you may want to choose either the one you have the most experience
with or the one that is the most prevalent on your network.You should also check
with the manufacturer of your network adapter to ensure that the appropriate DOS
drivers are available for the protocol stack you choose. Whereas most network adapter
manufacturers have DOS drivers for both Microsoft and Novell protocol stacks, some
manufacturers have support for only one or the other.

There are two DOS clients available from Microsoft: Microsoft Client for DOS and
the LAN Manager Client for DOS. Both clients are included on the Terminal Server
CD-ROM, and both support IPX/SPX, NetBEUI, and TCP/IP.You can find the
install files for Microsoft Client for DOS v3.0 on the Terminal Server CD in
D:\CLIENTS\MSCLIENT and the install files for the LAN Manager client in
D:\CLIENTS\LANMAN. Both clients come with a limited set of supported network
adapters.

To work with other types of adapters you will need to obtain the appropriate DOS
driver from your network adapter manufacturer. Because the drivers needed for the
Microsoft client are different than those needed for the LAN Manager client, check
with your network adapter manufacturer to see which client it supports.

Novell has two DOS clients available: the 16-bit VLM client and the 32-bit client
for DOS. With the correct drivers, both of these clients can support either IPX/SPX
or TCP/IP.The 16-bit VLM client is no longer readily available from Novell. If you
have this client already installed on your network, you should have no problems mak-
ing it work with Citrix. If you will be installing the 32-bit client for NetWare, you
can download it from support.novell.com. Drivers for a large number of network
adapters are already included with this client.

If you will be using TCP/IP with Windows 3.1, you need to make sure the proto-
col stack you choose is WinSock-compliant. One of the best TCP/IP stacks to use is
the LAN Manager client for DOS that is included on the Terminal Server CD-ROM.
When you install LAN Manager, it is best to select basic support, instead of enhanced,
because it uses less memory. Also, make sure you enter the hostname under the
advanced settings and that you choose to have WinSock installed. After you have
installed the client and restarted you PC, try pinging the server.

Another option for TCP/IP is to obtain a third-party, WinSock-compliant protocol,
such as Trumpet’s WinSock. The configuration is a little complicated, but you can
make it work with Windows 3.1. Trumpet WinSock is available at
www.trumpet.com.au.
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The ICA client for DOS supports the following TCP/IP stacks:
m FTP Software’s DOS TCP/IP stack

# Novell LAN Workplace

# Microsoft’s client for DOS or the LAN Manager client

JSB also makes TCP/IP drivers that allow the ICA client for DOS to work with
several more third-party TCP/IP stacks. Out of all of these choices, you are still proba-
bly best off using the LAN Manager protocol stack included on the Terminal Server
CD-ROM. It is simple, it works, and it is free!

Installing the MetaFrame 32-bit ICA Client

Now that the protocol has been installed, it is time to install the clients. The first thing
you need to do when installing the client is to get access to the installation files. The
32-bit ICA client install files are located on the MetaFrame CD-ROM in the
D:\ICACLIENT\ICA32 directory.

There are two disk image directories there that can be copied to formatted 3 1/2-
inch high-density floppy disks for a floppy-based install. For a network-based install
you can copy these directories to your network and run the setup program from the
DISK1 directory. Another way to access the install files is to share the MetaFrame CD-
ROM from a workstation or server; in this way you will be able to access it from the
client stations.

The following instructions cover the basics of installing the 32-bit client:

1. Run SETUP.EXE from the D:\ICACLIENT\ICA32\DISK1 directory on the CD or
from disk 1 of the floppy disk installation set.

Real-World Tip: Client Creator Tool
Citrix has included a Client Creator tool for creating the floppy disks for client installs. To use it, perform
the following steps:

1. Open the ICA Client Creator tool located in the Start menu | Programs | MetaFrame Tools folder.
2. In the Make Installation Disk Set window, highlight the client you wish to create disks for.
3. Select the Destination Drive and whether you want to Format Disks.

4. Insert the first client floppy in the Destination Drive you selected and click OK.

o The program copies all necessary client installation files to the floppy or floppies.
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2. Like the Microsoft client, the installation of the ICA client is very simple. Follow
the onscreen instructions for installing the client. By default, it installs in
C:\Program Files\Citrix\ICA Client directory. At the ICA Client Name
screen, you will be prompted for your client name. By default, it chooses your
computer name. This should be adequate for most situations. This name needs to
be unique and keeps track of this connection at the server.

After the client files are copied to your computer, the installation program will cre-
ate shortcuts for the client in the Citrix ICA Client folder in the Start menu |
Programs folder. The client is referred to as the Remote Applications Manager by
Citrix.

As with the Microsoft Terminal Server client, there is not much involved in the
install. The trickiest part of the installation is generally getting the client networked
properly, which should already have been done.

Installing the MetaFrame ICA Client for Windows 3.1/3.11

You can find the 16-bit client on the MetaFrame CD in D:\ICACLIENT\ICA16.As with
the 32-bit client, you will find two disk images under this directory. These can be
copied to a location on your network or to two formatted high-density floppy disks.
The simple installation of the client itself can be done as follows:

1. Run SETUP.EXE from the D:\ICACLIENT\ICA16\DISK1 directory or from disk 1 of
the installation floppies you created.

2. Follow the onscreen instructions. The client installs into the C:\ICA16 directory
by default.

3. When you are prompted for a connection name, enter something that is unique.
Each client connecting to your server needs to have a different connection name
for MetaFrame to be able to keep track of the connections properly.

The install program will copy the client files to your computer and create an icon
for the Remote Applications Manager. The Remote Applications Manager is the main
ICA client administration tool.

Installing the MetaFrame DOS Client

The DOS client is located in the D: \ICACLIENT\ICADOS directory on the MetaFrame
CD-ROM. Of all the clients, the DOS client is one of the smallest. Here are the steps
you need to install it:

1. Run INSTALL.EXE from the D:\ICACLIENT\ICADOS directory.
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2. At the prompt asking you where you want the client installed, either press Enter
to accept the default directory of C:\WFCLIENT, or enter the install path you
want.

The program copies all the necessary files to this directory, and any settings that
currently exist are migrated to the new client.

3. Run WFCLIENT.EXE from C:\WFCLIENT to start the client.

Connecting to the MetaFrame Server

The steps for connecting to the MetaFrame server are similar for all the ICA clients.
The Windows ICA clients use an application called the Remote Applications Manager
to manage connections to the server. The DOS client uses a text-based version of this
application.

Many of the per-client settings covered in this section can also be set as per-
connection or per-user. In general, anything that is set per-connection or per-user will
override what is set up per-client. For information on how per-connection, per-user
and per-client settings relate, refer to Chapter 6.

The following examples show how to set up a connection using the 32-bit ICA
client:

1. Run the Remote Applications Manager from the Start menu by selecting
Programs | Citrix ICA Client folder.

2. At the Add a new Remote Application dialog box, select Network and click
Next.

3. Enter the name for this connection, and then select your protocol. The window
below the protocol selection will probably be blank.

4. (Server connection only) Select the Citrix server that you want to attach to by
clicking the down arrow next to the Server field. The client will begin broad-
casting on the network to get the nearest Citrix server. A list of the Citrix
servers on the network that respond will appear. Highlight the server you want
and click Next.

Real-World Tip: Entering the Server Address Directly

If you don't see your server listed, you can enter the address of the server directly. If you are using
TCP/IP, enter the TCP/IP address of the server. If you are using IPX/SPX, enter the network:node address
(for example, 101:0877789f4509). You can determine the network address and node address by using
the IPXROUTE CONFIG command on your Terminal Server console. Remember that the network num-
ber is unique not only for a segment, but also for a frame type. Make sure your client and the server are
using the same IPX/SPX frame type. For NetBIOS over NetBEUI, your only choice is to enter the server
name.
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5. (Published application connection only) If you will be connecting to a published
application instead of a Citrix server, select the Published Application radio but-
ton. Either enter the name of the published application or click the down arrow
in the field under Published Application to view the applications that have been
published on the network. When you are finished, click Next.

The next window will appear only if you selected a published application. From
this window select whether you want to View the Published Application in a
Remote Desktop Window or in a Seamless Window, and then click Next.

6. Select whether you have a fast network connection or a low bandwidth connec-
tion and click Next. This will optimize your connection settings for your speed.

7. If you want to have this connection automatically log on to the Citrix server,
enter the username, password, and domain for logon and click Next.

8. At the next screen click on Enable Sound if you want to be able to hear sounds
on your local speakers from applications running on MetaFrame. Also, click the
change button if you want to change the selected resolution or number of col-
ors. When you are finished, click Next.

9. If you want to launch an initial program when you first log on, enter the appli-
cation name and the working directory and click Next.

10. If you want to change the icon for the Remote Applications Manager or change
the group (folder) it is installed in, click Change Icon or Select Program Group.
‘When you are finished, click Next.

11. Click Finish to create the connection.

After you create the connection, your entry will appear in the list in Remote
Applications Manager. Double-clicking on the entry will launch the connection.

Differences Between MetaFrame’s and Microsoft’s Clients

After you have launched the connection that you just created and opened a session on
Terminal Server, there may seem to be little difference between the ICA client and the
Terminal Server client. For the most part this is true; however, there are important dif-
ferences between the two clients. In this section, we will discuss the main ones.

Real-World Tip: Controlling the Desktop

Setting up an initial program is good way to tighten the control of the desktop. If you set it up to
launch a particular application, that is the only application the user will be able to run. As soon as the
user exits from the application, the session will close. The initial program can also be set per-user or

per-connection. These settings will override the per-client setting created here.
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Hotkeys

The hotkeys or shortcut keys used in the MetaFrame client are different than the
keys used by the Microsoft Terminal Server client. Figure 9.8 shows the default
hotkeys for the MetaFrame client. As you can see, you can easily redefine the keys as
you need them. One of the most useful shortcuts to teach users is Ctrl+F1. This is
equivalent to the Ctrl+Alt+End keystroke with Microsoft’s client. Ctrl+F1 brings
you to the Windows NT Security window, where you can change your password, log
off, or disconnect.

Access to Local Hard Drives

It is easier to access your local resources with MetaFrame’s ICA client. By default,
when you log on, your local drives will become part of your Terminal Server desktop.
With the Microsoft Terminal Server client, you need to first share your local drives
and then connect to them in Terminal Server to access them.

Note the Client Network shown in Figure 9.9. The Client Network represents
your local resources. This is how automatic mapping to your local drives works. When
you log on with the ICA client, Terminal Server connects a drive to each of the
\\CLIENT\[drive letter]: shares.You can also manually connect a drive letter to your
local drives by using \\CLIENT\[drive letter]: UNC.

Access to Local Windows Printers

Along with drive letters, printers are also automatically mapped. The names of your
Windows printers become [Client Computer Name|#[Printer Name] in Terminal
Server when you log on.Your printers are simply added to the printers that are already
defined on the Terminal Server. If you want to print to your local printer, you simply
need to select [Computer Name]#[Printer Name] from the printer list in any applica-
tion. Also, the default printer becomes whatever your default printer was.

Figure 9.8 MetaFrame’s default hotkeys.
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Figure 9.9 Local (Client) Drive Mappings with the Server Drive at C:.

Access to Local Printers Using LPT ports

The LPT ports in your Terminal Server session are remapped to your local LPT ports
when you use the ICA client. What this means is that if you are using a DOS applica-
tion running on the Terminal Server, when you print from the application to LPT1,
the print job actually gets sent across the network to your local LPT1 port. This works
great for many DOS applications, but be careful about the bandwidth being used.
Every print job printed to an LPT port has to travel across the network back to the
client.

Mapping to Other Local Resources

In addition to automatically mapping your local hard drives and printers, your local
clipboard and audio capabilities are integrated with the Terminal Server desktop when
you use the ICA client. What this means is that you can copy something to the clip-

board in a Terminal Server session and then paste it into one of your local applications.

The audio feature means that applications running on Terminal Server can play sounds
on your workstation’s speakers.

Running DOS Applications Full-Screen

You may be surprised to discover that you cannot run DOS applications full-screen
with any of the Windows-based clients. The only client that can run DOS applications
full-screen is the MetaFrame DOS client. If you need this capability, you need to
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either set up users with this client or adjust the font size of your DOS application
window so that it mimics full-screen size. The following steps explain this procedure:

1. Go to the Start menu, select Settings | Control Panel, and double-click on the
MS-DOS Console icon.

2. Click the Font tab.

3. Select the font and size that is larger than the default and appropriate for your
screen resolution. You should pick a size that makes the DOS window near full-
screen size. You might have to experiment a little to find the best setting.

4. Click OK to save the settings.

The next time you run a DOS application from a command window;, it will use
the new font and size you selected.



Installing Applications on
Terminal Server

WITHOUT APPLICATIONS TO DISTRIBUTE TO your users, Terminal Server isn’t of
much use. Installing applications and getting them to work correctly can be one of the
most challenging aspects of Terminal Server administration. Although most properly
written applications will run without a problem, you might need to tweak some appli-
cations for all of their features to run correctly in Terminal Server’s multiuser environ-
ment. This chapter goes into detail on what it takes to get your applications up and
running on Terminal Server.

Preparing to Run Applications with Terminal
Server

Installing and running applications on Terminal Server may seem deceptively similar to
installing and running them on NT Workstation or Windows 95, but there are some
key difterences. The key to running applications successfully on Terminal Server is
understanding the concept of application competition. Applications running on the
Terminal Server compete with other applications and users for limited system
resources. This means that if one application is taking more than its share of resources,
this inequity will quickly start affecting all applications being run by all users on the
system.
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Unlike running an application on a standard PC, many instances of the same appli-
cation can be run simultaneously by many remote users. This is where many applica-
tion problems occur. How your application keeps track of the environment for each
remote user is very important. In order for your installation to be successful, you need
to have applications that will work together well on the same system as well as appli-
cations that can run multiple instances but still keep their users’ environment settings
separate.

In the following sections, we’ll first go over the top ten guidelines for running
applications on Terminal Server. Before you install any applications, make sure you
read and heed these guidelines. Remember that application installation can be very
different under Terminal Server. Not following the guidelines can lead to many prob-
lems, even for a seemingly basic installation.

After briefly going over each of the basic guidelines, we’ll start breaking down the
most important ones in detail. This is where you’ll gain an understanding of some of
the underlying mechanics of Terminal Server application execution.

Top Ten Tips for Installing and Running Applications on
Terminal Server

The following tips go over some of the key points regarding application installation on
Terminal Server:

1. The application needs to be N'T compatible Of all the guidelines, this is one of the
most important. If your application will not run on an NT Workstation 4.0, it
will not run on Terminal Server. Always purchase the NT-compatible version of
an application, if available.

2. Use 32-bit applications for the best performance  It’s important to remember that if
you're running DOS or Windows 16-bit applications, they can suffer up to a 25
percent drop in performance. This is due, in part, to the 16-bit-to-32-bit API
translation that needs to occur in order for these applications to run. This 16-bit
translation is handled by the Virtual DOS Machine (VDM). Because each session
must load its own VDM, VDM:s can take up a significant amount of memory.
DOS applications that use polling can also further decrease performance (for
example, keyboard polling).

3. Each user needs to have a drive letter mapped to the root of a personal directory for storing
user-specific application information ~ One of the most common problems that
occurs when installing applications is making the mistake of not giving users a
place to store user-specific application information or not mapping a drive letter
to the root of this directory. Terminal Server helps handle this need by automati-
cally creating a user home directory under C: \WTSRV\PROFILES\[USERNAME]. In
this home directory, Terminal Server places a Windows directory for holding
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user-specific application information, such as INI files. As an administrator, you
need to make sure a drive letter is map-rooted to this directory in the logon
script, as shown in Chapter 8, “Using Logon Scripts.” You can then use this
drive letter for user-specific application settings.

Standardize on a home directory drive letter ~ This makes it much easier to resolve
application problems in a multiuser environment. If an application needs to store
user-specific data, point it to the user’s home directory. Because the drive letter
is the same for all users, this will always be a unique location for each user using
the application.

The home directory should also be mapped to the root of the user directory
using the SUBST command in the logon script, as shown in Chapter 8.

. Always install Windows 16-bit and 32-bit applications in user global mode  This key
difference in installing applications on Terminal Server is probably one of the
most difficult to understand. The user global mode can either be entered with
the CHANGE USER /INSTALL command or by installing the application through
the Add/Remove Programs Wizard in the Control Panel. In this mode, any
changes to the INI files and Registry and any DLL files or files copied to the
‘Windows directory are redirected by the operating system and kept track of at a
central location. When the user opens the application for the first time, these
changes are propagated to their own home directory and Registry settings. If
this does not seem to make much sense, just remember that the operating system
needs a way to keep applications separate; user global mode is one way that
Terminal Server does it.

. Run applications locally when practical ~Applications can be run off of remote
servers, but for the best performance, try to run them locally instead. On the
other hand, beware of running processor-intensive applications locally, such as
Back Oftice products. If you need to give your users access to a
client/server—style application, run the client piece locally and the server piece
on another server so that its processing does not deteriorate the performance of
Terminal Server.

Create an APPS directory on your server, map an application drive letter to
the root of it, and install your applications in it using the application drive let-
ter. Whether you decide to run your applications locally or remotely, always
install and run them from the same drive letter. If you’re running the applica-
tions locally, use the SUBST command in the logon script to map your applica-
tion drive letter to the root of the local application directory (for example,
SUBST S: C:\APPS). If you're running your applications from a remote server, use
the NET USE [application drive letter]: \\[server]\[application share]
command in the logon script to map the application drive letter to the root of
the application share. Keeping all your apps together under a single APPS directo-
ry makes administration easier.
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7.

10.

Control access to your applications and their data using local groups and put global groups
into the local groups By default, the Everyone group will have access to every-
thing under your APPS directory. When you install a new application directory,
first create a local group for the application’s users (for example,
SERVER1_OFFICE97_USERY). Install your application into this directory in
user global mode, logged in as an administrator. Using NTES security, remove
the Everyone group from the permission list and add the Administrator group
and the Local Application group. Create and add the Global Application group
(for example, DOMAIN1_OFFICE97_USERS) to the member list of the Local
group. With this setup, only administrators and members of the Global
Application group will have access to this application. Controlling who has
access to what application makes licensing administration easier and gives your
server greater security. If you want to know how many users have rights to run
the application, simply look at the membership list for the group. For easier
administration, you may want to create one Local Application group for the
applications that most of your users need access to, instead of creating a separate
group for each application.

Use common program groups to distribute applications  If you want to distribute a
single application to everyone, first install it in user global mode and then add its
icon to a common program group. Icons in the common program groups will
be seen by all users in their Start menus. By default, many applications store all
their icons in common program groups. To edit the list of icons or to add an
icon to a common program group, right-click the Start button and select All
Users.

Keep data and applications separate  This is a general guideline that’s a good idea
for most operating systems. Keeping data and applications separate helps simplify
backups, drive storage arrangement, and security. Application programs are gen-
erally static, but the user data is generally dynamic. Because user data is changing
all the time, it needs to be backed up daily. Applications, on the other hand, may
only need to be backed up weekly. Also, in general, user data requires read/write
access, and applications require only read access. If a user is given read/write
access to a directory that contained both applications and data, he or she can
delete or overwrite critical application files. By keeping user data and applica-
tions in separate directories, you can more easily address the different backup
and security requirements for these two types of information. Also, keeping user
data on a separate server works well for load balancing, because users will have
access to their data no matter which load-balanced server they’re using.

Test, test, test, and then test again  Last, but definitely not least, always test your
applications thoroughly before implementing them widely. A good idea is to
create two application test users. Make them a member of the same groups as
the users who will be using the application. After installing the application as
administrator in global mode, logon as the application test user. Check the
following:
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@ Did the INI changes, DLL files, and Registry settings get propagated
properly to the home directory and user.dat file? If not, you may have
forgotten to exit global mode before logging out. Before you install the
application, enter user global mode with the CHANGE USER /INSTALL com-
mand; after it’s installed, return to user-specific mode using the
CHANGE USER /EXCECUTE command.

® Is the icon readily available in the Start menu? If not, you may need to
add it to a common group so that the application user can see it. For
more ideas on putting icons onto the users’ desktops, see Chapter 12,
“Administering the Desktop and Server.”

@ Do all the features of the application work correctly? It’s important to test
all features thoroughly. Be on the lookout for features that have user-
specific settings, such as colors.

Open up a second connection to the terminal and log on as the second
test user. Change as many user-specific settings as you can; then with
application test user 1, exit out of the application and enter it again. Do
the user-specific settings for test user 2 affect test user 1’s settings?

For more information on troubleshooting application problems, see
“Troubleshooting Application Problems,” toward the end of this chapter.

Using Home Directories to Keep Applications Separate

Home directories are meant to keep user-specific application information separate. In
the following sections, you’ll learn how this occurs with Terminal Server by walking
through a typical installation. In this example, you’ll install the applications in user-
specific mode, which is the default mode. Normally, you want to install applications in
user global mode. In the next section, we’ll go over why.

Real-World Tip: Testing Applications

The importance of testing your applications before implementing them cannot be overstressed with
Terminal Server. You'll probably find application implementation to be one of the most challenging and
sometimes frustrating aspects of Terminal Server administration.

Keep in mind the concept of application competition. If you implement an application that overtaxes
your server's resources, it will affect all the users of the system.

One good method of testing your application's use of resources is with a utility called WinBatch, which
is a Windows macro recorder. With WinBatch, you can simulate user interaction with the applications
running on Terminal Server. By setting up several sessions, each running the WinBatch macro to simu-
late user interaction, you can simulate how your application will behave with multiple users. WinBatch

is available at www.winbatch.com. See Chapter 13, "Measuring Performance,” for details.
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If you want to follow along with the example, pick out a Windows application
from your CD-ROM collection. For this example, the 16-bit Visual Basic runtime files
are used. These are available from many shareware sites, including www.shareware . com.
The filename is vb40016.zip. The focus here is on how Terminal Server acts during an
application installation and how home directories are used by Terminal Server to keep
application settings separate.

Creating the Home Directory

First, before installing any applications on your server, you need to ensure that your
home directories are set up properly. By default, Terminal Server creates home directo-
ries for your users under C: \WTSRV\PROFILES\[Username] when they log on for the
first time. Terminal Server will also automatically grant only the user, administrator
group, and system account access to this directory, and it will create a WINDOWS and
WINDOWS\SYSTEM subdirectory. These subdirectories are very important on Terminal
Server, because they’re where user-specific application files will be kept.

For some, these default settings may not be adequate. You may instead want to put
your user home directories on another server. This is especially important to do if your
servers are load balanced. In a load-balanced situation, your users may log onto the
network using any of the load-balanced servers. No matter which server they log on
from, their home directories should remain the same so that their application settings,
which are stored in their home directories, also remain the same.

To set up a home directory on another server, you would normally create a USER
share on that server. When you create your user, you enter \\[Servername] \USER\
SSUSERNAMESs for the path to the user’s home directory in the User Profile dialog box, as
shown in Chapter 7, “Creating Users and Groups in Terminal Server,” in the “Home
Directories” section. When you add this user, Terminal Server creates a home directory
for the user in the \\[Server name]\USER share, using the user’s name (SUSERNAVES).
For example, if the user’s name is JSMITH, Terminal Server would substitute JSMITH
for the %USERNAMES variable and create a home directory called JSMITH in the
\\[Server name]\USER share. As with the default local home directories, Terminal
Server will automatically grant, if possible, only the administrator and the user access
to this directory. It will also create the WINDOWS and WINDOWS\SYSTEM subdirectories for
user-specific application settings.

The following steps walk you through creating a typical user named John Smith;
this user will be referred to throughout the following sections. The default home
directory location will be used. Here are the steps involved:

1. Log on as Administrator and run User Manager for Domains from Terminal
Server. User Manager for Domains is located in the Administrative Tools folder
in the Start menu’s Programs folder.

2. Select New User from the User menu at the User Manager main window.
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In the New User window that appears, fill in JSMITH for the username, John
Smith for the full name, and Example User for the description.You can fill in
an arbitrary password if you want. When finished, click Add.

Log out and log back on as JSMITH.

When you log on to Terminal Server as JSMITH for the first time, Terminal Server
does four things automatically. First, it creates a profile directory for JSMITH under
C:\WTSRV\PROFILES and copies the contents of the C: \WTSRV\PROFILES\Default User

dire
dire

ctory to JSMITH’s profile directory. Second, because you did not specify a home
ctory location when setting up John Smith, TS assigns the default home directory

location (C:\WTSRV\PROFILES\[USERNAME]) as John Smith’s home directory. Third, TS
creates the WINDOWS and WINDOWS\SYSTEM directories under the
C:\WTSRV\PROFILES\JSMITH directory. Finally, TS removes the default Full Access by

the

Everyone group from the JSMITH directory’s access control list and replaces it with

Full Access for the user, the local administrator group, and the system account.
You can verify that these steps occurred by taking a look at the C: \WTSRV\PROFILES

dire

ctory to ensure that the JSMITH directory was created. Also notice the WINDOWS and

WINDOWS\SYSTEM directories that were created in the JSMITH directory. Had you
assigned John Smith a home directory when he was created, Terminal Server would
have created that home directory and the Windows subdirectories as soon as you had
clicked Add. When you logged in as JSMITH, only the profile directory would have
been created. The home directory would have remained where you assigned it.

Real-World Tip: Mapping Your Home Directory

Be careful to use a high drive letter so that it won't be overwritten by local drive mappings. When NT
logs a user on, it first connects to any static mappings, including what you set for the home directory.
Next, it starts a process to run the logon script. At about the same time, MetaFrame starts a process to
map the user's local drives to Terminal Server. You can use the NET USE and PAUSE commands in your
script to troubleshoot mapping problems.

Another technique is to use a Novell server for your home directories. Because there's a Map Root
option in the Config window, this can be a handy technique. NT will automatically map-root the drive
you specified in the Terminal Server window to the NetWare Server. You'll need long filenames enabled
on the Novell server and bindery context set if you're using 4.x. For more information on integrating
with NetWare, see the chapter on it.

For more adventurous souls, Microsoft's new DFS (Distributed File System) technology offers some inter-
esting possibilities when it comes to home directories. For one, it supports map roots! For information
on this technology, visit Microsoft's Web site and do a search on DFS. Until this technology is tried and
tested thoroughly, though, tread with care.
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Mapping a Drive Letter to the Root of the Home Directory

Mapping a drive letter to the root of your users’ home directories is a very important
step. This drive letter will be referred to as the home directory drive letter. Often,
applications need a directory where they can store user settings. When providing the
directory path for an application’s user settings, use a directory under the home direc-
tory drive letter. Although the home directory drive letter is the same for all the users,
the location is unique for each user because it points to the user’s personal home
directory. In this way, you can have several users working in the same application and
all of the application’s user-specific settings are kept separate. Take, for example, a
word-processing application. One of the user-specific settings might be the location of
the users’ documents. In this example, suppose your home directory drive letter for
your users is W.To set up this application to work properly in a multiuser environ-
ment, you might enter W: \DOCS for the location of the users’ documents. When the
users log on and use the application, their document directories will be \DOCS under
their personal home directories; therefore, each user’s document directory will be sepa-
rate.

‘When choosing a drive letter for the home directory drive letter, you should
choose something high in the alphabet so that there’s no chance it will conflict with a
local drive letter.

For this example, we’ll assign W as the home directory drive letter for the server. If
set up correctly, this drive letter will automatically be mapped to the root of John
Smith’s home directory by the USRLOGON.CMD logon script when he logs onto the
Terminal Server. The easiest way to set up the home directory drive letter with
Terminal Server is to use the CHKROOT.CMD command file that’s part of the application
compatibility scripts. The following example shows how to do this (for more informa-
tion, refer to Chapter 8, where application compatibility scripts are covered in detail):

1. Log on as Administrator and run the CHKROOT.CMD command file located in the
C:\WTSRV\Application Compatibility Scripts directory from the command
prompt. It will create a ROOTDRV2.CMD command file and bring up Notepad in
order for you to edit it.

2. In the Notepad window, fill in W: for the root drive for the SET command so
that the line reads Set RootDrv=W:.

3. Select Save from the File menu to save ROOTDRV2.CMD to the
C:\WTSRV\Application Compatibility Scripts directory.

4. Log out and log back on as JSMITH.

Setting the RootDrv variable to W: and creating the ROOTDRV2.CMD file will set the
home directory drive letter to W for any user who logs onto this Terminal Server. This
is done through the USRLOGON.CMD logon script located in C: \WTSRV\SYSTEM32. This
logon script is run for every user who logs onto Terminal Server, as discussed in
Chapter 8. The USRLOGON.CMD file will check whether ROOTDRV2.CMD exists, and if it
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does, USRLOGON.CMD will map the RootDrv drive letter (W) defined in this file to the
root of the user’s home directory. Use the following command:

SUBST %RootDrv%s %HomeDrive%%HomePath%

To check that this occurred for John Smith, open Explorer. You should see a W
drive in Explorer that is mapped to the root of John Smith’s home directory
(C:\WTSRV\PROFILES\JSMITH).

Watching Home Directories in Action

Now that the home directory has been set up properly, it’s time to install an applica-
tion and watch how home directories are used by Terminal Server for storing user-
specific information.

Applications can be installed in one of two modes: user global or user specific.
Unless you have a specific reason for not doing so, all applications should be installed
on Terminal Server in user global mode. The differences between these modes are as
tollows:

w  User global mode This is a special application install mode that helps applications
work correctly in a multiuser environment. When an application is installed in
user global mode, Terminal Server records what changes the application makes
to the user Registry in a special location. When users log on and use the appli-
cation, these recorded user Registry changes are propagated to the user’s
Registry. User-specific application files, such as INI files and settings files, are
also copied to the Windows directory in the user’s home directory. By installing
applications in user global mode, you help ensure that user-specific application
settings will be kept separate for each user. Applications installed in user global
mode only need to be installed once for all your users because the user-specific
changes that the application makes will be propagated to each user as the user
logs on and runs the applications.

m User-specific mode  In user-specific mode, an application is installed for use only
by the user who installed it. User Registry changes are not recorded centrally;
only the user who installed the application will receive the user Registry
changes for that application. The application also installs its user-specific files in
the user’s home directory. Any other user who attempts to run this application
will not have access to these files. An application installed in user-specific mode
needs to be installed once for every person who needs to use it. This means that
if you have 50 users who need access to a new application, you’ll need to install
the application 50 times, once for each user (if you choose to use user-specific
mode).

As you can see, user global mode is a more efficient means of installing applications
in a multiuser environment. You’ll learn about the differences between these to modes
in much more detail in “User Global Mode Versus User-Specific Mode,” later in this
chapter.
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Now it’s time to see what we've discussed in action. In the following example,
we’ll install Outlook 97 in user global mode. We’ll then log on as John Smith and
watch how Outlook 97’ application files are propagated to his home directory.

First, take a look at Figure 10.1, which shows John Smith’s home directory before
Outlook 97 is installed. Note that the contents of the home directory are directly
under the W drive, which is the home directory drive letter. W was mapped to the
root of C:\WTSRV\PROFILES\JSMITH by the USRLOGON.CMD logon script when John
Smith logged on.The W: \WINDOWS directory, shown in Figure 10.1, contains only two
files: the SYSTEM. INI file, which was propagated here from the system directory
(C:\WTSRV) when John Smith logged on, and the INIFILE.UPD,a file used by Terminal
Server to keep track of INI file updates.

Before you continue, note that this example is intended only to demonstrate how
user global mode works. (For the latest installation procedures for Outlook 97 on
Terminal Server, always refer to Microsoft’s Online Support.) Here are the steps:

1. Log on as Administrator.

2. Change to user global mode by executing the CHANGE USER /INSTALL command
from the command prompt.

3. Install Microsoft Outlook 97 according to the installation instructions provided
by Microsoft. If you do not have Outlook 97 but you still want to follow along,
pick out one of your 32-bit apps and install it.

4. Once the installation is finished, switch back to user-specific mode by typing
CHANGE USER /EXECUTE at the command prompt.

5. Log out and log back on as JSMITH and run Outlook 97. Remember that for

some applications, you may have to move their shortcuts to the common folders
in order for other users to be able to see the shortcuts.
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Figure 10.1  The “before” shot of the user home directory.
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While you were installing Outlook 97 in user global mode, several things
happened:

@ All changes to the HKEY_CURRENT_USER Registry were copied under
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
WindowsNT\CurrentVersion\TerminalServer\Install\Software.

mw All changes to the HKEY_LOCAL_MACHINE Registry were copied under ..\MACHINE
of the same key.

® When the application requested the location of %SYSTEM_ROOTS, it was given the
Terminal Server system directory. In other words, any INI files or DLLs were
copied to the central system directory.

The next section explores these changes in more depth. For now, however, look
under John Smith’s home directory. Figure 10.2 shows John Smith’s home directory
after Outlook 97 was installed by the administrator and then run by John Smith for
the first time.

User Global Mode Versus User-Specific Mode

The preceding example works great if you're installing an application for a single user.
However, what if you had 50 to 100 users who all needed a new application? How
would you install an application so that all users had their own INI files, Registry set-
tings, and DLLs? Well, either you could install the application for each user one by
one using user-specific mode, or you could install it once by using user global mode
and the user-specific files will be distributed automatically.

Before we go into the technical details of what user global and user-specific modes
actually are, we need to discuss the Registry and how it’s used in Windows NT. This
discussion will be very important for understanding how applications work with
Terminal Server, as well as for troubleshooting application problems.
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Figure 10.2 The “after” shot: Outlook files are propagated to the user’s home directory.
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The Registry and Terminal Server

In order to effectively administer Terminal Server, especially on a large scale, you need
to gain some intimate knowledge of the inner workings of the Registry. What you
really need to understand is how your applications use the Registry.

For those not familiar with the Registry, it’s simply a central database for keeping
operating system and application settings. Every time you change the wallpaper on
your desktop, install a new piece of hardware, or change a setting in a control panel,
you’re saving your changes in the Registry. The Registry is mainly used by Windows
32-bit applications, although some Windows 16-bit applications are able to write to it.

In order for the information in this section to really sink in, open up the Registry
on your Terminal Server using REGEDT32.EXE and follow along.

When you first open the Registry on NT using REGEDT32.EXE, the following five
Registry keys pop up:

# HKEY_LOCAL_MACHINE Settings that apply globally.

® HKEY_CURRENT_USER  Current user’s user-specific settings.

® HKEY_USERS The currently cached user keys, including the .DEFAULT user key.
The .DEFAULT user key is also called the system default profile. This key controls
the settings, such as the wallpaper and colors, you see when you first log onto
Terminal Server.

B HKEY_CURRENT_CONFIG  Alias to a location in HKEY_LOCAL_MACHINE (hardware
profiles).

® HKEY_CLASSES ROOT  Alias to another location in HKEY_LOCAL_MACHINE (file
extensions).

Out of these five keys, only two are of importance to you when administering
Terminal Server: HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER. The rest of the keys are
merely pointers (or aliases) to sections of these two main keys. Because they are aliases,
they don’t contain anything new. To avoid confusion, minimize all the keys except
HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER.

Author's Note: Warning!

Never make any changes to the Registry unless you know exactly what you're doing as well as what
effects it will have. Simply browsing the Registry is necessary to gain an understanding of how your
applications interact with Terminal Server and will not hurt it. On the other hand, if you need to make
changes to the Registry to solve an application problem, make sure you document the changes and test
them on a test platform first. Improperly changing the Registry can disable your server, thus requiring a

reinstall.
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What Is HKEY_LOCAL_MACHINE?

HKEY_LOCAL_MACHINE is the most critical system Registry key. This key contains config-
uration data for the system as a whole. If a setting applies to all the users and not just
one, it belongs in HKEY_LOCAL_MACHINE.You'll find information about device drivers,
hardware resources, file extensions, network settings such as machine name, and much
more. A complete coverage of all the keys in HKEY_LOCAL_MACHINE could fill a book on
its own! We’ll only be covering the most relevant ones here.

The most important thing to remember about HKEY_LOCAL_MACHINE is that any
settings in here affect all your users. If your application stores any settings in
HKEY_LOCAL_MACHINE, they will apply for everyone who uses the application. Properly
written applications only put global parameters under this key. One of the problems
you may encounter with Terminal Server is applications that store user-specific settings
under here and not global settings. For example, if you have an application that stores
its color scheme in HKEY_LOCAL_MACHINE, every time someone changes his or her col-
ors, it will affect all the users of the application. There are ways to detect and prevent
problems like this, however, which we’ll cover in a bit.

With Terminal Server, you need to be concerned mainly about the settings under a
single key—the SOFTWARE key. Under this key you’ll find several subkeys. Here are the
most pertinent ones:

m Classes This contains mainly file extensions and their associated applications.
For example, when you click a text file in Explorer, it automatically opens
Notepad. This is due to the settings under this Registry key. Many new applica-
tions will make changes to Classes when they install in order for their exten-
sions to be registered. For example, when you install Excel, it will add a key
under Classes for .x1s, the extension for Excel spreadsheets. When you double-
click an XLS file, it will open up in Excel. Because this is a global key, when
new applications extensions are installed under Classes, they are available to all
users. Common problems that can occur with Classes are extension conflicts.
One common culprit is graphics file extensions. For example, suppose you
install automated fax software that registers itself as the default viewer for several
graphic formats (GIF TIFE PCX) so that users can view and save their incoming
faxes in electronic form. A couple of months later you install a Web browser for
a couple of users, which also registers itself as a viewer for graphics formats. A
day after installing it, you start getting calls from your users saying that their
faxes now open up in the browser instead of the fax viewer! The moral of the
story: Be careful of which extensions your applications install.

@ Microsoft  Under this subkey are some of the most important keys. Any
Microsoft product, including the operating system itself, will store its global set-
tings under here. Many useful ones can be found under Microsoft\Windows
NT\Current Version.As you’ll see in a bit, this is where you’ll find the main dif-
ference between user-specific and user global modes.

171



172 Chapter 10 Installing Applications on Terminal Server

m Secure Programs will store settings under here that should only be changed
by an administrator.

@ Citrix MetaFrame keeps track of some global settings under this subkey.

Backing Up the Registry
You may be wondering in which critical file HKEY_LOCAL_MACHINE is kept. The answer
is actually several files. They all reside under C: \WTSRV\SYSTEM32\CONFIG.

With Windows NT Server, it has always been a good idea to back up the Registry
before any installation. With Terminal Server, it’s even more important. The installation
of one poorly written application can affect all your users. By backing up the Registry,
you create a back door through which you can get back to a working system.

You can back up the Registry in several different ways. Because the Registry files
are open when Terminal Server is running, you cannot use the COPY or XCOPY com-
mands to back up the files. You need a program that’s specially written to back it up.

The first and simplest is RDISK. EXE, the Rescue Disk program included with
Windows NT.You can run it from the Run command in the Start menu. With this
utility, you can either back up the Registry files to another directory
(C:\WTSRV\REPAIR) by clicking Update Repair Info or create a floppy disk with the
Registry info on it by clicking Create Repair Disk.

The second option is to use a utility called REGBACK. EXE, which is included with
the Windows NT Resource Kit. This utility is like XCOPY for the Registry. You can
back up the Registry files into any directory you want.

Of course, the safest technique is to only do installs after you've done a full system
backup using NT Backup or another backup program. Be aware that many backup
programs, such as N'T Backup, require you to manually specify that you want to back
up the Registry.

‘When you back up the Registry with any of these techniques, you’ll back up or be
able to back up both the HKEY_LOCAL_MACHINE and the HKEY_CURRENT_USER Registry
files. Be aware that on large installations, the Registry files can become very large (well
over 10MB).

Real-World Tip: The .DEFAULT key under HKEY_USERS

The .DEFAULT user key is also called the system default profile. This key controls the settings you see
when you first log onto Terminal Server. Such things as the wallpaper, screensaver, and colors used for
the logon screen can all be found under here.

The settings in the Registry are organized in a hierarchical fashion. For those not familiar with the
Registry, browsing through it is a lot like browsing through a file system. Instead of the folders being
called directories, they are called keys. Under the keys are subkeys. Both subkeys and keys can contain
values. Values can be anything from strings to binary numbers. These values are used by the operating

system and applications to store their settings.
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What Is HKEY_CURRENT_USER?

HKEY_CURRENT_USER contains settings that only apply to the user who is currently
logged on. If an application needs to maintain a setting for this user only (such as the
location of his or her document’s directory or preferred text colors), that setting
belongs here. The most important thing to remember about HKEY_CURRENT_USER is that
it applies to one user, and one user only. If you log out and log back on as a different
user, the system will load the HKEY_CURRENT_USER key for the new user.

The HKEY_CURRENT_USER key is actually stored in the user’s profile directory, in a file
called ntuser.dat (see Figure 10.3). By default, the user profile directories are under
C:\WTSRV\PROFILES, under the user’s name. The ntuser.dat file is stored in that user’s
profile directory. Chapter 12 covers profiles in depth, but for now, you need to be
aware that every user has his or her own profile directory to keep track of user-
specific information.

Several keys under HKEY_CURRENT_USER are of concern to you as a Terminal Server
administrator, but, as with HKEY_LOCAL_MACHINE, the primary one of concern is the
SOFTWARE key. The following is a list of the main keys under HKEY_CURRENT_USER and
what they’re for:

® AppEvents This one sounds more important than it really is. This key keeps the
associations between sounds and Windows events. For example, when Windows
starts up and you hear a startup sound, it’s because of a value in a subkey here.

® Console In this key are the default options for the DOS command console.
You can change these settings by going into Control Panel and selecting
Console. Remember that these settings affect the current user only.

® Control Panel Just about every user-specific setting you can change with
Control Panel is under this key, including color scheme, mouse settings, interna-
tional settings, cursors, accessibility settings, and more.
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Figure 10.3 The ntuser.dat file in the user profile.
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® Environment Here’s where the user’s environment variables, such as the PATH
variable, are kept.You can control these variables by going into Control Panel
and selecting System | Environment. Environment variables can also be set with
AUTOEXEC .BAT and AUTOEXEC.NT, as you’ll see when we cover integrating DOS
applications.

® Keyboard Layout This controls which input locales and keyboard layouts are
currently loaded.You can control these through Control Panel by selecting
Keyboard | Input Locales.

® Network and UNICODE program groups The Network key was used to store per-
sistent connections. Neither of these keys is used any longer with Window NT
4.0.

m pPrinters  Under this key, you'll find the settings for the user’s currently
installed printers.

@ Software Out of all the branches, this is where you’ll probably spend most of
your time. The Software branch is where your applications keep their user-
specific settings. Traditionally, you can find a key by the name of the application’s
publisher under this branch, which contains all the applications’ user-specific set-
tings. Under here, you’ll find the Microsoft branch. Under the Microsoft
branch are Registry settings for all the Microsoft applications on the server,
including the operating system itself.

Real-World Tip: SIDs

You may be wondering what the long number is at the root of your key under HKEY_USERS (remember,
HKEY_USERS contains the currently cached user Registries along with the . DEFAULT Registry). The
number is your SID, a unique number assigned to your user ID. Just about everything NT does or stores
that pertains to your user ID is referenced by SID (your profiles and your user Registry).

There are occasions when it is useful to know what the SID is for you or someone else. One example of
this is cloning. There are several cloning utilities on the market which allow you to clone machines'
entire hard drives to other machines. This is great for large rollouts. Unfortunately you also duplicate
the SIDS, causing havoc on peer-to-peer networks, if two users with the same SID try to access a shared
resource. There are SID generators provided by many of these cloning software publishers. Being able to
view the SID is one practical way of making sure the SID generators are working.

There are a couple of ways to obtain the SID. First, and most crudely, simply log on as the user and find
the user's Registry under HKEY_USERS (it will be under his or her SID). The second way is to use the
GETSID utility, available in the NT 4.0 Resource Kit. Basically, you specify the server name and user-
name, and the utility gives you the SID for that user.

Keep in mind that SIDs are unique and do not rely on the username. In other words, if you have to re-
create a user who was deleted (such as after a reinstall or recovery), the SID will be different. This
means that any setting that referenced the original user's SID will not apply to the new user, even
though the username is the same.




User Global Mode Versus User-Specific Mode

W Windows 3.7 Migration Status Keeps track of the INI and GRP conver-
sions. This key is only used if youre doing an upgrade of a Windows 3.x install.

What Is User Global Mode?

You now understand what HKEY_LOCAL_MACHINE is for (global settings) and what
HKEY_CURRENT_USER is for (user settings). Now that you understand the importance and
function of the Registry, the groundwork has been set to discuss user global mode.
User global mode is the main mode in which you should be installing applications on
Terminal Server. First, we’ll discuss in detail the differences between user-specific and
user global modes. We'll end the section with a practical example, by installing
Microsoft Outlook 97.

Remember from the discussion of user-specific mode that an application’s Registry
settings are applied normally (see Figure 10.4). Any files that the application tries to
write to the WINDOWS or WINDOWS\SYSTEM32 directories are redirected to the installing
user’s home directory. After you're finished installing an application, you’ll see the
application’s new DLLs and INI files in your home directory.

In user global mode, applications are installed difterently. The first difference
between user-specific and user global modes is that the Registry settings that the
installation makes are put here:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\Current Version\

Terminal Server\Install

All changes that an application makes to HKEY_CURRENT_USER are put here. If the
applications make changes to HKEY_LOCAL_MACHINE, they are kept under the MACHINE
key, in this location.

The second difference between user-specific and user global modes is that any files
written by the application to WINDOWS or WINDOWS\SYSTEM32 are not redirected to the
user’s home directory.

Note to WinFrame Administrators: Central Registry Collection Key

For the most part, user global mode and user-specific mode work the same between WinFrame 1.6/1.7
and Terminal Server. However, you should realize that the location of the central Registry collection key
has changed from HKEY_LOCAL_MACHINE\Software\Citrix\Install to
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\Current Version\Terminal
Server\Install. When we get into the discussion on advanced application Registry settings, you'll
notice that the central Registry collection key has also moved to ..\Terminal Server instead of
LA\Citrix.
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HKEY_LOCAL_MACHINE
H HKEY_CURRENT_USER

E}@ profiles
7}{2] administrator
app.installer

Registry
Changes

Application
Installation

INIs, DLLs, and
other system files

Guest

3 Jsmith
2R ] ncows|

@ system

User’s Personal
Windows Directory

User-Specific Mode (CHANGE USER/EXECUTE)
Applications make changes only to the current user’s registry. Terminal Server
reports the user’s personal Windows directory as the system Windows directory to
the application. Thus files are copied to it instead of to the system directories.

Figure 10.4 How user-specific mode works.

At this point, you might be wondering how you’ll get the application to work cor-
rectly for all users if all the application system files are put centrally and all the
Registry changes are kept in a special location? The answer is through automated
Registry and system file distribution. This is the magic by which Terminal Server is
able to distribute an application’s user-specific files to all its users. When a particular
user runs the application, and the application accesses one of its user Registry keys, the
entire key is copied to the user’s HKEY_CURRENT_USER key. When the application access-
es a machine Registry key, it’s copied to HKEY_LOCAL_MACHINE. If the application tries
to access an INI file or DLL, it’s first copied to the user’s home directory. In this way,
the application’s user-specific files and settings are automatically distributed to its users.
To reinforce this concept, take a look at Figure 10.5.

With user global mode, application installation is a two-step process:

1. Enter user global mode by typing the command CHANGE USER /INSTALL and
install the application. Terminal Server now “collects” all the application’s settings
and system files. With some applications, which create these files and settings

when they are first run, you need to open the application once in user global
mode.

2. After the application is installed, use the command CHANGE USER /EXECUTE to
return to user-specific mode. This is the normal mode your users need to be in
to run the application. In this mode, the settings and system files that were col-
lected will be distributed to your users. When the users run the application and
access these files or settings, they are copied to their home directories and
Registries.
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Step 1 - Collection Step 2 — Distribution
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User-Global Mode (CHANGE USER/INSTALL)
1. In user-global mode, application registry changes are copied centrally. Applications
install their Windows files into the system’s Windows directory.
2. When applications are run in user-specific mode by the users, the registry changes
are copied to the user’s registry and Windows files are copied to the user’s personal
Windows directory (i. e., INI files).

Figure 10.5 How user global mode works.

Troubleshooting Application Problems

As you can see, there’s a lot going on under the surface to help applications run cor-
rectly in a multiuser environment. Even so, sometimes an application just doesn’t want
to run correctly on Terminal Server. The following sections give you the tools and
guidance you need to start troubleshooting application problems.

Real-World Tip: The CHANGE USER Command
By default, when you first log onto Terminal Server, you're in execute or user-specific mode. You can
find out which mode you're in by running the CHANGE USER /QUERY command.

When you want to install an application and you switch to user global mode, remember that this com-
mand affects every application you run. Always close your applications before changing to user global

mode and installing an application.

When you finish installing the application, you need to switch back to user-specific mode (type
CHANGE USER /EXECUTE). If you stay in user global mode and then run other applications, they will
overwrite the central Registry and INI settings for those applications. This can cause a lot of problems
that might be difficult to troubleshoot.
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Application Compatibility Scripts

Both Microsoft and Citrix do extensive application testing to ensure that the major
applications on the market will run correctly with Terminal Server. One outcome of
this testing is application compatibility scripts.

You'll find the scripts under the \WTSRV*\Application Compatibility
Scripts\install directory on your Terminal Server. The scripts are combinations of
.cmd REXX command files and .key REGINI Registry change files. In essence, the
command files are scripts you can run from the command line. The scripts, for the
most part, run the REGINI.EXE utility in order to change your application’s Registry
settings to be compatible with Terminal Server.

You can view the .cmd and .key files with a standard text editor to see how they
work. Before using them, always take a look at what they’re intended to do. Many of
the scripts use hard-coded drive letters to represent the user’s home directory. This is
where it’s important to have a standard home directory drive letter set up for your
users. If the script you need to run has a hard-coded drive letter for the home directo-
ry, replace it with your standard drive letter for your home directories.

Troubleshooting DOS Applications

So far, we’ve mainly been talking about running Windows 32- and Windows 16-bit
applications with Citrix. Remember that several limitations are imposed by running
DOS applications on Terminal Server. First, running DOS applications decreases over-
all performance significantly. Second, there limitations on screen size (see the following
list). Third, DOS applications can tax the processor and memory significantly if not
controlled properly. Even with all these downfalls, you still may have to support a
DOS application on Terminal Server. If you're going to run DOS applications, here
are several tips that may help you out:

® Full-screen versus half-screen mode The most common complaint heard with
DOS applications is that they will not run in full-screen mode; instead they only
run in a window. If you're using a Windows-based Terminal Server client, you
have no choice but to run the DOS application in a window. The only way to
make the application run in a full screen is to use MetaFrame’s DOS client. The
DOS client is simply the Terminal Server client written for DOS.

# Dual boot to the DOS-based client If your users have to run Windows, one possi-
bility is to set up the machine for dual boot. When the users need to log onto
Terminal Server, they’ll need to reboot and run the MetaFrame DOS client.

# Set an MS-DOS mode icon in Windows 95 for the MetaFrame DOS client  The
MS-DOS mode icon is a built-in feature of Windows 95. It allows you to create
an icon on the desktop for a DOS application, which will automatically shut
down and reboot the desktop into MS-DOS mode before running the applica-
tion. When the user is done with the application, a quick reboot is executed and
the user is brought back into Windows 95. In order to see this in action, first
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install MetaFrame’s DOS client. Create a shortcut on the user’s Windows 95
desktop for the WFCLIENT.EXE executable. Right-click Properties and select
Advanced from the Programs menu. Select MS-DOS Mode and change
autoexec.bat and config.sys to load the network drivers for the MetaFrame DOS
client. Now click the icon and check it out. If you did everything correctly, the
computer should shut down, restart in MS-DOS mode, and run the MetaFrame
DOS client. When you exit from the client, you should return to Windows 95.

Attempt to run the DOS mode client under Windows 95  You may have success in
running MetaFrame’s DOS mode client under Windows, especially Windows 95
with IPX/SPX or NetBEUI. Be aware that this option is not supported and has
not been thoroughly tested.

Memory overutilization  If your server slows to a crawl every time your users try
running DOS applications, there’s a good chance that they are overutilizing
memory. Certain DOS applications, in particular FoxPro for DOS, will use up
all available server memory by themselves. To check whether this is the problem,
run Windows Task Manager (Select WinFrame Security | Task Manager from the
Start menu) and go to the Performance tab (see Figure 10.6). Watch the physical
memory available and memory utilization as you run your DOS application. If
the amount drastically changes, your DOS application is the culprit.You can try
adjusting the PIF settings (see the PIF tips later in this list). Also, refer to your
application’s developers for tips on limiting the amount of memory. With
FoxPro for DOS, you can solve this problem by adding MEMLIMIT=60,4096,6144
to the CONFIG.FP file found in the FOXPROxx directory.

Processor overutilization ~ DOS applications were never designed for a multitask-
ing environment. Many DOS applications will overutilize the processor with
idle processes. There are several ways to control this problem. The first and fore-
most is to use the DOSKBD utility. You should use this utility for most every DOS
application you run. The DOSKBD utility prevents a DOS application from over
utilizing the processor by polling constantly for user input.To use the utility,
simply add DOSKBD to your \WTSRV\SYSTEM32\AUTOEXEC.NT file.

This starts DOSKBD with the default settings. These settings should be adequate for
most situations. Compare the processor utilization of the application, with and
without DOSKBD, using the Windows Task Manager. If you find you need to fur-
ther adjust the settings, type DOSKBD /? for an explanation of the settings avail-
able.

You can also try adjusting the idle sensitivity using PIF files. See the entry on
PIFs, later in this list.

Blinking cursors and other animations  If your DOS application uses blinking or
spinning cursors or any other type of animation (scrolling banners, for example),
make sure you turn them oft if possible. These animations will use up tremen-
dous amounts of processing power and network bandwidth in order to handle
all the screen updates necessary to display them.
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Windows NT Task Manager

Figure 10.6 Using Windows Task Manager to check memory utilization.

@ PIF tips  Many WinFrame administrators are used to using PIF files to control
their DOS applications. Terminal Server will support old PIF files, but it handles
PIF file settings in a different manner than WinFrame. If you have DOS applica-
tions that you need to create a PIF for, right-click the application executable in
‘Windows Explorer and select Properties. You’ll see several tabs containing many
different DOS-related PIF settings. If you change any of these settings and apply
them, Windows Explorer will automatically create a PIF file for your application
in the current directory. The following settings are the most important:

Program, Windows NT ~ Under here you can define the Autoexec and
Config files used by your DOS application. By default, all DOS applica-
tions run CONFIG.NT and AUTOEXEC.NT from the \WTSRV\SYSTEM32 directo-
ry. If you want to define a special Autoexec or Config file to be used by
your application, you need to specify it here.You should create a SCRIPTS
directory under your USER share where you keep all of your applications
batch files, Autoexec files, and Config files.

Memory  There are several settings under here to control the memory
environment for your DOS app.You can get a more detailed description
of a particular setting by pressing F1 with the setting being highlighted.

Screen, Full Screen  If you want to launch your DOS application in full-
screen mode, you need to set it here. Remember that full-screen mode
only works with the DOS-based MetaFrame client.

Misc, Idle Sensitivity ~ You may be able to use this setting to help with
processor utilization problems of your application.
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Troubleshooting Windows 16- and 32-bit Application Problems

What if you’ve followed all the tips, created your users” home directories, installed the
application in user global mode, and you're still having problems? Here are some solu-
tions to common problems running Windows 16- and Windows 32-bit applications:

® Application doesn’t run If the application doesn’t run at all, you need to step
back and do a couple of tests. First, try running the application on a Windows
NT 4.0 workstation. If it doesn’t work on the workstation, it will not work on
Terminal Server. Next, try running the application after installing it while in
user-specific mode. If it works, you either need to find out what pieces are not
being copied with user global mode or install the application in user-specific
mode for each user who needs it.

w  Strange behavior, lockups, or “file missing” errors  Double-check that the user is
running the application in user-specific mode and that the home directory is set
up correctly. This may seem simple, but this is where a lot of problems occur.
Type CHANGE USER /QUERY while logged on as the user to ensure that they’re in
execute or user-specific mode. Next, type SET to check the environment setting
variables. The HOMEDRIVE and HOMEPATH variables should point to the correct
location for the user’s home directory. If this is not the case, make sure User
Manager is set up with the right location.

w Application says certain files are missing ~ This is a common problem. More often
than not it’s due to either running the application under Windows NT or files
are not being copied over with user global mode. If your application does not
use the standard Windows APIs to access the INI or DLL files, it will not work
correctly with user global mode installations. To solve this problem, try installing
the files in user-specific mode. If it works, you can either install the application
for each user in user-specific mode or you can write a script to distribute the
missing files. If it doesn’t work even in user-specific mode, try running it on a
‘Windows NT 4.0 workstation. If you have the same errors running on a
Windows NT 4.0 workstation, contact the software vendor for suggestions on
making it work with Windows NT.

w “Access denied” errors  Often on new installations, you run into security issues.
It’s always a good idea to try running the application as an administrator equiva-
lent. This quickly rules out the possibility of file or directory security being the
problem with the application.

m Application requires a temp directory, some type of user-specific storage area, or pathnames
for user data files  This is a very common need and is one of the main reasons
why map-rooting home directories is so important. Many times an application
keeps this setting in the global key. The dilemma then becomes how to enter a
single path that will be unique for all your users. For example, suppose you have
an application called Acme-Organizer that has a setting for the directory for the
user’s organizer files. Unfortunately, the developer put this setting in
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HKEY_LOCAL_MACHINE.You need to distribute this application to 50 users, all of
whom will need their own location for their Organizer file. How do you do it?
Simply specify the location for the Organizer files as [Home drive]:\ORG, where
[Home drive] is your standardized user home drive letter. When users log on,
[Home drive] will be map-rooted to their personal home directory. Their per-
sonal Organizer files will be put under \0RG.You could take this a step further
and lock the Organizer data path in the Registry using Registry security (see
the previous Real-World Tip). This way, one user would not have the ability to
change the setting and thus disable everyone’s Organizer.

@ Users complain that their settings keep changing  After installing an application in
user global mode, log on as one of the users and run the application. Change as
many of the user-specific default settings as possible, such as those under a
Properties section of the application (text colors, server names, cache parame-
ters). Now log on as another user and run the application. Do you see the
default settings or do you see User 1’s settings? If you see User 1% settings, the
application is storing user-specific settings in HKEY_LOCAL_MACHINE. R emember
that HKEY_LOCAL_MACHINE is only for global settings, and HKEY_CURRENT_USER is
for user settings. If this is the case, you can warn your users about the problem
and request that they not change their settings; you can research where the
Registry settings are and use Registry security to prevent users from changing
them. Finally, you can contact the software publisher for a solution.

If your application stores its settings in INI files and you’re having this problem,
check to make sure that the user has his own copy of the INI file in his home
directory. If not, make sure you’re in user-specific mode and that the home
directory settings are correct.

Determining Where Applications Keep Their Settings

Knowing how to find out where applications keep their settings is one of the most
important skills to learn with Terminal Server.

The first and simplest tool is the built-in Find command. Find allows you to search
the entire hard drive for files that have changed recently. Logically, if you make a
change in an application and then do a search for recently changed files, you’ll find
the file in which the application makes those changes. Here are the steps you need to
follow (do this test after hours or when there’s little activity):

1. Run the application in question and make a change to a specific setting, such as
text color.

2. Select Find | Files or Folders|Date Modified. Select the During the Previous 1
Day setting and select Find Now.

3. Click the Modified column header to sort by date. At the top of the column
under the folders will be the most recently changed file.
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This trick works best for INI files. You can quickly see which INI files have
changed recently because of the application change you made.

If this doesn’t work, it’s time to break out the big guns. Go to
www.sysinternals.com. and download the freeware REGMON . EXE utility. This is one of
the most powerful and useful tools in the Terminal Server universe. With REGMON, you
can watch all the Registry changes an application makes while it’s running.Very sim-
ple, very powerful. Now go into the application and make the same change again and
watch the REGMON log to see what happens. If the application records the changes in
the Registry, you’ll see exactly where it puts them.

If you find that the application stores the settings in HKEY_LOCAL_MACHINE and not
in HKEY_CURRENT_USER and you absolutely cannot have your users playing with those
settings, you can use Registry security to restrict who is able to change them. This
technique may or may not work with your particular application. Before you make
any changes to Registry security, make sure you document them centrally and test
them thoroughly; otherwise, you'll cause yourself more problems than it’s worth.
Complete coverage of Registry security is beyond the scope of this book. Refer to
either Microsoft’s TechNet or one of the many books dedicated to Registry settings.

Note that REGMON is also a very useful learning tool, especially during application
installation. The next time you install an application, use REGMON to monitor the instal-
lation to see what changes your application makes to the Registry. Again, tools such as
REGMON are powerful but are meant for use during low activity or off-peak hours. If
you attempt to use REGMON on a heavily active server, you’'ll not only severely limit its
performance, but you’ll never be able to keep up with all the Registry changes that
occur.

Advanced Application Troubleshooting

If you absolutely have to get a particular application to run with Terminal Server and
have completely run out of options, there’s one more possibility to look into—the
Compatibility keys. These are a set of three keys you can use to help solve application
Registry, INI, and performance problems. We'll get into the performance keys in
Chapter 13. For now, let’s take a look at the Registry and INI keys. The
Compatibility keys are located under

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
TerminalServer\Compatibility

Here they are and here’s what they do:
®m Applications This key and its subkeys are used for tuning the performance of
your applications. This will be covered in more detail in Chapter 13.

# IniFiles This Registry key controls how the INI files located in the system
directory are synchronized with the files in the users’ home directories. The INI
name with a REG_DWORD of x44 means that changes to that INT file will be
merged with the user’s INI file of the same name. Notice that the SYSTEM and
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WIN.INI files are, by default, included in this Registry. If, for example, you edit
the SYSTEM. INI files using SYSEDIT while in user global mode and then log on as
a user, the changes you made to the central SYSTEM. INI file will be merged with
the user’s SYSTEM. INI file.

® Registry entries  This Registry key controls how and if the Registry keys
under HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
TerminalServer\Software are synchronized with the user’s Registry keys. A
value in here with a DWORD of x108 means that that particular key under
.\Software and its subkeys will not be synchronized with the user’s keys.

Making the Most of Your Resources

There are many, many troubleshooting resources available to you for resolving applica-
tion issues. After trying the basics to resolve a problem with an application, try doing a
search on Citrix’s Web site for implementation tips (www.citrix.com). Citrix maintains
an excellent online database of application installation tips. It also has a Solutions
Guide available (solg.exe) with specific installation instructions for several major
applications. Because the technology for Terminal Server is based closely on Citrix’s
WinFrame products, many of the tips will directly apply. As the product matures,
Microsoft will also become a good online resource for Terminal Server troubleshoot-
ing. Of course, if all else fails, the people who will be able to help the best are those
who wrote it. The next section brings you up to speed on issues that a developer will
need to understand when working with Terminal Server.

TS Applications and the Developer

On some occasions, getting an application to run properly on Terminal Server will
require the assistance of the developers. If youre going to develop applications for
Terminal Server or you desire a developer-level understanding of what’s required, this
section is for you. If you can understand how TS is designed, you can understand how
it can be fixed.

The following are basic guidelines you need to follow when developing applica-
tions for Terminal Server:

w Applications need to be able to work with Windows NT. This is by far the most
important rule.

® Applications need to make use of standard Windows API calls. Terminal Server cap-
tures several Windows API calls in order for Windows applications to be able to
work correctly in the multiuser environment. Applications that do not adhere to
Microsoft’s guidelines on writing them to the Windows API might not run well
on Terminal Server. If your application uses custom code, especially machine-
coded sections for additional speed, it will not run well or run at all on Terminal
Server.
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One very important point on this topic is how an application makes changes to
INI files or the Registry. It needs to do so through the Windows API in order
for Terminal Server to keep these changes separate. If one application running
on Terminal Server records something in the Registry or an INI file, you do not
want this to affect all users of the application.

Applications that write directly to the hardware are not allowed. Examples of these
types of applications are DOS graphics applications and Windows applications
that use VxDs. Because they write directly to the hardware and do not work
through the Windows APIs, there’s no way for Terminal Server to capture these
calls. Typical DOS applications that use graphics are desktop publishing, spread-
sheets with graphs, graphing programs, and games. Typical windows applications
that use VxDs are communication programs that use VxDs for the COM ports,
hard drive caching programs, and games. Typically, the DOS and Winl16 applica-
tions you need to worry about are applications you wouldn’t want to run on
Terminal Server anyway.

Applications cannot rely on the IP address, MAC address, or network name to identify
users.  This rule applies mainly for client/server or terminal applications. In a
Terminal Server environment, the MAC address, IP address, and network name
are that of the Terminal Server for all users. If, for example, you want to run a
mainframe client through a gateway that identified the user by MAC address,
you would be able to allow only one user through the gateway. The software
needs to be able to support some other means of identifying the user, such as a
workstation ID setting, in order to work.

Applications should return control to the OS.  When an application is idle or wait-
ing for a response, it should return control to the OS. Applications that constant-
ly poll the user, have time animations (such as blinking or spinning cursors), or
any other constant activity during idle time will slow application performance
significantly and tax the processor. If there’s any way to turn the animations off,
you should do so.

Novell NDS API calls are not supported. If you have an application that makes
Novell NDS API calls, you’ll not be able to run it on Terminal Server. One
example of this is Novell’s Netadmin utility. On the other hand, bindery mode
applications, such as 8YSCON, are fully supported. If you need to run applications
such as these remotely, you need to set up for remote node access, such as with
RAS. See Chapters 14, “Terminal Server and Remote Access,” and 15, “Terminal
Server and NetWare,” for more information.

Applications should not store user-specific information in global areas. This guideline
is very important for proper application function. Global settings belong under
HKEY_LOCAL_MACHINE. User-specific settings belong under HKEY_CURRENT_USER.
Global data files belong in a central directory, and user data files belong in the
user’s home directory.

185
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@ Stay away from animations or complicated graphics. ~Animations and complicated
graphics take extra processing power in order to be compressed and sent across
the line to the users’ terminals. You should use simple graphics. Also, stay away
from bitmaps, and use vector graphics when possible.

w Remember that your application is in resource competition. If your application uses
resources unfairly, it robs resources from the rest of the applications running on
the server. Remember that your application is always in competition for the lim-
ited resources of the Terminal Server.



Securing the Server

S YOUR SERVER SECURE? This is a tough question to answer because security is more
of a process than an attainable goal. Good security requires constant diligence on the
part of the network administrator. As you make changes to your server, you need to
keep in mind the effects that those changes have on security.

Having a secure system often means both controlling access to information and
ensuring that information is accessible. First, if someone can obtain unauthorized
access to information from your server, your server is not secure. Second, if someone
can disable others from being able to access your server or its resources, your server is
not secure. Reliability is directly related to security—if you want a reliable system, you
first have to secure it. While reading this chapter, keep in mind these two distinct
goals—controlling access and ensuring accessibility. The tips throughout the chapter
are geared toward both of these goals.

Terminal Server Security

Terminal Server presents special security problems that you may not be used to if
you’re coming from a Novell or even an NT server background. Users no longer are
accessing your server’s resources across a network through a file security barrier;
instead, they are at your server working with its files as if they were sitting at the con-
sole. Imagine the security problems that could occur if a hundred different users were
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able to sit at the console of your NT server in your computer room and access its
resources, and the resources of the server were not locked down properly! If one user
accidentally deletes a critical system file that’s not locked down, all users are immedi-
ately affected. The use of file share security is no longer a shield, because users have
direct access to the server’s hard drive itself. For this, and many more reasons, security
is a topic that you should take very seriously with Terminal Server.

In the military, information is protected by a “need to know” test. Likewise, with
Terminal Server, you as the administrator need to determine a user’s or group’s “need
to access.” Ideal security happens when users are given the minimal level of access nec-
essary to perform their jobs. Think of the simplicity of a mainframe terminal when set-
ting up your user’s desktops. Give your users icons only for applications they need. If
they only need to use one application, then take them directly to it when they log on.

Documenting Your Security

Before going into the details of securing your Terminal Server, the importance of doc-
umenting your security must be emphasized. The following are some of the many rea-
sons why documenting your security setup is important:

@ Application troubleshooting ~Setting up proper security for your system can quick-
ly become very complex. As you implement more and more security measures,
the likelihood increases that a security measure will cause an application prob-
lem. Security-related application problems can be very difficult to troubleshoot
without meticulous documentation. Your documentation should include what
security changes were made, why they were made, when they were made, and
who made them.

& Disaster recovery You should have enough information in your documentation
to be able to re-create your security setup in case of disaster recovery or for set-
ting up a new server. Automating your security setup with documented scripts is
also recommended for quick recovery times.

@ Consistency Consistency is very important for effective security. Often, as an
administrator, you'll encounter the same security issues. By documenting the
correct security setup for a particular security issue, such as how to secure a par-
ticular application, you can re-create the security setup accurately in the future.
By having those who work for you refer to the same documentation, you can
keep your security approach consistent on all the servers both you and your
team manage.

® Justification Security often comes at the cost of convenience. Once you've
decided on the appropriate level of security for your Terminal Server, docu-
mented it, and obtained approval on the documentation, you can use that docu-
mentation as justification for the security measures you need to take.
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Creating a System Security Manual

While going through the tips in this chapter, you should start a system security manu-
al. Start the security manual with the assessment of threats. Which of your security
threats are the most critical? How do you detect breaches in security? How do you
recover from security problems?

Next, pick out the tips you think will work well in your environment and then
implement them. Then document them in the system security manual. This is the
most important part. In this section, list every security measure that has been taken to
secure your system.

The tips have been organized into the following categories to make it easier for
you to document the ones you want to use in an organized fashion:

@ Physical security How is your system physically secured? Who is responsible for
what aspects of the physical security?

@ Desktop security How are your desktops secured? What policies and profiles
have you implemented, and why?

@ File security Include changes that were made to the default NTFS security and
why. Also, include information on the directories on your server. What is stored
under them, and how they are secured (home directories, application directories,
data directories, system directories, temporary directories)? Every directory on
your server should have a specific purpose and should be locked appropriately.
Remember that the users may have direct access to your server’s drives.

# Registry security Include what Registry keys were changed or added for security
reasons. Also include changes to the default Registry permissions, and why.

& System security What security changes apply to your entire system? What is
your password policy? What are your backup and recovery procedures?

# Monitoring What are your regularly scheduled security checks? How is auditing
set up on your system?

Security Tips

The tips are broken down by categories, as previously listed. Remember these tips are
only a start. As an administrator, you need to decide which of the many tips make the
most sense for your environment and apply them. Not all the tips will apply or even
make sense for your situation. The final word on security lies with you. Through the
continual diligence and careful observation of the network administrator, a network
and its servers are kept reliable and secure.

Physical Security

One often-overlooked area of security is the physical security of your server and net-
work. If you want a reliable and secure Terminal Server solution, you need to control the
physical security of your server. Good physical security helps prevent both accidental
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mishaps, such as the pulling of a plug, and malicious attacks, such as vandalism. The
following are some commonsense tips on how to ensure good physical security:

@ Locked server room with access cards Having a locked server room is self-
explanatory. Locking it by using access cards provides an audit trail of who came
and left the server room and at what time. With readily available shareware utili-
ties on the market, a potential hacker can retrieve the administrator password in
seconds from your servers—all that’s required is physical access to your console.

@ Floppy, case, and cabinet locks Nothing deters the curious or unwelcome as well
as a good lock. Most cabinets are lockable, as well as most computer cases.
Giving general floppy drive access to your servers is not recommended. Again,
with readily available utilities, administrator passwords can be obtained and
NTEFS partitions can even be read (from a bootable floppy). In addition, floppies
are the most common and easiest way to infect a server with a virus. Some
servers allow you to disable booting from floppies, which is a good idea.

& Uninterruptible power supplies (UPS) Power problems are common in many areas
of the country. Using a UPS you can protect yourself from many of the types of
power problems that can occur. Most UPSs also come with notification software
that can be set up to warn you via pager, email, broadcast message, or other
means of an impending power failure.

# High temperature and fire alarms Security does not do too much good if your
servers melt down. High temperature alarms are an often-overlooked measure.
You could toast a marshmallow with the heat that comes off most processors
today. Don’t make the mistake of thinking air conditioning just happens.
Installing a fire suppressant system or having electrically safe (Class C) fire extin-
guishers readily available in the server room is also a good idea.

s Fireproof safe for backup tapes and offsite storage No matter what natural or unnat-
ural disaster occurs, you should always be able to get back your backup tapes and
original install media. By sending your tapes offsite using an offsite data storage
service, you have recourse in case of a major disaster.

Desktop Security

Desktop security is perhaps the most important type of security. Remember, with
Terminal Server, when you sit at a desktop, it’s as though you’re sitting at the console
of the server itself. Desktops are windows onto your server that can be opened from
any location for which you have given access.

The key to good desktop security is simplification. You need to decide exactly what
your users need access to, provide them that access, and take away all else. For exam-
ple, if users only need to run two remote applications, do they need to have the Run
program option in their Start menu or access to the command line or any other pro-
gram icon in the Start menu or desktop except for the icons for those applications?
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By default, desktops are riddled with potential security holes. The main tools you
can use to control the desktop are policies and profiles. Policies are Registry settings
that can restrict what users can do on their desktops. With policies, you can prevent a
user from being able to use the Run command or from getting access to the com-
mand line, and much more. Profiles contain all of a user’s personal settings, such as the
programs that are on the user’s desktop and in the Start menu. With profiles, you can
control which program icons users have and, therefore, which programs they can run.
See Chapter 12, “Administering the Desktop and Server,” to learn more about both of
these features. Here are some general guidelines on desktop security:

® Simplicity The more options users ate given, the greater the potential for secu-
rity problems. Users’” desktops should be devoid of any icons or options that they
do not have an absolute need to use. Keeping desktops simple also makes them
significantly easier to administer.

B Application security  The number of applications that your users need access to
with Terminal Server is usually very short. With the Application Security tool,
you can restrict the applications your users can run. We’ll go over the use of this
powerful tool in the next section.

# Running applications directly after logon ~ The most secure desktop is one that’s
bypassed completely. Desktops are merely launching pads for user programs. If
users only need remote access to a few applications, it’s best to run these appli-
cations directly after the user logs onto the system.You can set up a program to
execute right after a user logs on by defining the program executable and work-
ing directory at the client (in User Manager or for the connection). Once users
exit an application, they are logged off the system.

® Publishing applications If you're using MetaFrame, you have the option to pub-
lish your applications. This is the best way to provide application access for most
systems. Not only can you control who has access to run an application, but you
also can make a single application available from multiple servers using load bal-
ancing. This greatly increases reliability and performance and is a very secure
alternative to providing the user with a desktop.

@ Disable access to the command prompt, Run command, My Computer, Network
Neighborhood, and Explorer ~ These are all huge security holes that hackers with
even a small amount of knowledge can exploit to gain further access to your
system. Carefully weigh the potential security problems of giving access to these
tools against the inconvenience of not having them available when setting up
your users’ desktops. All of these can be restricted using the policies shown in
Chapter 12. Also, be careful of applications that have backdoors that can access
the command prompt; these can also be just as much of a security risk.

Author's Note: Hidden Backdoors

An example of a hidden backdoor can be found in Word 97. A user can run any application he wants
from Word 97 by selecting About Microsoft Word from the Help menu, clicking System Info, and select-
ing Run from the File menu.
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® Add/Remove Programs Be careful of what’s installed through the Add/Remove
Programs dialog box during the initial install of Terminal Server (Start
menu | Settings | Control Panel | Add/Remove Programs). Never give your user’s
access to any program that could needlessly rob your other ‘users of processing
power. The main examples of this are games and screen savers. Games should not
be installed, and no screen savers should be used except for those that require
minimal processor power, such as the blank screen saver or logon screen saver.
Animated cursors should also not be installed.

® User policies Access to the Control Panel, Registry (REGEDT32), Run option,
Find option, Network Neighborhood, and much more can all be controlled
through policies. Use policies to keep the desktop simple and to control what
your users have access to. Policies are covered in detail in Chapter 12.

#w Common folder Be careful of what’s in the common folder, because this con-
tains the icons that will appear in everyone’s Start menu. To look at what’s in the
common folder, select Programs from the Start menu. All the icons and folders
below the divider line, as shown in Figure 11.1, are in the common folder. Their
folders will have a computer next to them to indicate that they are accessible by
all users of this computer. They will appear in everyone’s Start menu.

By default, most applications install their icons in the common folder. If the
application is only going to be used by a select group of users, you may want to
manually add the icon to their personal Start menu folder located in their pro-
file directories. By doing this, the icon will only be accessible by those users. If
the application is for general use and you want to put it in the common folder,
make sure that only the proper icons are shown. For example, your application
may create an Uninstall icon. It would be a good idea to remove this so that
your users cannot uninstall the program by accident! Another problem with the
common folders is the Administrative Tools folder. The Administrative Tools
folder contains applications only an administrator should use. It should be moved
to the administrator’s personal folder.

To change what’s in the common folder, right-click the Start button and select
Open All Users. The icons in here are the ones that are in the common folder.
You can delete them or move them to other locations, such as the personal fold-
er (select Open from the Start menu), as necessary.

The simplest and perhaps best common folder is made up of the program icons

your users need and nothing more. Specific examples of how best to set up your
desktop are covered in Chapter 12.
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Figure 11.1  Common group icons.

File Security

Setting appropriate file security can be very challenging, especially with Terminal
Server. To make sure the correct file security is implemented, you must make the
appropriate choices; the first and most important of which is to choose NTFES during
installation. The next choices you have to make occur when you install your users’
applications. The following are some tips on securing your file system:

@ Choose NTFS during installation, not after ~ This is worth saying twice. If you use FAT
for your system partition, you have little or no protection from a user wiping out a
critical system file.You should choose NTFS for your system partition during instal-
lation. Don't plan to convert afterward from FAT to NTFS. During installation, if
you choose NTFS,; it will apply a default set of security rights (see Table 5.1 in
Chapter 5, “Installing Terminal Server and MetaFrame”). These rights are crucial for
protecting your critical system files. If you convert to NTFS later using the CONVERT
command, these default rights are not applied. If you're already stuck and have
chosen FAT, convert it to NTES and apply the rights covered in Chapter 5.

# Back up your data daily ~ This is a self~explanatory item. Just remember, no mat-
ter how much security you have, you still have to trust someone with access to
the data. If anyone breaks that trust and loses or destroys a file, the most recent
backup may be your only recourse.

@ Choose a reliable storage solution ~ One of the most common and reliable storage
solutions is using RAID 5. With RAID 5, you can lose an entire drive, and the
system will still function. Mirroring or duplexing are also useful alternatives.

Real-World Tip: The “Everyone Has Full Access” Dilemma

By default, when you create a new share or a new directory on your server, the Everyone group has Full
Access. For those used to the security systems of other operating systems, this may come as a surprise.
What this means is that after you create the new share or directory, you must remove the Everyone
group and add whatever groups or users should have access to the access list.

For those who think it should be the other way around, a utility is included with Terminal Server that can
help: ACLSET. This is a very powerful utility and needs to be used with great care. ACLSET locks down all
your server's hard drives so that only the administrator and system have access to the files. When you
type ACLSET on a command line by itself, it will immediately start the lockdown process. After the server
drives are locked, you'll need to begin giving appropriate levels of access to the users. The techniques to

do so are covered in this chapter.



194 Chapter 11 Securing the Server

# Failure notification ~ Make sure you are notified upon failure of any part of your
Terminal Server, especially its storage devices. Many systems today offer various
types of notification options, such as audible, pager, mail, and SMTP. If you lose
one drive in a RAID or mirrored system, you're still okay. If you lose two, pre-
pare for a restore. Performing a test failure of your RAID system during proto-
typing is also a good idea to ensure that the notification system you set up
works properly and that the system can correctly handle a drive failure. Many
administrators wisely dedicate a few minutes every morning checking the hard-
ware status of all their servers.

@ Make a separate partition for user data or use a third-party disk quota program  One
problem with Terminal Server security is the lack of a space restriction per user.
For this reason, you should make a separate partition for user data. If users are
allowed to store data in the same partition as your system files and print queues,
when the partition is filled up, users will lose their ability to print. What’s more,
the system and/or applications could crash. By keeping the data in a separate
partition, your users will instead get an out-of-space error when trying to save,
but they will otherwise not be affected.

w Compartmentalize your data and applications  This goes along with simplification.
With a properly organized server, security problems become readily apparent
and can be fixed quickly. Always compartmentalize your applications and data.
Application directories should be kept together under a single directory. User
data from the application should also be kept together in a separate directory or
in individual user home directories, as appropriate. In general, users should be
given read-only access to the application directories they need and read/write/
change access to the user data directories. By treating applications and user data
as separate security entities, administration is much easier.

@ Control access through groups  Using groups is the best way to control file access.
Many administrators make local application groups, assign those groups the
rights necessary to run a single application, and add global groups to them con-
taining the users who need access to the application. For example, you could
create an APP_OFFICE97 local group for users of Office 97. Remove the
Everyone group from the access list to the Office 97 directories and give the
APP_OFFICE97 group access to the application using the appropriate rights.
‘When you want to give your domain users access to this application, add them
to a global DOM1_APP_OFFICE97 group and add that group to the local
APP_OFFICEY7 group. This makes it easy to control who has access to applica-
tions on the Terminal Server.

5%3 Real-World Tip: Quota Manager
One of the most popular solutions to the disk quota problem is Quota Manager, written by NTP Software

(www.ntpsoftware.com). Quota Manager allows you to restrict the space usage of your users. It has
been written for both the Intel and Alpha platforms. Although it's a little on the expensive side, the ease
of use and relief from space usage headaches makes Quota Manager well worth the purchase. Because
Terminal Server is relatively new on the market, make sure you analyze any NT third-party solution thor-
oughly in a test environment before implementing it.
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& Periodically review your file security  In the “Monitoring Your Server” section in
this chapter, you’ll learn how to use the ACLCHECK utility (included with
Terminal Server) to keep track of exactly who has access to which files in your
system.

® Audit critical file access  The auditing tools included with Terminal Server are
very powerful. You can use them to keep an eye on critical system files and data.
You can also use them to record logon and logout times, which are also impor-
tant. If you ever have a security problem, this will help provide proof of the cul-
prit’s actions.

s Control what can be executed using the read permission ~ Removing the read per-
mission is one of the simplest ways to prevent users from executing programs
they have no reason to execute. Take a look through your system directories for
utilities and programs you do not want your users to execute. One particular
program you should disable execute access to is REGEDT32.

Registry Security

This is probably one of the most often overlooked areas of security. Many administra-
tors may not realize that the Registry has security at all. Fewer still may recognize how
important this security can be. The Registry contains a wealth of information about
your system that an intruder can take advantage of. Because many programs are loaded
from the Registry with system-level access, the Registry is a common point of access
for setting up Trojan horse attacks.

By default, the Everyone group has read access to most of the machine Registry’s
keys (HKEY_LOCAL_MACHINE), and the Administrator group has full control. This means
that only administrators will be able to change Registry entries that affect the hard-
ware, such as which device drivers are loaded at startup.

By default, the Everyone group is additionally granted special access to the majority
of the SOFTWARE key, underneath HKEY_LOCAL_MACHINE. The special access granted to
Everyone includes the rights to view, create, and delete keys/values. This is a very
important security point to realize. If users are given access to REGEDT32, if they
can run any program that changes the Registry (REGINI for example), or if they start
installing their own software, they have the ability to make changes to the Registry
that will affect everyone on the system!

Real-World Tip: Log Out Users After Any Security Change

When a user logs on to the system, the system generates an access token object that contains all the
user's security-related information, including which groups he or she is a member of. This access token
object is used to validate users whenever they try to access a secured resource.

What this means to an administrator is that if you make security changes, such as removing a user from
a group such as Domain Admins, the user will still have Domain Admin rights until the user logs out. The
reason is that although you have changed the user's security in the SAM, the user's access token list still
has the user as a member of the Domain Admins group. Be careful which groups you make users a mem-

ber of and always have a user log out after you make changes to his or her security.



196 Chapter 11 Securing the Server

If the solution to this problem were as simple as restricting users to read-only access
to this key, life would be good. Unfortunately, many applications will not run or run
propetly unless users have read-write access to at least some of the applications’ keys
under SOFTWARE. Your job is to figure out which keys are used by an application and
how best to secure them.

Understanding Registry Security

To best secure the Registry, you first need to understand it. As a Terminal Server
administrator, you should have an excellent understanding of the Registry. This book
goes into detail on components of the Registry that directly pertain to Terminal
Server. However, full coverage of the Registry is beyond the scope of this book. It may
be worthwhile to get a book dedicated specifically to the Windows NT Registry as a
reference guide when you need it.

Although you need to understand the Registry to ensure that your server is secure,
playing with the wrong parameters in the Registry can crash the system. If you need
to test the effects of changes to the Registry or want to discover how your applica-
tions interact with it, perform the task on a test server.You could install Terminal
Server on your own workstation using one of the many dual-boot techniques. Using
third-party software, such as Partition Magic, you can set up a dual-boot Windows 95
(FAT)/Terminal Server (NTFS) workstation, or whatever operating system combina-
tion works best for you. It’s better not to install Terminal Server on a FAT partition,
simply because Terminal Server on NTFS will give you the most accurate idea of how
your applications will run.

Even if you test your changes carefully before you implement them, as well as doc-
ument these changes thoroughly and take every precaution necessary, you should still
perform a backup before making any changes. The REGBACK utility, included with
the Windows NT Resource Kit, provides an easy way to do this. Just remember that
the size of the Registry can be large with Windows Terminal Server.You can also back
up the Registry by following these steps:

1. Run the Repair Disk Utility by entering RDISK.EXE in the Start menu’s Run
dialog box.

2. From the Repair Disk Utility window, click Update Repair Info. This will make
a copy of the current Registry files, autoexec.nt, config.nt, and setup informa-
tion in the C:\WTSRV\REPAIR directory on the server.

You can also make a copy of the repair information on floppy disk using this utility
by clicking the Create Repair Disk button from the main window.

Some backup programs will also let you back up and restore down to a key level.
In general, the following tips will help keep you out of trouble:

# Always fully back up the Registry before any changes.

# Do any planned Registry work after hours during system maintenance time when
no one is logged on. Disable logon first and then make sure all users are off.
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@ If you have to look at the HKEY_KEY_LOCAL_MACHINE key, stay out of the SYSTEM
subkey. Manually changing parameters under this key is rarely necessary and can
quickly crash the system if you change the wrong ones.

# Document any changes.

General Registry Tips
The following are some general tips on how to secure your Registry:

@ Replace the Everyone group with WTS_USERS Everyone means every user in the
NT domain that Terminal Server is a part of. The Everyone group is used in
countless places to provide access to Terminal Server’s Registry and file system.
In reality, not everyone needs access to your file system and Registry. By replac-
ing the Everyone group with the WTS_USERS group in your system’s ACLs,
you can increase security significantly.

& Make sure your backup software is backing up the Registry The Registry is not
always backed up by default. With many backup programs, you need to specify
that the Registry is backed up. Make sure that Registry backup is part of your
backup jobs.

@ Carefully restrict user access to application keys under HKEY_LOCAL_MACHINE\SOF TWARE
The emphasis here is on carefully. HKEY_LOCAL_MACHINE\SOFTWARE contains global
settings for your applications. If users are allowed to change the application set-
tings under this key, their changes will affect all users of the application. If, on
the other hand, you arbitrarily restrict all users to read-only access to the entire
SOFTWARE key, no user will be able to log on. Even if you restrict access to read-
only on only a single subkey, you may disable an application that needs more
access. If you're serious about Registry security, refer to the developers of the
applications you need to restrict. Whether your application will work with read-
only access to these setting keys needs to be thoroughly tested.

& Use auditing to tune security ~ Auditing can be an excellent tool for helping
secure the system. One approach is to lock down the Registry and file system
tightly and then enable auditing upon access to the Registry keys and parts of
the file system you locked. Then run your applications. If you encounter any
errors during their execution because they cannot access certain parts of the
Registry or file system, you should be able to see in the audit log which parts
they were trying to access. Enable access to these parts and try the application
again. Through this process, you can build a picture of your application’s
Registry and file system access needs.

® Beware of the Tiojan horse attack  Many areas of the Registry are subject to Trojan
horse attacks. For example, if you allow users the right to create keys under the
HKEY_LOCAL_MACHINE\SOFTWARE\Classes key, which contains file extension associ-
ation, they could implant a Trojan horse that would be run the next time the
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administrator opens up a text file (*.txt). Some good listings of the keys that
should be protected can be obtained from the following documents:

B www.microsoft.com/ofc/ntofc.doc

B “Securing Windows NT 4.0 Installation,” Microsoft TechNet, August 11,
1997.

® www.trustedsystems.com/nsaguide.htm

You can also find information on protecting yourself from Trojan horse and
other types of NT security attacks in the sites referenced in the “Monitoring
Your Server” section, later in this chapter.

System Security

The tips in this section cover general system-wide security.

Set Up Virus Protection

You can protect your system from viruses in several ways. The first is to schedule period-
ic virus scans using third-party virus scanning software. The second is to prevent users
from copying files to your server. The easiest way to do this is to disable the connection
of client drives at logon (MetaFrame only). The instructions to do this are as follows:

1. Run the User Manager for Domains, located in the Administrative Tools folder
in Start menu | Programs.

2. Double-click the username of the user whose client drive mapping you want to
disable.

3. In the User Properties window, click Config.
4. Uncheck Connect Client Drives at Logon and click OK.

Any way a file can get onto your server is a way a virus can enter. This means you
should also consider things such as locking the floppy drive on the server, preventing
users from connecting their own drives, and preventing users from downloading files
to the server. The third way to protect your system is to enforce proper file security
using NTFS.

In general, boot sector viruses cannot infect Terminal Server. The majority of virus
problems you’ll run into will be with infected files (macro viruses and Trojan horses).
On the other hand, if you accidentally leave a floppy disk in the drive while the server
is rebooting, it could easily be infected with a boot virus. This is why you should dis-
able booting from the floppy drive (if your system has the capability).

Create an Administrator Account and a Maintenance Account

Use an alphanumeric, 14-character password for the Administrator account and create
a separate account for maintenance. The Administrator account is the only account
that cannot be locked out by hacking attempts. It is therefore subject to brute-force
password guessing attempts. In general, you should choose as secure a password as
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possible for your Administrator account, lock the password up in a secure location, and
then use a separate administrative account for system maintenance. Changing the
administrative password periodically is also recommended.

Change the Administrator Name

It’s common knowledge that the default administrator account name is Administrator
on Terminal Server. With this knowledge, hackers are already halfway on their way to
getting into your system. Simply changing the administrator logon name to something
less obvious can increase your server’s and network’s security. Do not use this as a sub-
stitute for proper password security, however. Your system’s usernames are readily
accessible for anyone on your network who has a little knowledge of NetBIOS. Also,
be careful of using utilities that change the ACL list; some utilities rely on the adminis-
trator name being Administrator (C2CONFIG, for example).

Secure the Local Administrator Account

When you create a standalone server and then add it to a2 domain, you’ve allowed two
administrative accounts access to your server—the local administrator and the domain
administrator. The reason for this is that any N'T-based workstation or server has a user
database. When you add your server to a domain, you are in essence telling it that you
want to use the domain’s user database for primary validation and not the local one.
The local database remains and will still validate users. All users have to do is select the
local computer name from the domain list when they log on and they will be validat-
ing against the local user account database.

‘What this means to an administrator is that the local administrator account should
be locked just as tightly as the domain administrator account to protect the server.
Always make sure while installing a new standalone server that you choose a secure
password for the local Administrator account. Lock this password up in a secure place
and disable any other accounts besides Administrator. Do all of this before you add the
server to the domain.

Disable Unnecessary Services

Services that run on Terminal Server are often run using the System account. With
system-level access, a service can run anything. Terminal Server services, therefore, are
another entry point for Trojan horse attacks. One particular service that’s often the
focus of such attacks is the Schedule service. The Schedule service handles running pro-
grams scheduled with the AT command. A potential intruder who gains administrative
access can use the AT command to schedule the execution of a rogue program. If you’re
not using the AT command, this service should be disabled by doing the following:

1. Select Services from the Control Panel.
2. Highlight the Schedule service and click Startup from Service window.
3. Select Disabled for Startup Type and click OK.
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Restrict Network Access to TS Using the Connection Configuration Tool

By default, when you install Terminal Server into a domain, all users in the domain
can log onto the server. To restrict access to Terminal Server to just your Terminal
Server users, do the following:

1.

Create a WTS_USERS group in User Manager (see Chapter 7, “Creating Users
and Groups in Terminal Server,” for specific instructions) and make your
Terminal Server users members of the group.

Open the Terminal Server Connection Configuration tool, which is located in
the Administrative Tools folder in the Start menu.

In the Terminal Server Connection Configuration main window, highlight one
of the network connections in the list and select Permissions from the Security
menu.

In the Connection Permissions window that appears, remove the Everyone,
Guests, and Users groups from the access list by highlighting each one and click-
ing Remove.

5. Add the WTS_USERS group and grant it user access by clicking Add.
6. In the Add Users and Groups window that appears, double-click the

WTS_USER group to add it to the Add Names window. Make sure the type of
access 1s user access; then click OK.

. Do this for each type of network connection you've defined.

Restrict Network Access to TS Using User Rights

In general, user rights are adequate by default. To view the default user rights, go into
User Manager and select User Rights from the Policies menu. This is where you
define which groups and users are given which system rights. With Windows Terminal
Server, you may want to change the following rights:

1w Access this computer from the network Take out the Everyone group and add the

WTS_USERS group. This ensures that only WTS_USERS can access the shares
of this computer from across the network.

Log on locally Take out the Everyone group and add the WTS_USERS group.
This, in effect, prevents anyone from using Windows Terminal Server who is not
in the WTS_USERS group. This is similar to restricting who can access the
connections.

Real-World Tip: The WTS_USERS Group

Creating a group that contains only Windows Terminal Server users is useful for many security and
administrative reasons. One of the best ways to get around the “everyone has full access” problem is sim-
ply to replace the Everyone group with the WTS_USERS group and grant appropriate access in the sys-
tem's various ACLs. This chapter refers to this group frequently. The WTS_USERS name is arbitrary; you
may want to choose a name that works better for your network.
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Control Dial-In Access

Dial-in access is a big security risk. If you have dial-in access to your server, you may
want to increase the level of password security. In addition, you may want to assign
special dial-in user account names that are not as accessible as your regular account
names. It’s a good idea to create a WTS_DIALIN group for your dial-in users. Use file
and Registry auditing to carefully monitor the WTS_DIALIN groups activity. Also. be
sure to audit logon/logoff times. If you have a MetaFrame server with dial-in async
connections, use the Terminal Server Connection Configuration tool permissions,
located in the Administrative Tools folder, to restrict anyone who is not a member of
this group from being able to dial in. If you’re using RAS, make sure that only mem-
bers of the WTS_DIALIN group have dial-in permission. We’ll cover the difference
between remote access with MetaFrame async connections versus RAS in detail in
Chapter 14, “Terminal Server and Remote Access.”

Many security features, such as RAS dial-in permission, are controlled only on a
user level instead of a group level. To ensure that only members of the WTS_DIALIN
group have the ability to dial in using RAS, follow these steps (be aware that these
instructions will disable RAS access for everyone on your domain except the members
of the WTS_DIALIN group):

1. Select all the users in the domain in User Manager by first highlighting the top
user in the user list and then scrolling down and selecting the last user by press-
ing Shift while clicking. This will highlight all the users.

2. Press Enter to modify everyone’s properties at once.
3. In the User Properties window, click Dialin.

4. Remove the check next to Grant Dialin Permission to User under the Dialin
section; click OK to save your changes. Click OK again to return to the User
Manager main window.

5. Now select the members of the WTS_DIALIN group by selecting Select Users
from the Users menu, highlighting the WTS_DIALIN group, and clicking Select.

6. In the User Properties window, click Dialin.

7. Check the box next to Grant Dialin Permission to User so that WTS_DIALIN
members are granted dial-in privilege.

This technique works well for any situation where you want to ensure that only
members of a certain group have a particular setting in User Manager. Be aware that
with Terminal Server, if you add another person to the WTS_DIALIN group at a later
time that person will not automatically be given dial-in access. You will have to manu-
ally grant the permission.

Display a Legal Notice

The Terminal Server logon prompt can legally be construed as an invitation to enter
the system without proper authorization! Therefore, in order to be able to prosecute
potential system hackers, you should display a legal notice when users first log on. The
legal notice normally warns the users that they will be held liable for unauthorized

201



202 Chapter 11 Securing the Server

access to the system.You may also use the notice to tell your users about important
system events, such as regularly scheduled downtimes.

In order to make it so that a legal notice window pops up before users log on, you
need to change the following values of type REG_SZ under the following key:

® Key Name HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\Current
Version\Winlogon

@ Value Name (type REG_SZ) LegalNoticeCaption

® Talue Name (type REG_SZ) LegalNoticeText

As usual, take the appropriate precautions when working with the Registry. The
LegalNoticeCaption value will become the window title, and the LegalNoticeText
value will be the text inside of the window, as shown in Figure 11.2.

Don’t Display Last User’s Logon Name

Because Windows Terminal Server clears the last logon name by default when logging
on remotely, this value is not as useful as with N'T Workstation. Even so, it will prevent
the last logon name from appearing on the system console. This is most useful when
you've changed the name of the Administrator. To enable this security feature, add the
value DontDisplayLastUserName of type REG_SZ (select Add Value from the Edit menu)
under the previous key and set it to the number 1. Note that both this security feature
and the legal notice can also be controlled with policies. We’ll go into detail on poli-
cies in Chapter 12.

User Account Policies

With user account policies, you can set a password expiration age and a minimum
password length, enforce password uniqueness, and even temporarily lock out accounts
that fail logon attempts too many times. User account policies are often confused with
policies. These are two very different features of Terminal Server. User account policies
are controlled from User Manager, whereas policies are controlled from the System
Policy Editor. To set user account policies for your system, follow these steps:

1. Open User Manager, located in the Administrative Tools folder in Start
menu | Programs.

Select Account from the Policies menu.
In the dialog box that appears, set the user account policies, as appropriate, for
your system (see Figure 11.3).

It’s highly recommended that you set the Minimum Password Length field to at
least six characters and enable account lockout after five attempts.

Legal Capton Text

Figure 11.2 Legal caption.
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Figure 11.3  User account policies.

Use PASSFILT.DLL

If you're installing Terminal Server in a situation where inconvenience at the cost of
security is not an issue, you may want to consider enabling strong password filtering. Ever
since Service Pack 2 with NT, and now with Terminal Server, you can enable strong
password filtering with the PASSFILT.DLL file. With strong password filtering enabled,
your users will have the following restrictions applied when choosing a password:

& Passwords must be at least six characters in length (this can still be increased
with the Password Length setting in User Account Policies).

@ Passwords must contain characters that are part of at least three of the following
four classes:

& English uppercase (A, B, C,D...Z)

# English lowercase (a, b, ¢, d...2)

# Numbers: 0-9

# Nonalphanumeric characters (quotation marks, periods, commas, and so
on).

# Passwords cannot contain the user’s name or any part of the user’s full name.

To enable password filtering, you must make a change under the
HKEY_LOCAL_MACHINE\SYSTEM key. Remember from the discussion in Chapter 10,
“Installing Applications on Terminal Server,” how important this key and its subkeys
are. Make sure you create an emergency disk and back up the Registry before you do
this. Full instructions on how to enable strong password filtering can be found in
Microsoft Knowledge Base article Q151082, available in the online support section of
Microsoft’s Web site (search for PASSFILT.DLL).
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Monitoring Your Server

No environment is secure without ongoing monitoring. The following sections pro-
vide some tips on how best to monitor the security of your server.

Use Third-Party Security Tools

As you’ve undoubtedly ascertained from this extensive list of Terminal Server security
tips, security is very complex. Fully understanding the many security risks of Terminal
Server and knowing what to do to prevent them can take an extraordinary amount of
time. The reality is that most administrators do not have the Iuxury of time. Several
third-party security analyst tools are available that may help you with securing you
Terminal Server:

@ Internet Scanner for Windows NT by ISS (www.iss.net) If you’re going to install
Internet services on your server and publish applications on the Web, this is a
great tool to have.

m Kane Security Analyst for NT by Intrusion Detection, Inc. (www.intrusion.com) A
comprehensive security analysis tool for your N'T' servers.

# DumpACL and DumpEvt by Somarsoft (www.somarsoft.com) DumpACL is sim-
ilar to the ACLCHECK utility included with Windows Terminal Server (see the
following Real-World Tip). It scans the ACL lists for your entire file system,
Registry, printers, and shares and quickly highlights security holes. It’s easier to
use than ACLCHECK and its output is easier to read. DumpEvt helps you orga-
nize and sift through your event log. This is a very useful utility to have if you're
heavy into auditing.

w SuperCACLS by Tiusted Systems (www. trustedsystems.com) A good collection
of command-line utilities for automating the administration of ACL lists.

Keep in mind that these applications were originally designed for NT Server, not
Terminal Server. Because they haven’t been fully tested with Terminal Server, there’s
no guarantee they’ll work properly in a multiuser environment. As always, test new
applications in a test environment first before implementing them into production. It’s
likely that security analyst programs specifically designed for Terminal Server will soon
be available, so keep your eyes open for new products like these.

Set Up Logon/Logout Audit Logs
Setting up auditing for logon and logout attempts is strongly recommended. You’ll be

able to see both successful and failed logon attempts. Make sure you check this log on
a regular basis for attempted intrusions. To set up auditing, follow these steps:

1. Open User Manager from the Administrative Tools folder in Start
menu | Programs.

2. Select Audit from the Policies menu. The Audit Policy window will appear.

3. Select Audit These Events and check the Success and Failure boxes next to
Logon and Logoff; this will audit both successful and failed user logon and logoff

attempts. If you want to enable auditing for any other system events, check those
boxes as well. Click OK when finished.



Security Tips 205

4. To check user logon and logoff attempts, open the Event Viewer, which is also
located in the Administrative Tools folder, and select Security from the Log
menu.

Log off and then log back on to the system. Go into the Event Viewer. You should
see record of your logoft and logon in the security log. Try logging off and then log-
ging back on using an incorrect password at least once. When you log on with the
correct password and look at the security log, you should also see your failed logon
attempt.

By default, the security log will be overwritten after seven days.You can change this
and other security log settings from the Log Settings dialog box, located by selecting
Log Settings from the Log menu in Event Viewer.

Use the ACLCHECK Utility

To check your file and Registry security, use the ACLCHECK utility included with
Terminal Server. This DOS-based utility will scan your server’s directories and
Registry for instances where access has been granted for users and groups other than
the system account or administrators.

The ACLCHECK is one of the simplest and best security monitoring tools.
Running ACLCHECK periodically on your directories and Registry highlights secu-
rity holes immediately. You should also run ACLCHECK after installing applications
to ensure that the installation did not create any security problems.

One simple technique is to create a shortcut on your desktop that runs a batch file
on the Windows Terminal Server, similar to the following:

ACLCHECK M:\ /FILES_ONLY > H:\CHKFIL.TXT

ACLCHECK /REGISTRY_ONLY > H:\CHKREG.TXT

Here, “H:” is map-rooted to your administrator home directory on the Windows
Terminal Server. Using a common spreadsheet program such as Microsoft Excel, you
can import these text files. Once they’re in spreadsheet format, you can sort and
arrange the data as you wish. This will make it quickly apparent exactly what your
users have access to.

Use a Directory Tree-Sizing Utility

One of the more useful shareware utilities to purchase is a good directory tree-sizing
program. Quite a few are available, but their basic function is the same. They simply
graph out your hard drive, tallying the amount of space used under each directory.
This way, you can get a better picture of where the majority of your data is and how
fast it’s growing.

Real-World Tip: Disk Frontier
One of the best tree-sizing or disk-sizing utilities is Disk Frontier by Choice Computing (www. choicecomp.
com). It's simple, small, inexpensive, and elegant. It sums up the directory sizes under any drive or direc-

tory you specify using a simple bar graph. In addition to directory sizes, the bar graph also relays
information on how much of the directory has been read from or written to within the last 30 days.
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