


























































































































































































































































































































































































Listing the Resource Security File 

You can use the SECLIST procedure to print or display information contained in 
the resource security file. 

Note: Security information about folder members cannot be listed because it is not 
stored in the resource security file. 

Listing File, Library, and Group Security Information 

How much file and library security information you can print or display depends on 
two things: 

• Whether password security is active 

• Your security classification 

If password security is active, a master security officer or a security officer can use 
the SECLIST RESOURCE procedure to list all file, library, and group resource 
records and user records. Any other user can use the SECLIST RESOURCE 
procedure to list only the information about the files, libraries, and groups he or she 
owns or is authorized to access. 

If password security is active, information in the resource security file can be 
requested from any display station. If password security is not active, anyone can 
use the SECLIST RESOURCE procedure to list all file, library, and group resource 
records and user records, but the procedure can be run only from the system 
console. If password security is not active, and the SECLIST RESOURCE 
procedure is run from a display station other than the system console, only the 
information about the files, libraries, and groups that the user owns or is authorized 
access to can be listed. 
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To list file, library, and group information contained in the resource security file, do 
the following: 

1. On the command display, type: 
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SECLIST RESOURCE 

Press the Help key. 

The following display appears: 

SECLIST PROCEDURE 

Lists the user identification or resource security file 

Security information 
to be listed 

Print or display output 

cmd3-Previous menu 

USERID,RESOURCE,COMM,RESFLDR RESOURCE 

. . . . . . . . PRINTER,CRT PRINTER 

COPR IBM Corp. 1986 

59042574 



2. Type the device for the listing: 

PRINTER specifies that the output from the SECLIST RESOURCE procedure 
is to be printed on the printer assigned to your display station. PRINTER is 
the default, and is already displayed. 

CRT specifies that the output is to be displayed on your display screen. 

Press the Enter key. 

The following display appears: 

SECLIST PROCEDURE 

Lists the user identification or resource security file 

Security information 
to be listed USERID,RESOURCE,COMM,RESFLDR RESOURCE 

Print or display output 

Order of security file 

Type of information to be listed 

Cmd2-Page back Cmd4-Put on )Ob queue 

. . . . . PRINTER,CRT PRINTER 

OWNERID,RNAME,USERID OWNERID 

USER,ALL USER 

COPR IBM Corp. 1986 

59042575 
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3. To indicate the order of the list, type one of the following: 

OWNERID specifies that secured files, libraries, and groups are to be listed 
alphabetically by the owner's user ID. OWNERID is the default, and is 
already displayed. 

You can list security information about the files, libraries, and groups for 
which you are listed as an owner. If you are a master security officer or a 
security officer, you can list all of the user IDs that have owner access to 
files, libraries, and groups. 

RNAME specifies that secured files. libraries, and groups are to be listed by 
resource name; that is, alphabetically by file, library, or group name. If 
RNAME is specified, USER cannot also be specified for the Type of 
information to be listed prompt. 

Only a master security officer or a security officer can list security 
information about secured files, libraries, and groups. 

USERID specifies that secured files, libraries, and groups are to be listed 
alphabetically by user ID. 

You can list security information about the files, libraries, and groups for 
which you are listed as a user. If you are a master security officer or a 
security officer, you can list all of the user IDs and security information 
about the files, libraries, and groups that users with those user IDs have 
access to. 

4. To indicate the type of information to be listed, type one of the following: 

USER specifies that only the file, library, and group resource records for the 
user running the procedure are to be listed. This parameter is allowed only 
when OWNERID or USERID is specified. USER cannot be specified if 
RNAME is specified. USER is the default, and is already displayed. 

ALL specifies that all file, library, and group resource records are to be listed. 
You must be a master security officer or a security officer to specify ALL 
when password security is active. 

Press the Enter key. 

The file, library, and group security information in the resource security file is 
printed or displayed on the device that you specified in step 2. 

Sample Printout of Files, Libraries, and Groups by Resource Name 

This example shows how a master security officer or security officer lists the file, 
library, and group entries in the resource security file in alphabetic order by file, 
library, or group name. If the master security officer enters: 

SECLIST RESOURCE,PRINTER,RNAME,ALL 

The printout shown in Figure 3-6 is printed on the printer assigned to the display 
station where the master security officer is running the procedure. 
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Resource Security by Resource Name 
User ID LAG535 ,, .... ,. ,, 1' --f- u •• l -1-Default 
Resource Type Log Access Nwnber ID Access 
-------- ---------- ---------
WARELIB Library N None 

FILE! Fi le y Read 

FILE2 File N Read 

FILE3 Fi le N Read 

PAY Group y Read 
.LIB1 Library 
.1 Fi le 
.FOLD Folder 

FILE4 Remote N Run 

LAGLIB Unused y Read 

Records In Resource Security File 

.__Secured Libraries 

... -=Secured Alternative Index <All Files 
Secured Fi Les 

Cii>--Secured Groups of resources 
G-=- Secured Remote Fi Les 

8-Unused Secured Names 

-------
2 LAG535 

ALEX 

4 LAG535 
LKS 
PETER 
DENNIS 

0 

3 CHARLES 
PETER 
ALEX 

4 LAG535 
LKS 
PETER 
DENNIS 

2 PETER 
DENNIS 

1 LAG535 

~~:;:~~---~----~--------------------~-----

..... User Records 
tt-----other Records 

Cl-Total Records Used 

.. -Total Records Available 
~ --------~~---~-------------~-~--~---

Tot al Records Defined 

0-.__Fi le Size in Blocks 

--------
Owner 
Update 

Owner 
Cha119e 
Update 
None 

Update 
Read 
None 

Owner 
Owner 
Cha119e 
Read 

Owner 
Read 

Owner 

0 
3 
1 
1 
1 

7 

16 
27 

50 

22 

72 

1 

r 
Parent 

--------

FIL.E1 

FILE1 

Figure 3-6. Sample Printout of Files, Libraries, and Groups by Resource Name 

~~h;,,,., ~ 
Number Names 

--------
0 

2 FILE2 
FILE3 

0 

0 

0 

0 

0 
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Description of Entries on Sample Printout of Files, Libraries, and Groups by Resource 
Name 

G User ID indicates the user ID of the user who ran the SECLIST 
RESOURCE procedure. 

0 Resource indicates the name of the secured file, library, or group. 

If the secured resource is a group resource, the group identifier is listed. If a 
file, library, or folder is part of a group resource, the file, library, or folder is 
identified by the characters following the period within its name. For 
example, the payroll files could all be part of the group resource called PAY. 
If files PAY.LIB!, PAY.I, and PAY.FOLD are secured by the group 
resource record, they are identified within the list as .LIB 1, .1, and .FOLD 
and appear immediately following the PAY entry. 

8 Type indicates the type of the resource: 

AI FILE 
FILE 
FOLDER 
GROUP 
LIBRARY 
REMOTE 
UNUSED 

Indicates that the resource is an alternative index file. 
Indicates that the resource is a file. 
Indicates that the resource is a folder. 
Indicates that the resource is a group resource. 
Indicates that the resource is a library. 
Indicates that the resource is on a remote system. 
Indicates that the resource is not on disk. That is, the file or 
library is specified in the resource security file, but the file or 
library does not actually exist on disk. 

e Log indicates whether successful accesses to the file, library, or group are to 
be recorded in the history file. Y is yes; N is no. 

G Default Access indicates the default access for the file or library. 

0 Users Number indicates how many users are defined for the file or library. 

8 Users ID indicates the user IDs. 

0 Users Access indicates the access level for each user ID. 

0 Parent indicates the name of the file or library whose user records are to be 
included with the indicated resource's user records. 

ft Children Number indicates the number of files or libraries that use this mmmt 
resource's user records. 

-QI Children Names indicates the names of the files and libraries that use this 
parent resource's user records. 

G Secured Libraries indicates the number of secured libraries in the resource 
security file. 
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G Secured Alternative Index (AI) Files indicates the number of secured 
alternative index files in the resource security file. 

G) Secured Files indicates the number of secured files in the resource security 
file. 

f) Secured Groups of resources indicates the number of secured groups of 
resources in the resource security file. 

Q Secured Remote Files indicates the number of files that have a file resource 
record in the resource security file but actually exist on a remote system. 

G) Unused Secured Names indicates the total number of files and libraries 
specified in the resource security file, but not defined on the system. 

0 Total indicates the total of all file, library, and group resource records in the 
resource security file. 

0 User Records indicates the total number of user records for files, libraries, 
and groups in the resource security file. 

0 Other Records indicates the number of folders, authorization lists, and user 
records for authorization lists in the resource security file. 

CD Total Records Used indicates the total number of records in the resource 
security file that contain security information. 

0 Total Records Available indicates the number of unused records in the 
resource security file. 

G Total Records Defined indicates the size of the file in records. This number 
includes used and unused records. 

0 File Size in Blocks indicates the number of disk blocks the resource security 
file is using. 
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Sample Printout of Files, Libraries, and Groups by User ID 

This example shows how a master security officer or a security officer lists in 
alphabetic order all of the user IDs and the files, libraries, and groups that users 
with those user IDs have access to. If a master security officer enters: 

SECLIST RESOURCE,PRINTER,USERID,ALL 

The printout shown in Figure 3-7 is printed on the printer assigned to the display 
station where the master security officer is running the procedure. 
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Resource Security by User ID 

1",, ~ ,, 
User ID Resource Type 

******** 
ALEX 

CHARLES 

DENNIS 

LAG535 

LKS 

FILE2 

WARELIB 

FILE3 

FILE3 

FILE1 

PAY 
.LIB1 
.1 
.FOLD 

FILE4 

WARELIB 

FILE1 

PAY 

Fi le 

Library 

Fi le 

Fi le 

Fi le 

Group 
Library 
Fi le 
Folder 

Remote 

Library 

Fi le 

Group 
.LIB1 Library 
.1 Fi le 
,FOLD Folder 

LAGLIB Unused 

FILE1 Fi Le 

Records In Resource Security Fi le 

,. 
Log 

N Read 

N Update 

N None 

N Update 

y None 

y Read 

N Read 

N Owner 

y Owner 

y Owner 

y Owner 

y Cha119e 

._Secured Libraries 
• -Secured Alternative Index (AI> Fi Les 

8- Secured Fi Les 
G Secured Groups of resources 

e-secured Remote Fi Les e--=- Unused Secured Names 

8-Total 

0--user Records 
CD-other Records 

0-- ;:;:~-;::~~:-~::~-----·--------·--------------

~Total Records Available 

8•..--- Total Records Defined 

CD-Fi le Size in Blocks 

0 

0 

0 

0 

2 

0 

0 

0 

2 

0 

0 

2 

FILE2 
FILE3 

FILE2 
FILE3 

FILE2 
FILE3 

1 
0 
3 
1 
1 

7 

16 
27 

50 

22 

72 

Figure 3-7. Sample Printout of Files, Libraries, and Groups by User ID 
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Description of Entries on the Sample Printout of Files, Libraries, and Groups by User ID 

0 User ID indicates the user ID of the user who ran the SECLIST 
RESOURCE procedure. 

0 User ID indicates the user ID of a user who has access to one or more 
secured files, libraries, or groups. The files, libraries, and groups this user 
has access to are listed in the resource column. 

G Resource indicates the name of 'he secured file, library, or group this user 
can access. 

If the secured resource is a group resource, the group identifier is listed. If a 
file, library, or folder is part of a group resource, the file, library, or folder is 
identified by the characters following the period within its name. For 
example, the payroll files could all be part of the group resource called PAY. 
If files PAY.LIB!, PAY.l, and PAY.FOLD are secured by the group 
resource record, they are identified within the list as .LIB 1, .1, and .FOLD 
and appear immediately following the PAY entry. 

Q Type indicates the type of the resource: 

AI FILE 
FILE 
FOLDER 
GROUP 
LIBRARY 
REMOTE 
UNUSED 

Indicates that the resource is an alternative index file. 
Indicates that the resource is a file. 
Indicates that the resource is a folder. 
Indicates that the resource is a group resource. 
Indicates that the resource is a library. 
Indicates that the resource is on a remote system. 
Indicates that the resource is not on disk. That is, the file or 
library is specified in the resource security file, but the file or 
library does not actually exist on disk. 

G Log indicates whether successful accesses to the file, library, or group are to 
be recorded in the history file. Y is yes; N is no. 

0 Access indicates the access level for each user ID. 

8 Children Number indicates the number of files or libraries that use this parent 
resource's user records. 

0 Children Names indicates the names of the files and libraries that use this 
parent resource's user records. 

0 Secured Libraries indicates the number of secured libraries in the resource 
security file. 

8 Secured Alternative Index (AI) Files indicates the number of secured 
alternative index files in the resource security file. 

Ct Secured Files indicates the number of secured files in the resource security 
file. 
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9 Secured Groups of resources indicates the number of secured groups of 
resources in the resource security file. 

G Secured Remote Files indicates the number of files that have a file resource 
record in the resource security file but actually exist on a remote system. 

CD Unused Secured Names indicates the total number of files and libraries 
specified in the resource security file, but not defined on the system. 

G> Total indicates the total of all file, library, and group resource records in the 
resource security file. 

0 User Records indicates the total number of user records for files, libraries, 
and groups in the resource security file. 

G> Other Records indicates the number of folders, authorization lists, and user 
records for authorization lists in the resource security file. 

0 Total Records Used indicates the total number of records in the resource 
security file that contain security information. 

8 Total Records Available indicates the number of unused records in the 
resource security file. 

0 Total Records Def"med indicates the size of the file in records. This number 
includes used and unused records. 

CD File Size in Blocks indicates the number of disk blocks the resource security 
file is using. 
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Sample Printout of Files, Libraries, and Groups by Owner ID 

This example shows how any user can list in alphabetic order the files, libraries, 
and groups that he or she owns. If the user enters: 

SECLIST RESOURCE,PRINTER,OWNERID,USER 

The printout shown in Figure 3-8 is printed on the printer assigned to the display 
station where the user is running the procedure. 

3-90 System Security Guide 



Resource Security by 011rner ID 
User ID LAG535 • ,, 1' ,. ,, ,. 

---! ,. --1- r ---'"hi ldren t Default Users 
Owner ID Resource Type Log Access Number ID Access Parent Number Names 
-------- -------- -------·--·- ---------- -------- ---------- -------- --------

LAG535 IJARELIB Library N None ALEX Update 0 

FILE1 Fi le y Read 3 LKS Change 2 FILE2 
PETER Update FILE3 
DENNIS None 

PAY Group y Read 3 LKS Owner 0 
.LIB1 Library PETER Change 
.1 Fi le DENNIS Read 
.FOLD Folder 

LAGLIB Unused y Read 0 0 

Figure 3-8. Sample Printout of Files, Libraries, and Groups by Owner ID 
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Description of Entries on Sample Printout of Files, Libraries, and Groups by Owner ID 

0 User ID indicates the user ID of the user who ran the SECLIST 
RESOURCE procedure. 

G Owner ID indicates the owner of the resources listed in the resource column. 

8 Resource indicates the name of the secured file, library, or group. 

If the secured resource is a group resource, the group identifier is listed. If a 
file, library, or folder is part of a group resource, the file, library, or folder is 
identified by the characters following the period within its name. For 
example, the payroll files could all be part of the group resource called PAY. 
If files PAY.LIB 1, PAY .1, and PAY.FOLD are secured by the group 
resource record, they are identified within the list as .LIB 1, .1, and .FOLD 
and appear immediately following the PAY entry. 

CD Type indicates the type of the resource: 

AI FILE 
FILE 
FOLDER 
GROUP 
LIBRARY 
REMOTE 
UNUSED 

Indicates that the resource is an alternative index file. 
Indicates that the resource is a file. 
Indicates that the resource is a folder. 
Indicates that the resource is a group resource. 
Indicates that the resource is a library. 
Indicates that the resource is on a remote system. 
Indicates that the resource is not on disk. That is, the file or 
library is specified in the resource security file, but the file or 
library does not actually exist on disk. 

G Log indicates whether successful accesses to the file, library, or group are to 
be recorded in the history file. Y is yes; N is no. 

G Default Access indicates the default access for the file or library. 

8 Users Number indicates how many users are defined for the file or library. 

0 Users ID indicates the user IDs. 

0 Users Access indicates the access level for each user ID. 

8 Parent indicates the name of the file or library whose user records are to be 
included with the indicated resource's user records. 

Ct Children Number indicates the number of files or libraries that use this parent 
resource's user records. 

9 Children Names indicates the names of the files and libraries that use this 
parent resource's user records. 
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Listing Folder Security Information 

How much folder or subdirectory security information you can print or display 
depends on: 

• Whether password security is active 

• Your security classification 

If password security is active, a master security officer or a security officer can use 
the SECLIST RESFLDR procedure to list all folder or subdirectory security 
information. Any other user can use the SECLIST RESFLDR procedure to list 
only the information about the folders or subdirectories he or she owns or is 
authorized to access. 

If password security is active, folder or subdirectory information in the resource 
security file can be requested from any display station. If password security is not 
active, anyone can use the SECLIST RESFLDR procedure to list all folder or 
subdirectory security information, but the procedure can be run only from the 
system console. If password security is not active, and the SECLIST RESFLDR 
procedure is run from a display station other than the system console, only the 
information about the folders or subdirectories that the user owns, or is authorized 
to access, can be listed. 

Note: Security information about folder members cannot be listed because it is not 
stored in the resource security file. , 

To list folder or subdirectory information contained in the resource security file, do 
the following: 

1. On the command display, type: 

SECLIST RESFLDR 

Press the Help key. The following display appears: 

SECLIST PROCEDURE 

Lists the user identification or resource security file 

Security information 
to be listed . . . . 

Print or display output 

Cmd3-Previous menu 

USERID,RESOURCE,COMM,RESFLDR RESFLDR 

........ PRINTER,CRT PRINTER 

COPR IBM Corp. 1986 

59042576 
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2. Type the device for the listing: 
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PRINTER specifies that the output from the SECLIST RESFLDR procedure is 
to be printed on the printer assigned to your display station. PRINTER is 
the default, and is already displayed. 

CRT specifies that the output is to be displayed on your display screen. 

Press the Enter key. 

The following display appears: 

SECLIST PROCEDURE 

Lists the user identification or resource security file 

Security information 
to be listed 

Print or display output 

Order of security file 

Type of information to be listed 

USERID,RESOURCE,COMM,RESFLDR RESFLDR 

..... PRINTER,CRT PRINTER 

OWNERID,RNAME,USERID OWNERID 

USER,ALL USER 

Cmd2-Page back Cmd4-Put on job queue COPR IBM Corp. 1986 

S9042577 



3. To indicate how you want the listing to be arranged, type one of the following: 

OWNERID specifies that authorization lists, secured folders, and 
subdirectories are to be listed alphabetically by the owner's user ID. 
OWNERID is the default, and is already displayed. 

You can list security information about the authorization lists, folders, and 
subdirectories for which you are listed as an owner. If you are a master 
security officer or a security officer, you can list all of the user IDs that have 
owner access to authorization lists, folders, and subdirectories. 

RNAME specifies that authorization lists, secured folders, and subdirectories 
are to be listed by resource name; that is, alphabetically by authorization list 
or folder name. If RNAME is specified, USER cannot be specified for the 
Type of information to be listed prompt. 

If you are a master security officer or a security officer, you can list security 
information about all of the authorization lists, secured folders, and 
subdirectories. 

USERID specifies that authorization lists, secured folders, and subdirectories 
are to be listed alphabetically by user ID. 

You can list security information about the folders or subdirectories for 
which you are listed as a user. If you are a master security officer or a 
security officer, you can list all of the user IDs and security information 
about the folders or subdirectories that users with those user IDs are 
authorized to access. 

4. To indicate the type of information to be listed, type one of the following: 

USER specifies that only the entries for the user running the procedure are to 
be listed. This parameter is allowed only when OWNERID or USERID is 
specified. USER cannot be specified if RNAME is specified. USER is the 
default, and is already displayed. 

ALL specifies that all authorization lists, folder, and subdirectory security 
information in the resource security file is to be listed. You must be a 
master security officer or a security officer to specify ALL when password 
security is active. 

Press the Enter key. 

The listing of authorization lists, secured folders, and subdirectories in the resource 
security file is printed or displayed on the device that you specified in step 2. 
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Sample Printout of Folders, Subdirectories, and Authorization Lists by Resource Name 

This example shows how a master security officer or a security officer lists folder, 
subdirectory, and authorization list entries in the resource security file in alphabetic 
order by folder, subdirectory, or authorization list name. If a master security 
officer enters: 

SECLIST RESFLDR,PRINTER,RNAME,ALL 

The printout shown in Figure 3-9 is printed on the printer assigned to the display 
station where the master security officer is running the procedure. 
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Folder Resource Security by Resource Halle 

; ' "*"~-.-1' 
Resource ID Access 

ACTION 

AUTH1 ~IS Dllner 
.XIAN Cha119e 
DANIEL Update 

AUTH2 .ow 01111er 

PEGGY Cha119e 
ELISE Update 

DEPT48H CHARLIE Dllner 
DElilIS Update 
JAHET Update 

FOLDER1 
/SUBDIR1 
/SUBDIR1/SUBDIR2/SUBDIR3/SUBDIR4/SUBDIR5/SUBDIR6/SUBDIR7 

PAY,FLDR 
/CUSTOl£R/EAST 
/CIJSTOHER/WEST 
/SALES 

SALES CHARLIE 
KAREN 
KERRY 
BILL 
JAHET 

Clllner 
Read 
Read 
None 
None 

Records In Resource Security File 

' Type 

Fldr 

Au th 

Au th 

Au th 

Fldr 
Subdir 
Subdir 

Fldr 

Fldr 
Subdir 
Subdir 
Subdir 

Au th 

0-Folder records 3 
0 Subdirectory records 12 

~uthorization list records 4 e--=-User records 14 
----------------------

&-iotal 33 

8--Other Records 2 

0-Tota l Records Used 

~Total Records Available 

0-rotal Records Defined 

9--Fi le Size in Blocks 

35 

72 

1 

,. ,, 
" ~ Default Authorization lists 

Lo9 Access Override Pr i11ary 
-----

y None DEPT48H SALES 

N Read AUTH1 AUTH2 
N None AUTH2 
y Update AUTH2 AUTH1 

y Update AUTH1 AUTH2 

N None SALES 
N None SALES 
y None DEPT48H 

Figure 3-9. Sample Printout of Folders, Subdirectory, and Authorization Lists by Resource Name 
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Description of Entries on Sample Printout of Folden, Subdirectories, and Authoriwtion 
Lists by Resource Name 

G User ID indicates the user ID of the user who ran the SECLIST RESFLDR 
procedure. 

0 Resource indicates the name of the authorization list, subdirectory, or 
secured folder. 

8 Users ID indicates the user IDs of the users on the authorization list. 

Q Users Access indicates the access level for each user on the authorization list. 

G Type indicates the type of the record: 

Auth 
Fldr 
Subdir 

Indicates that the record is for an authorization list. 
Indicates that the record is for a folder. 
Indicates that the record is for a subdirectory. 

0 Log indicates whether successful accesses to the folder or subdirectory are to 
be recorded in the history file. Y is yes; N is no. Unsuccessful accesses are 
always recorded in the history file. 

8 Default Access indicates the default access for the folder or subdirectory. 

0 Authorization lists, Override indicates the name of the override authorization 
list securing the folder or subdirectory. 

0 Authorization lists, Primary indicates the name of the primary authorization 
list securing the folder or subdirectory. 

8 Folders indicates the number of secured folders in the resource security file. 

0 Subdirectory indicates the number of secured subdirectories in the resource 
security file. 

9 Authorization lists indicates the number of authorization lists in the resource 
security file. 

G Users indicates the number of user records for authorization lists in the 
resource security file. 

9 Total indicates the total number of folders, subdirectories, authorization lists, 
and users on the authorization lists in the resource security file. 

8 Other Records indicates the total number of other records in the resource 
security file. 

0 Total Records Used indicates the total number of records in the resource 
security file that contain security information. 

3-98 System Security Guide 



CD Total Records Available indicates the total number of unused records in the 
resource security file. 

0 Total Records Defined indicates the size of the file in records. This number 
includes used and unused records. 

8 File Size in Blocks indicates the number of disk blocks the resource security 
file is using. 
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Sample Printout of Folders, Subdirectories, and Authorization Lists by User ID 

This example shows how a master security officer or a security officer lists in 
alphabetic order all of the user IDs and the folders, subdirectories, and 
authorization lists that users with those user IDs have access to. If a master 
security officer enters: 

SECLIST RESFLDR,PRINTER,USERID,ALL 

The printout shown in Figure 3-10 is printed on the printer assigned to the display 
station where the master security officer is running the procedure. 
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Folder Resource Security by User ID 

~- ID DENN, ,, " 

User ID Access Type Resource 

BILL None Au th SALES 

CHARLIE Owner 

Owner 

DANIEL Update 

Fldr 

Subdi r 
Subdir 

Au th 
Fldr 

Subdi r 

Au th 

Subdir 
Subdir 

Au th 
Fldr 
Fldr 

ACTION 
Folder- PAY.FLDR 

/CUSTOMER/EAST 
/CUSTOMER/WEST 

DEPT4BH 
ACTION 
Folder- PAY .FLDR 

/SALES 

SALES 
Folder- f'AY .FLDR 

/CUSTOMER/EAST 
/CUSTOMER/WEST 

AUTHl 
FOLDERl 
FOLDER2 

Subd ir 
Folder- FOLDER1 
/SUBDIR1/SUBDIR~/SUBDIR3/SUBDIR4/SUBDIR5/SUBDIR6/SUBDIR7 

DENNIS Owner Au th 
Fldr 
Fldr 

AUTH1 
FOLDERl 
FOLDER2 

Subd ir 
Folder- FOLDERl 

/SUBDIR1/SUBDIR2/SUBDIR3/SUBDIR4/SUBDIR5/SIJBDIR6/SUBDIR7 

Update Au th 
Fldr 

DEPT4BH 
ACTION 

Records In Resource Security File 

9-Folder records 
~Subdirectory records 

ct-Authorization Li st records 
0.-::.-User records 

._Total 

O-other Records 

~Total Records Used 

~Total Records Available 

.Total Records Defined 

.__Fi le Size in Blocks 

3 
12 

4 
14 

2 

35 

37 

Figure 3-10. Sample Printout of Folders, Subdirectories, and Authorization Lists by User 
ID 
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Description of Entries on Sample Printout of Folden, Subdirectories, and Authorization 
Lists by User ID 

0 User ID indicates the user's ID. 

0 Access indicates the access level for the user. 

8 Type indicates the type of the record: 

Auth 
Fldr 
Subdir 

Indicates that the record is for an authorization list. 
Indicates that the record is for a folder. 
Indicates that the record is for a subdirectory. 

CD Resource indicates the name of the authorization list, secured folder, or 
subdirectory. 

G Folders indicates the number of secured folders in the resource security file. 

0 Subdirectory indicates the number of secured subdirectories in the resource 
security file. 

8 Authorization lists indicates the number of authorization lists in the resource 
security file. 

0 Users indicates the number of user records for authorization lists in the 
resource security file. 

0 Total indicates the total number of folders, subdirectories, authorization lists, 
and users on the authorization lists in the resource security file. 

G Other Records indicates the total number of other records in the resource 
security file. 

0 Total Records Used indicates the total number of records (office and other) 
in the resource security file that contain security information. 

9 Total Records Available indicates the total number of unused records in the 
resource security file. 

8 Total Records Defined indicates the size of the file in records. This number 
includes used and unused records. 

4D File Size in Blocks indicates the number of disk blocks the resource security 
file is using. 
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Sample Printout of Folders, Subdirectories, and Authorization Lists by Owner ID 

This example shows how any user can list in alphabetic order the folders, 
subdirectories, and authorization lists that he or she owns. If the user enters: 

SECLIST RESFLDR,PRINTER,OWNERID,USER 

The printout shown in Figure 3-11 is printed on the printer assigned to the display 
station where the user is running the procedure. 
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Folder Resource Security by Owner ID 
User ID DENNIS • ,. r ,. ---1 Users --'- r ,, 

Autho~ation 
,. 

Default lists 
0..ner ID Type Resource ID Access Lo9 Access Override Primary 

--------- ----------- ---------
CHARLIE Au th DEPT4BH CHARLIE Owner 

DEHNIS Update 
JANET Update 

Fldr ACTION y None DEPT48H SALES 
Folder- PAY,FLDR 

Subdir /SALES y None DEPT48H 

Au th SALES CHAR'-IE Owner 
KAREN Read 
KERRY Read 
BILL None 
JANET None 

Fldr ACTION y None DEPT48H SALES 
Folder- PAY.FLDR 

Subdir /CUSTOl1ER/EAST N None SALES 
Subdir /CUSTOMER/WEST N None SALES 

DENNIS Au th AUTH1 DENNIS Owner 
JOAH Chanqe 
DANIEL Update 

Fldr FOLDER1 N Read AUTH1 AUTH2 
Fldr FOLDER2 y Update AUTH1 AUTH2 

Folder- FOLDER1 
Subdir /SUBDIR1 N None AUTH2 
Subdir /SUBDIR1/SUBDIR2/SUBDIR3/SUBDIR4/SUBDIR5/SUBDIR6/SUBDIR7 y Update AUTH2 AUTH1 

Group PAY 
Folder- PAY.FLDR 

Subdlr /CUSTOHER/EAST N None SALES 
Subdir /CUSTOMER/WEST N None SALES 
Subdir /SALES y None DEPT48H 

Figure 3-11. Sample Printout of Folders, Subdirectories, and Authorization Lists by Owner ID 
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Description of Entries on Sample Printout of Folden, Subdirectories, and Authorization 
Lists by Owner ID 

0 User ID indicates the user ID of the user who ran the SECLIST RESFLDR 
procedure. 

0 Owner ID indicates the owner of the resource. 

G Type indicates the type of the record: 

Auth 
Fldr 
Subdir 

Indicates that the record is for an authorization list. 
Indicates that the record is for a folder. 
Indicates that the record is for a subdirectory. 

G) Resource indicates the name of the authorization list, secured folder, or 
subdirectory. 

G Users ID indicates the user IDs of the users on the authorization list. 

0 Users Access indicates the access level for each user ID on the authorization 
list. 

G Log All Accesses indicates whether successful accesses to the folder or 
subdirectory are to be recorded in the history file. Y is yes; N is no. 

0 Default Access indicates the default access for the folder or subdirectory. 

0 Authorization lists, Override indicates the name of the override authorization 
list securing the folder or subdirectory. 

8 Authorization lists, Primary indicates the name of the primary authorization 
list securing the folder or subdirectory. 
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Saving the Resource Security File 

You should consider making a copy of the resource security file in case the original 
resource security file is somehow damaged or destroyed. The copy allows you to 
recover from intentional or unintentional destruction of your security information. 
The SECSA VE procedure allows you to copy the resource security file onto 
diskette, tape, tape cartridge, or onto another area on disk. 

If password security is active, a master security officer can run the SECSA VE 
procedure from any display. 

If password security is not active, anyone can run the SECSA VE procedure, but 
only from the system console. 

Saving Copies on Diskette 

To copy the resource security file onto diskette, do the following: 

1. On the command display, type: 

SECSAVE 

Press the Help key. 

The following display appears: 

SECSAVE PROCEDURE 

Saves a copy of the user identification or resource security file 

Type of security file to be 
copied or saved . . . . • 

Naine of file to be created 

Location of file • . . . • 

USERID,RESOURCE USERID 

11 ,F1 ,TC ,T1 ,T2 I1 

Cmd3-Previous menu Cmd4-Put on job queue COPR IBM Corp. 1986 

59042578 

2. Type RESOURCE over USERID. 
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3. Type a name for the file to be created. For example, you could call the copy 
RESFILE (resource security file). 

4. You do not have to type the location of the file. 11 (the default value) 
indicates that the file is to be copied onto diskette. 

Press the Enter key. 

The following display appears: 

SECSAVE PROCEDURE 

Saves a copy of the user identification or resource security file 

Type of security file to be 
copied or saved • . . • . 

Name of file to be created 

USERID,RESOURCE RESOURCE 

RES FILE 

Location of file 

Volume ID of diskette 

Retention days 

Location of diskette 

I1 ,F1 ,TC ,T1 ,T2 I1 

1-999 999 

S1,S2,S3,M1.nn,M2.nn S1 

Automatic advance to next slot or magazine . . . . NOAUTO,AUTO NOAUTO 

Cmd2-Page back Cmd4-Put on job queue COPR IBM Corp. 1986 

S9042579 
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5. Type the following information: 

a. The volume ID of the diskette that is to receive the copy. A volume ID 
must be specified. 

b. The number of days the diskette file is to be retained, any decimal number 
from 1 through 999. If you do not specify the number of retention days, 
999 days are assumed. If 999 days are entered or assumed, the file is a 
permanent diskette file. 

c. The diskette slot or diskette magazine location containing the first diskette 
to be used. Any of the following can be specified: 

SJ, S2, or SJ specifies the diskette slot containing the first diskette to be 
used. 

Ml.nn or M2.nn specifies the magazine location containing the first 
diskette to be used. Ml indicates the first magazine location, and M2 
indicates the second magazine location. no is a decimal number from 01 
through 10 that identifies the location of the diskette in the magazine. 
Specifying Ml is the same as specifying Ml.01; specifying M2 is the 
same as specifying M2.0l. 

d. Whether the system is to automatically advance to the next diskette slot or 
magazine location. You can specify either AUTO or NOAUTO: 

NOA UTO specifies the following: 
1) If Sl, S2, or S3 is specified, only the specified slot (Sl, S2, or S3) is 

used. If more diskettes need to be processed, a message is displayed 
and you must insert the next diskette into the slot being used. 

2) If Ml.nn or M2.nn is specified, only the specified magazine location 
(Ml or M2) is used. Processing begins with the diskette at the 
specified location within the magazine and continues through the last 
diskette in the magazine. If more diskettes need to be processed, a 
message is displayed and you must then insert the next magazine in the 
magazine location being used. Processing resumes at the first diskette 
location in the magazine. 

AUTO specifies the following: 
1) If S l, S2, or S3 is specified, all three slots (S 1, S2, and S3) are used. 

Processing begins with the diskette in the specified slot and continues 
through the diskette in slot S3. If more diskettes need to be processed, 
a message is displayed and you must then insert the next diskettes. 
Processing resumes with the diskette in slot Sl. 

2) If Ml.nn or M2.nn is specified, both magazin~ 1oc~~ions (Ml and~.!~) 
are used. Processing begins with the diskette at the specified location 
and continues through the diskette in location M2.10. If more 
diskettes need to be processed, a message is displayed and you must 
then insert the next magazines. Processing resumes at location Ml.01 
and continues through M2.10. 

Press the Enter key. 

The SECSA VE procedure copies the resource security file onto diskette, and the 
procedure ends. 
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Example of Copying the Resource Security File on Diskette 

This example shows the procedure and parameters a master security officer can use 
to copy the resource security file onto diskette. The volume ID of the diskette is 
VOLOOl, and the diskette is located in diskette slot Sl. The name of the diskette 
file is RESFILE; the diskette file will be retained for 60 days. 

SECSAVE RESOURCE,RESFILE,I1,VOL001,60,S1,NOAUTO 

Saving Copies on Tape or Tape Cartridge 

To copy the resource security file onto tape or tape cartridge, do the following: 

1. On the command display, type: 

SECSAVE 

Press the Help key. 

The following display appears: 

SECSAVE PROCEDURE 

Saves a copy of the user identification or resource security file 

Type of security file to be 
copied or saved . . . • . 

Name of file to be created 

Location of file . . . . . 

Cmd3-Previous menu Cmd4-Put on job queue 

2. Type RESOURCE over USERID. 

USERID,RESOURCE USERID 

!1 ,F1 ,TC ,T1 ,T2 11 

COPR IBM Corp. 1986 

59042580 
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3. Type a name for the file to be created. For example, you could call the copy 
RESFILE (resource security file). 

4. Type Tl to specify that the file is to be copied onto a tape on the first tape 
drive, T2 to specify that the file is to be copied onto a tape on the second tape 
drive, or TC to specify that the file is to be copied onto a tape cartridge. You 
must type over the system default shown. 
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Press the Enter key. 

The following display appears: 

SECSAVE PROCEDURE 

Saves a copy of the user identification or resource security file 

Type of security file to be 
copied or saved . . . . . 

Name of file to be created 

Location of file 

Volume ID of tape 

Retention days 

Automatic advance to next tape drive 

End position of tape drive 

Cmd2-Page back Cmd4-Put on job queue 

USERID,RESOURCE RESOURCE 

RES FILE 

I1 ,F1 ,TC ,T1 ,T2 T1 

1-999 999 

NOAUTO,AUTO NOAUTO 

REWIND,LEAVE,UNLOAD REWIND 

COPR IBM Corp. 1986 
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5. Type the following information: 

a. The volume ID of the tape or tape cartridge that is to receive the copy. A 
volume ID must be specified. 

b. The number of days the tape or tape cartridge file is to be retained, any 
decimal number from 1 through 999. If you do not specify the number of 
retention days, 999 days are assumed. If 999 days are entered or assumed, 
the file is a permanent tape file. 

c. Whether the system is to automatically advance to the next tape drive if 
the end of the first tape is reached: 

NOA UTO specifies that if the end of the tape is reached on the selected 
tape drive, processing continues with the same tape drive. If more tapes 
need to be processed, a message is displayed, and you must mount the 
next tape on the selected tape drive. 

Note: NOA UTO, the system def a ult value, must be used if you are saving 
the resource security file on a tape cartridge. 

AUTO specifies that both tape drives can be used. If the end of the tape is 
reached on the selected tape drive, processing continues with the tape 
on the other tape drive. If the other drive is not available, the first drive 
is used again. If more tapes need to be processed, a message is 
displayed, and you must mount the next tape on the appropriate tape 
drive. 

d. The end position of the tape drive after the resource security file is copied. 
Any of the following can be specified: 

REWIND rewinds the tape to the beginning of the tape. 

LEA VE leaves the tape positioned at the end of the copied security file. 

UNLOAD rewinds the tape to the beginning and unloads the tape. 

Note: UNLOAD is defaulted to REWIND if you are saving the resource 
security file on a tape cartridge. 

Press the Enter key. 

The SECSA VE procedure copies the security file onto tape or tape cartridge, and 
the procedure ends. 

Example of Copying the Resource Security File on Tape 

This example shows the procedure and parameters a master security officer can use 
to copy the resource security file onto tape. The name of the tape file is RESFILE, 
the file will be copied to the tape on the first tape drive, both tape drives can be 
used if necessary, and the system will leave the tape positioned after the copied file. 

SECSAVE RESOURCE,RESFILE,T1,VOL001,999,,AUTO,LEAVE 
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Saving Copies on Oi~k 

To copy the resource security file onto another area on disk, do the foHowing: 

1. On the command display, type: 

SECSAVE 

Press the Help key. 

The following display appears: 

SECSAVE PROCEDURE 

Saves a copy of the user identification or resource security file 

Type of security file to be 
copied or saved . . . . • 

Name of file to be created 

Location of file • . . • • 

USERID,RESOURCE USERID 

I1 ,F1 ,TC ,T1 ,T2 I1 

cmd3-Previous menu cmd4-Put on job queue COPR IBM Corp. 1986 

59042582 

2. Type RESOURCE over USERID. 

3. Type a name for the file to be created. For example, you could call the copy 
RESFILE (resource security file). 

4. Type Fl to specify that the file is to be copied to another area on disk. You 
must type over the system default shown. 

Press the Enter key. 

The SECSA VE procedure copies the resource security file onto another area 
on disk, and the procedure ends. 

Example of Copying the Resource Security File to Another Area on Disk 

This example shows the procedure and parameters the master security officer can 
use to copy the resource security file into a disk file. The name of the disk file is 
RESFILE. 

SECSAVE RESOURCE,RESFILE,F1 
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Restoring the Resource Security File 

The SECREST procedure restores the resource security file with the copy that was 
created by the SECSA VE procedure. 

When restoring the resource security file, it is not necessary to deactivate resource 
security, activate resource security, or perform an IPL. The resource security file 
that is currently on disk is replaced with the version created by the SECSA VE 
procedure. 

If password security is active, a master security officer can run the SECREST 
procedure from any display station. 

If password security is not active, anyone can run the SECREST procedure, but 
only from the system console. 

Restoring Copies from Diskette 

To restore the resource security file from diskette, do the following: 

1. On the command display, type: 

SECREST 

Press the Help key. 

The following display appears: 

SECREST PROCEDURE Optional-* 

Restores the user identification or resource security file 

Security file to restore . USERID,RESOURCE USERID 

Name of file to be restored 

Size of file in records . . * 
Creation date of file to be restored * 
Location of file • • • . . . . . • . !1 ,F1 ,TC ,T1 ,T2 I1 

Crnd3-Previous menu COPR IBM Corp. 1986 

89042583 

2. Type RESOURCE over USERID. 
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3. Type the following information: 
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a. The name of the diskette file that contains the copy of the resource 
security file that was created by the SECSA VE procedure. If the specified 
diskette file does not contain a copy of a resource security file, an error 
message is displayed. 

b. The number of records to allow in the newly restored resource security file. 
This number can be any decimal number from 72 through 63,992 for the 
resource security file. If the number you enter is too large for the system 
or too small to contain all the copied records, an error message is 
displayed. If no number is specified, the number of records that were 
copied is used. 

Note: The number of records in the newly restored resource security file 
might differ slightly from the number you specify. That is because 
the system rounds the number of records to the next greatest multiple 
of 80, and then subtracts 8. For example, if you specify 5 00 records, 
the actual number of records in the file will be 552 (that is, 
560 - 8). 

c. The creation date of the diskette file that contains the copied resource 
security file. If no creation date is specified, and if more than one diskette 
file exists with the specified file name, the first (oldest) file is used. 

Note: The creation date entered must be in the current session date format, 
either month-day-year (mmddyy), day-month-year (ddmmyy), or 
year-month-day (yymmdd). You can use the STATUS SESSION 
command to determine the session date format. 

d. You do not have to type the location of the file. 11 (default value) 
indicates that the file is to be copied from diskette. 

Press the Enter key. 

The following display appears: 

SECREST PROCEDURE Optional-• 

Restores the user identification or resource security file 

Security file to restore . USERID,RESOURCE RESOURCE 

Name of file to be restored RESFILE 

Size of file in records • • 100 • 
Creation date of file to be restored • 
Location of file . . I1 ,F1 ,TC ,T1 ,T2 I1 

Volume ID of diskette * 
Location of diskette S1,S2,S3,M1.nn,M2.nn S1 

Automatic advance to next slot or magazine AVTO,NOAUTO NOAUTO 

Cmd2-Page back Cmd4-Put on job queue COPR IBM Corp. 1986 

59042584 



4. Type the following information: 

a. The volume ID of the diskette that contains the copied resource security 
file. If no volume ID is specified, the file is copied from the diskette in the 
specified location. 

b. The diskette slot or diskette magazine location containing the first diskette 
to be used. Any of the following can be specified: 

SJ, S2, or SJ specifies the diskette slot containing the first diskette to be 
used. 

Ml.nn or M2.nn specifies the magazine location containing the first 
diskette to be used. Ml indicates the first magazine location, and M2 
indicates the second magazine location. nn is a decimal number from 01 
through 10 that identifies the location of the diskette in the magazine. 
Specifying Ml is the same as specifying Ml.01; specifying M2 is the 
same as specifying M2.0l. 

c. Whether the system is to automatically advance to the next diskette slot or 
magazine location. You can specify either AUTO or NOAUTO: 

NOA UTO specifies the following: 
1) If Sl, S2, or S3 is specified, only the specified slot (Sl, S2, or S3) is 

used. If more diskettes need to be processed, a message is displayed 
and you must then insert the next diskette into the slot being used. 

2) If Ml.nn or M2.nn is specified, only the specified magazine location 
(Ml or M2) is used. Processing begins with the diskette at the 
specified location within the magazine and continues through the last 
diskette in the magazine. If more diskettes need to be processed, a 
message is displayed and you must insert the next magazine in the 
magazine location being used. Processing resumes at the first location 
in the magazine. 

AUTO specifies the following: 
1) If Sl, S2, or S3 is specified, all three slots (Sl, S2, and S3) are used. 

Processing begins with the diskette in the specified slot and continues 
through the diskette in slot S3. If more diskettes need to be processed, 
a message is displayed and you must insert the next diskettes. 
Processing resumes with the diskette in slot S 1. 

2) If Ml.nn or M2.nn is specified, both magazine locations (Ml and M2) 
are used. Processing begins with the diskette at the specified location 
and continues through the diskette in location M2.10. If more 
diskettes need to be processed, a message is displayed and you must 
insert the next magazines. Processing resumes at location Ml.01 and 
continues through M2.10. 

Press the Enter key. 

The resource security file is restored by the SECREST procedure, the 
procedure ends, and a message is sent to the system console indicating that 
the resource security file was restored. 
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Example of Restoring the Resource Security File from Diskette 

This example shows the procedure and parameters a master security officer can use 
to restore the resource security file from a copy on diskette. The name of the 
diskette file is RESFILE, the size of the resource security file is to be 200 records, 
the volume ID of the diskette is VOLOOl, and the diskette is located in diskette slot 
Sl. 

SECREST RESOURCE,RESFILE,200,,I1,VOL001,S1,NOAUTO 

Restoring Copies from Tape or Tape Cartridge 

To restore the resource security file from tape or tape cartridge, do the following: 

1. On the command display, type: 

SECREST 

Press the Help key. 

The following display appears: 

SECREST PROCEDURE Optional-* 

Restores the user identification or resource security file 

Security file to restore 

Name of file to be restored 

Size of file in records . . 

creation date of file to be restored 

Location of file 

Cmd3-Previous menu 

2. Type RESOURCE over USERID. 
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USERID,RESOURCE USERID 

* 
* 

Il ,Fl ,TC ,Tl ,T2 Il 

COPR IBM Corp. 1986 
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3. Type the following information: 

a. The name of the file that contains the copy of the resource security file 
that was created by the SECSA VE procedure. If the specified file does 
not contain a copy of a resource security file, an error message is 
displayed. 

b. The number of records to allow in the newly restored resource security file. 
This number can be any decimal number from 72 through 63,992 for the 
resource security file. If the number you enter is too large for the system 
or too small to contain all the records, an error message is displayed. If no 
number is specified, the number of records that were copied is used. 

Note: The number of records in the newly restored resource security file 
might differ slightly from the number you specify. That is because 
the system rounds the number of records to the next greatest multiple 
of 80, and subtracts 8. For example, if you specify 500 records, the 
actual number of records in the file will be 5 5 2 (that is, 5 60 - 8). 

c. The creation date of the tape or tape cartridge file that contains the copied 
resource security file. If no creation date is specified, and if more than one 
tape or tape cartridge file exists with the specified file name, the first 
(oldest) file is used. 

Note: The creation date entered must be in the current session date format, 
either month-day-year (nuntldyy), day-month-year (ddmmyy), or 
year-month-day (yymmdd). You can use the STATUS SESSION 
command to determine the session date format. 
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d. Tl to specify that the file is to be copied from a tape on the first tape 
drive, T2 to specify that the file is to be copied from a tape on the second 
tape drive, or TC to specify that the file is to be copied from a tape 
cartridge. You must type over the system default shown. 

Press the Enter key. 

The following display appears: 

SECREST PROCEDURE Optional-* 

Restores the user identification or resource security file 

Security file to restore 

Name of file to be restored 

Size of file in records . • 

Creation date of file to be restored 

Location of file 

Volume ID of tape 

Automatic advance to next tape drive 

End position of tape drive 

Cmd2-Page back Cmd4-Put on job queue 

USERID,RESOURCE RESOURCE 

RESFILE 

100 * 

* 

I1 ,F1 ,TC ,T1 ,T2 T1 

* 

AUTO,NOAUTO NOAUTO 

REWIND,LEAVE,UNLOAD REWIND 

COPR IBM Corp. 1986 

59042586 



4. Type the following information: 

a. The volume ID of the tape or tape cartridge that contains the copied 
resource security file. If no volume ID is specified, the file is copied from 
the tape in the specified location. 

b. Whether the system is to automatically advance to the next tape drive if 
the end of the first tape is reached: 

NOA UTO specifies that if the end of the tape is reached on the selected 
tape drive, processing continues with the same tape drive. If more tapes 
need to be processed, a message is displayed and you must then mount 
the next tape on the selected tape drive. 

Note: NOA UTO, the system default value, must be used if you are 
restoring the resource security file from a tape cartridge. 

AUTO specifies that both tape drives can be used. If the end of the tape is 
reached on the selected tape drive, processing continues with the tape 
on the other tape drive. If the other drive is not available, the first drive 
is used again. If more tapes need to be processed, a message is 
displayed and you must then mount the next tape on the selected tape 
drive. 

c. The end position of the tape drive after the resource security file is 
restored. Any of the following can be specified: 

REWIND rewinds the tape to the beginning of the tape. 

LEA VE leaves the tape positioned at the end of the restored resource 
security file. 

UNLOAD rewinds the tape to the beginning and unloads the tape. 

Note: UNLOAD is defaulted to REWIND if you are restoring the resource 
security file from a tape cartridge. 

Press the Enter key. 

The resource security file is restored by the SECREST procedure, the 
procedure ends, and a message is sent to the system console indicating that the 
resource security file was restored. 

Example of Restoring the Resource Security File from Tape 

This example shows the procedure and parameters a master security officer can use 
to restore the resource security file from tape. The name of the tape file is 
RESFILE, the size of the restored resource security file is to be 200 records, its 
creation date is December 4, 1983, the file is to be restored from the tape on the 
first tape drive, both tape drives can be used if necessary, and the system will leave 
the tape positioned after the restored file. 

SECREST RESOURCE,RESFILE,200,120483,T1,,,AUTO,LEAVE 
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Restoring Copies from Disk 

To restore the resource security file from disk, do the following: 

1. On the command display, type: 

SECREST 

Press the Help key. 

The following display appears: 

SECREST PROCEDURE Optional-• 

Restores the user identification or resource security file 

Security file to restore 

Name of file to be restored 

Size of file in records . • 

Creation date of file to be restored 

Location of file 

Cmd3-Previous menu 

2. Type RESOURCE over USERID. 
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USERID,RESOURCE USERID 

• 
• 

11 ,F1 ,TC ,T1 ,T2 11 

COPR IBM Corp. 1986 

59042587 



3. Type the following information: 

a. The name of the disk file that contains the copy of the resource security 
file that was created by the SECSA VE procedure. If the specified disk file 
does not contain a copy of a resource security file, an error message is 
displayed. 

b. The number of records to allow in the newly restored resource security file. 
This number can be any decimal number from 72 through 63,992 for the 
resource security file. If the number you enter is too large for the system 
or too small to contain all the records, an error message is displayed. If no 
number is specified, the number of records that were copied is used. 

Note: The number of records in the newly restored resource security file 
might differ slightly from the number you specify. That is because 
the system rounds the number of records to the next greatest multiple 
of 80, then subtracts 8. For example, if you specify 500 records, the 
actual number of records in the file will be 552 (that is, 560 - 8). 

c. The creation date of the disk file that contains the copied resource security 
file. If no creation date is specified, and if more than one disk file exists 
with the specified file name, the first (oldest) file is used. 

Note: The creation date entered must be in the current session date format, 
either month-day-year (mmddyy), day-month-year (ddmmyy), or 
year-month-day (yymmdd). You can use the STATUS SESSION 
command to determine the session date format. 

d. F 1 to specify that the file is to be copied from a disk file. You must type 
over the system default shown. 

Press the Enter key. 

The SECREST procedure restores the resource security file, the procedure ends, 
and a message is sent to the system console indicating that the resource security file 
was restored. 

Example of Restoring the Resource Security File from a Disk File 

This example shows the procedure and parameters a master security officer can use 
to restore the resource security file from a disk file. The name of the disk file is 
RESFILE, the size of the restored resource security file is to be 200 records, and 
its creation date is December 4, 1983. 

SECREST RESOURCE,RESFILE,200,120483,Fl 

Resource Security File 3-121 



Changing the Size of the Resource Security File 

You can increase the size of the resource security file if you want to. However, the 
system will increase the size of the resource security file when all the blank 
resource records are used, providing there is enough disk space available and the 
resource security file has not reached its maximum allowable size (63,992 records). 

At some point, you might need to make available a certain amount of disk space. 
You can do so by decreasing the size of the resource security file by removing 
records you no longer need, then following these steps: 

1. Run the SECDEF procedure to determine the current size of the resource 
security file. Enter the following: 

SECDEF RESOURCE,CREATE 

The size of the resource security file is displayed. Press command key 3 to end 
the SECDEF procedure. 

2. Run the SECSA VE procedure to copy the resource security file onto a 
temporary disk file. For example: 

SECSAVE RESOURCE,TEMPRES,F1 

See "Saving the Resource Security File" earlier in this chapter for more 
information about the SECSA VE procedure. 

3. Run the SECREST procedure to restore the temporary file back to the 
resource security file. When you run the SECREST procedure, you can specify 
a new size for the resource security file. To increase the size of the file, specify 
a number of records greater than the number of records contained in the 
original resource security file. To decrease the size of the file, specify a 
number of records fewer than the number of records contained in the original 
resource security file. If the specified size is too small to hold all the records in 
the file, a message is displayed with an option to make the file just large 
enough to contain the resource records and the user records. 
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For example, if the current size of the file is 600, you can decrease that size to 
500 by entering the following: 

SECREST RESOURCE,TEMPRES,500,,F1 

Note: The number of records in the newly restored resource security file might 
differ slightly from the number you specified in the SECREST procedure. 
That is because the system rounds the number of records to the next 
greatest multiple of 80, then subtracts 8. For example, if you specify 500 
records, the actual number of records in the file will be 552 (that is, 
560 - 8). 

For more information about the SECREST procedure, see "Restoring the 
Resource Security File" earlier in this chapter. 



4. Use the DELETE procedure to remove the temporary file from the system. 
For example: 

DELETE TEMPRES,F1 

The DELETE procedure removes files from the system. For more information 
about the DELETE procedure, see the manual System Reference. 
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Deactivating Resource Security 

If you deactivate resource security, although the resource security file still exists, 
your files, libraries, and folders are no longer secure, and anyone can access the 
information in those resources. 

Care should be taken when you deactivate resource security. You should carefully 
evaluate whether unauthorized access to your data might cause you problems. 

If you deactivate resource security, the resource security file remains on disk and 
information in the file is unchanged. When resource security is deactivated, 
information in the user ID file is also unchanged, and password security, menu 
security, communications security, and badge security are not affected. For 
example, if password security was active, it remains active. 

You can deactivate resource security by running the SECDEF procedure. If 
password security is active, a master security officer can run the SECDEF 
procedure from any display station to deactivate resource security. If password 
security is not active, anyone can run the SECDEF procedure, but only from the 
system console. 

To deactivate resource security, do the following: 

1. On the command display, type: 

SECDEF 

Press the Help key. 

The following display appears: 

SECDEF PROCEDURE 

Creates or removes the user identification file; creates 
or removes the resource security file; or activates 
or deactivates password, resource, or badge security. 

Security type . . . . . . . . . . . . USERID,RESOURCE USERID 

Cmd3-Previous menu COPR IBM Corp. 1985 

59042588 
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2. Because you want to deactivate resource security, and because resource 
security uses the resource security file, type RESOURCE over USERID. 

Press the Enter key. 

The following display appears: 

SECDEF PROCEDURE 

Creates or removes the user identification file; creates 
or removes the resource security file; or activates 
or deactivates password, resource, or badge security. 

Security type USERID,RESOURCE RESOURCE 

Option ACTRES,CREATE,DEACTRES,DELETE * 

Crnd2-Page back COPR IBM Corp. 1985 

89042589 

Resource Security File 3-125 



3. Using the display shown in step 2, you can choose one of several tasks: 

Activate resource security 
Create the resource security file 
Deactivate resource security 
Delete the resource security file 

Because you want to deactivate resource security, type DEACTRES, and press 
the Enter key. 

The following display appears: 

SECDEF: Deactivate resource security 

**************** 
** WARNING *** 
**************** 

Resource security is about to be deactivated. If 
you press the Enter key resource security will no 
longer be active at the next IPL. However, the 
security information will remain in the 
resource security file. 

W1 

Press the Enter key to schedule resource security to be deactivated. 

Cmd3-Return to previous menu Cmd7-Cancel this request 
COPR IBM Corp. 1985 

59042590 

4. If you decide not to deactivate resource security, press command key 7. The 
SECDEF procedure does not deactivate resource security, and the procedure 
ends. 

To deactivate resource security, press the Enter key. The system displays a 
message indicating that resource security will be deactivated at the next IPL. 
To complete the SECDEF procedure, press command key 3 or the Enter key. 

Resource security is deactivated after you IPL the system. For information on how 
to perform an IPL, see the manual Operating Your System. 
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Removing the Resource Security File from Disk 

The resource security file can be removed from the system by using the SECDEF 
procedure. If password security is active, a master security officer can run the 
SECDEF procedure from any display station. If password security is not active, 
anyone can run the SECDEF procedure to remove the resource security file, but 
only from the system console. 

Note: Before you remove the resource security file, we recommend that you create a 
copy on diskette, tape, or tape cartridge (see "Saving the Resource Security 
File" earlier in this chapter), or create a listing of the file (see "Listing the 
Resource Security File" earlier in this chapter). This will help you restore or 
rebuild the resource security file should you decide to use resource security 
again in the future. 

You must deactivate resource security before you remove the resource security file. 
See "Deactivating Resource Security" earlier in this chapter for information about 
deactivating resource security. 

Note: If you deactivate resource security and remove the resource security file, then 
restore a different resource security file and activate resource security again, 
any files that were secured by the first resource security file that do not have 
records in the second resource security file are still secured. When you attempt 
to access these files, you receive a message that information is missing from 
the resource security file, and you are not allowed to access the files. A master 
security officer or a security officer must enter information into the resource 
security file for those files before they can be accessed. This is something you 
might want to keep in mind if you ever use two different resource security 
files. 
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To remove the resource security file, do the following: 

1. On the command display, type: 

SECDEF 

Press the Help key. 

The following display appears: 

SECDEF PROCEDURE 

Creates or removes the user identification file; creates 
or removes the resource security file; or activates 
or deactivates password, resource, or badge security. 

Security type • USERID,RESOURCE USERID 

Cmd3-Previous menu COPR IBM Corp. 1985 

59042591 

2. Because you want to remove the resource security file, type RESOURCE over 
USERID. 
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Press the Enter key. 

The following display appears: 

SECDEF PROCEDURE 

Creates or removes the user identification file; creates 
or removes the resource security file; or activates 
or deactivates password, resource, or badge security. 

Security type 

Option 

USERID,RESOURCE RESOURCE 

ACTRES,CREATE,DEACTRES,DELETE • 

Cmd2-Paqe back COPR IBM Corp. 1985 

59042592 



3. Using the display shown in step 2, you can choose one of several tasks: 

Activate resource security 
Create the resource security file 
Deactivate resource security 
Delete the resource security file 

Because you want to remove the resource security file, type DELETE, and 
press the Enter key. 

The following display appears: 

SECDEF: Remove the resource security file 

**************** 
** WARNING *** 
**************** 

The resource security file currently exists. 

If you continue, it will be removed and all 
records in it will be erased. If you wish to 
save a copy of the resource security file 
before removing it, use the SECSAVE utility. 

Press the Enter key to remove the resource security file. 

Cmd3-Return to previous menu Cmd7-Cancel this request 

W1 

COPR IBM Corp. 1985 

59042593 

4. If you decide not to remove the resource security file, press command key 7. 
The SECDEF procedure does not remove the resource security file, and the 
SECDEF procedure ends. 

To remove the resource security file, press the Enter key. The system displays 
a message indicating that the resource security file was removed. To complete 
the SECDEF procedure, press command key 3 or the Enter key. 
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Appendix A. Required Access Levels for Using the System 
Programming 

This appendix shows the required access levels an operator must have to use the 
system programming. The required access levels are shown for: 

• User programs 

• OCL statements and procedure control expressions 

Procedures and commands 

Use this appendix to determine the minimum access levels required to run programs 
or procedures that use secured files and libraries. 

For example, suppose an entry in the resource security file is used to secure a file 
named NEWFILE, which is not yet created. The FILE OCL statement or the 
BLDFILE procedure is used to create NEWFILE. If you did not know the 
required access level to create the file using the FILE statement or the BLDFILE 
procedure, you could use this appendix to look up the access level. You would find 
that the operator who attempts to create the file must have a minimum access level 
of change (C). 

Access Levels for User Programs 

To create a new file, an operator must have an access level of change or owner. 

To add, change, or remove records from a file, an operator must have an access 
level of update, change, or owner. 

To read records from a file, an operator must have an access level of read, update, 
change, or owner. 

Security Levels A-1 



OCL Statements and Procedure Control Expressions 

Statement Minimum Access Level 

COMM Run access to the library that contains the program for which the 
operator is assigning a communications line or a phone list. 

COMPILE Read access to the input library; update access to the output library. 

EVOKE Run access to the library containing the procedure that is to be 
started (evoked). 

FILE Change access to create a new file. Read access to read records 
from a file. Update access to add, change, or delete records from a 
file. 

IMAGE Read access to the library that contains the print belt image member 
or the translation table member. 

INCLUDE Run access to the library that contains the procedure member to be 
placed into the job stream. 

JOBQ Run access to the library that contains the procedure to be placed 
on the job queue. 

LIBRARY Run access to the library that is to be the session library. 

LOAD Run access to the library that contains the program that is to be 
loaded. 

MEMBER Run access to the library that contains the message member to be 
used for the procedure or program. 

MENU Run access to the library that contains the menu that is to be 
displayed. 

PROMPT Run access to the library that contains the display format member. 

IF SOURCE Run access to the library that contains the member that is to be 
tested. 

IF PROC Run access to the library that contains the member that is to be 
tested. 

IF LOAD Run access to the library that contains the member that is to be 
tested. 

IF SUBR Run access to the library that contains the member that is to be 
tested. 

RESET Run access to the library that contains the procedure to be called. 
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Procedures and Commands 

The following chart lists some tasks involving procedures and commands that use 
secured resources and the minimum access level required to use the resource. 

Tasks Using a Secured Resource Minimum Access Level 

Archiving Read 

Browsing/ viewing Read 

Changing physical size Change 

Compiling a program Read access to library containing source members 

Update access to library containing object 
members 

' 
Condensing Update 

Copying Read access to resource being copied 

Update access to resource receiving data 

Creating a secured resource (file, Change 
library, or folder) 

Creating library members or Update 
folder members 

Deleting a secured resource Change 

Displaying menus Run 

Enabling a subsystem Read access to library containing subsystem's 
configuration member 

Placing jobs on job queue Run 

Printing/listing Read 

Removing folder members Update access to folder and folder member 

Removing library members Update access to library 

Renaming Update access for folder members; owner access 
for all other resources 

Restoring Change 

Running a program or procedure Run 

Saving Read 

Sorting Read access to file being sorted 

Change access to file being created 

Run access to library containing sort 
specifications 

Update access to output file if file already exists 

Updating/ changing data in Update 
resource 

Security Levels A-3 
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Appendix B. Planning Forms for the Security Files 

Planning Forms B-1 



This page is intentionally left blank. 

B-2 System Security Guide 



~ e. 
::s 

Cl<! 

'Tl 
0 

~ 
CJ 
I w 

0 
User Identification Form 

Name 

Pos1t1on 

Respons1b1l1t1es 

Optional=* 

User ID 

Password 

Security class1f1cat1on 7 

(M, S. 0. C. D) 

Service aid authority7 

(Y, .!:!) 

*Default sign-on procedure 

Procedure mandatory7 

(Y.!:!) 

""Default user menu 

Menu mandatory7 

(Y, !:!) 

*Default library 

Beginning help menu 

(MAIN) 

*Comment 

*Badge number 

(00000000-99999999) 

M = Master security officer 

S = Security off 1cer 

0 = System console operator 

C = Subconsole operator 

D = Display station operator 

Customer Name 

Customer Number 
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0 
User Identification Form 

Name 

Pos1t1on 

Respons1b1l111es 

Optional=* 

User ID 

Password 

Security class1f1cat10n 7 

(M. S. 0. C. D) 

Service aid authority? 

(Y . .f:!) 

*Default sign-on procedure 

Procedure mandatory? 

(Y._!:!) 

*Default user menu 

Menu mandatory? 

(Y. _!!) 

*Default library 

Beginning help menu 

(MAIN) 

*Comment 

*Badge number 

(00000000-99999999) 

--... 

M :: Master security officer 

S = Security officer 

0 = System console operator 

C = Subconsole operator 

D = Display stallon operator 

Customer Name 
Customer Number 

S9446016-3 
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p Resource Security Form 

File ___ _ Library Resource Group ------

Application 
Purpose ___________________________ _ 

Optional=* 

Resource name 

*Special resource type 

(A,G,S) 

Default access 

(0, C, U, R. E, N) 

*Parent resource name 

Is the parent resource a group resource record?_ 

(Y,N) 

Log successful accesses? 

(Y,N) 

User ID 
Access allowed 
(0,C,U,R,E,N) 

A = The file is an alternative index. 
G = The files and libraries are secured 

as a group. 
S =The library is #LIBRARY. 

0 =Owner 
C =Change 
U =Update 
R =Read 
E =Run 
N =No access 

User ID 

Customer Name 
Customer Number 

Access allowed 
(0,C,U,R,E,N) 
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p Resource Security Form (reverse side) 

Resource name 

File -----------­
Application 

Library _________ _ 

Purpose --------------------------

Resource name 

File -----------­
Application 

Library 

Purpose -------------------------

Resource name 

File -----------­
Application 

Library ________ _ 

Purpose -------------------------

Resource name 

File -----------­
Library _________ _ 

Application 

Purpose -------------------------

Resource name 

File -----------­ Library ________ _ 

Application 

Purpose -------------------------

Resource name 

File ------------­
Application 

Customer Name 
Customer Number 

Library ---------

Purpose --------------------------

Resource name 

File ------------­
Application 

Library _________ _ 

Purpose --------------------------

Resource name 

File -----------­
Library ________ _ 

Application ----------------------

Purpose ------------------------

Resource name 

File -----------­
Application 

Library ________ _ 

Purpose -------------------------

Resource name 

File ----------­
Library ________ _ 

Application ----------------------

Purpose -----------------------
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p Customer Name 
Resource Security Form Customer Number 

File------ Library Resource Group _____ _ 

Application 

Purpose -----------------------------~ 

Optional=* 

Resource name 

*Special resource type 

(A,G,S) 

Default access 

(0, C, U, R, E, N) 

*Parent resource name 

Is the parent resource a group resource record?_ 

(Y,N) 

Log successful accesses? 

(Y,N) 

User ID 
Access allowed 
(O,C,U,R,E,N) 

A = The file is an alternative index. 
G =The files and libraries are secured 

as a group. 
S =The library is #LIBRARY. 

0 =Owner 
C =Change 
U =Update 
R =Read 
E =Run 
N =No access 

User ID 
Access allowed 
(0,C,U,R,E,N) 
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p Resource Security Form (reverse side) 

Resource name 

File ----------­ Library ---------

Application 

Purpose -----------------------

Resource name 

File -----------­
Application 

Library ________ _ 

Purpose -------------------------

Resource name 

File -----------­
Library _________ _ 

Application ----------------------

Purpose -------------------------

Resource name 

File -----------­
Application 

Library 

Purpose -------------------------

Resource name 

File -----------­
Application 

Library ________ _ 

Purpose -------------------------

Resource name 

File -----------­
Application 

Customer Name 
Customer Number 

Library ________ _ 

Purpose --------------------------

Resource name 

File -----------­ Library 

Application -----------------------

Purpose ------------------------

Resource name 

File -----------­
Library ________ _ 

Application 

Purpose -------------------------

Resource name 

File -----------­
Library ________ _ 

Application 

Purpose -------------------------

Resource name --------------------­

File -----------­ Library 

Application -----------------------

Purpose ------------------------
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/ s Location Identification Form Name of Local System Customer Name ' Local Location Name Customer Number 

Name of remote system Name of remote system 

Remote location name Remote location name 
Location password ________________ Location password ________________ 

Require user passwords to start procedure? (Y,fil_ Require user passwords to start procedure? (Y.~ 

Comment Comment 

Name of remote system Name of remote system 

Remote location name Remote location name 
Location password ________________ Location password ________________ 

Require user passwords to start procedure? (Y,fil_ Require user passwords to start procedure? (Y.~ 

Comment Comment 

Name of remote system Name of remote system 

Remote location name Remote location name 
Location password ________________ Location password ________________ 

Require user passwords to start procedure? (Y,fil_ Require user passwords to start procedure? (Y.~ 

Comment Comment 

Name of remote system Name of remote system 

Remote location name Remote location name 
Location password ________________ Location password _ _:_ ______________ 

Require user passwords to start procedure? (Y,fil_ Require user passwords to start procedure? (Y.~ 

Comment Comment 

Name of remote system Name of remote system 

Remote location name Remote location name 

Location password ________________ Location password ________________ 

Require user passwords to start procedure? (Y,fil_ Require user passwords to start procedure? (Y.~ 

Comment Comment 
~O• •onoo_7 7 
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I' s Location Identification Form Name of Local System Customer Name """\ 
Local Location Name Customer Number 

Name of remote system Name of remote system 

Remote location name Remote location name 
Location password ________________ 

~~00~~~----------------
Require user passwords to start procedure? (Y.~ Require user passwords to start procedure? (Y,!&__ 

Comment Comment 

Name of remote system Name of remote system 

Remote location name Remote location name 
Location password ________________ Location password ________________ 

Require user passwords to start procedure? (Y.~ Require user passwords to start procedure? (Y,!&__ 

Comment Comment 

Name of remote system Name of remote system 

Remote location name Remote location nam~ 
Location password ________________ Location password ________________ 

Require user passwords to start procedure? (Y,fil_ Require user passwords to start procedure? (Y,!&__ 

Comment Comment 

Name of remote system Name of remote system 

Remote location name Remote location nam~ 
Location password ________________ Location password ________________ 

Require user passwords to start procedure? (Y.l'.iL_ Require user passwords to start procedure? (Y,!&__ 

Comment Comment 

Name of remote system Name of remote system 

Remote location name Remote location name 
Location password ________________ Location password ________________ 

Require user passwords to start procedure? (Y,l'.iL_ Require user passwords to start procedure? (Y,!&__ 

Comment Comment 
\.... "-044RMA.2...7 
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'T Security for Folders 

Folder 

Foldername ________ 

Purpose 
Primary authorization list --------
Override authorization hst --------
Default access level 

(0, C, U, R, N) -
Log successful accesses 

Yes (1) or No (2) _ 

Members Within Folder 

Subdirectory ---------------

------------------
Folder member name ____ --------
Default access level -
Primary authorization list --------
Override authorization list --------

Members Within Folder 

Subdirectory --------------
------------------
Folder member name-----------_ 
Default access level -
Primary authorization list --------
Override authorization list --------

Members Within Folder 

Subdirectory --------------
------------------
Folder member name ____________ 

Default access level -
Primary authorization list --------
Override authorization list --------

Customer Name \ 
Customer Number 

Folder 

Foldername --------
Purpose 
Primary authorization list --------
Override authorization list --------
Default access level 

(0, C. U, R, N) _ 
Log successful accesses 

Yes (1) or No (2) _ 

Members Within Folder 

Subdirectory --------------
-----·-------------
Folder member name------------
Default access level -
Primary authorization list --------
Override authorization I ist --------

Members Within Folder 

Subdirectory --------------
------------------
Folder member name----____ ---_ 
Default access level -
Primary authorization list --------
Override authorization list --------

Members Within Folder 

Subdirectory --------------
------------------
Folder member name-----------_ 
Default access level -
Primary authorization list --------
Override authorization list --------
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/T Security For Folders 

Folder 

Folder name --------
Purpose 
Primary authorization list --------

Override authonzat1on list --------

Default access level 
(0, C, U. R, N) -

Log successfu I accesses 
Yes (1) or No (2) --

Members Within Folder 

Subdirectory -- ~-------------
------------------
Folder member name ____________ 

Default access level -
Primary authonzat1on list --------

Override authonzat1on list --------

Members Within Folder 

Subdirectory --------------

------------------
Folder member name ____________ 

Default access level -
Primary authorization I ist --------

Override authonzat1on list --------

Members Within Folder 

Subdirectory --------------

------------------
Folder member name _____________ 

Default access level -
Pnmary authonzat1on list --------
Override authonzat1on list --------

"-

Customer Name \ 

Customer Number 

Folder 

Folder name --------
Purpose 
Primary authorization list --------

Override authorization I 1st 
~--------

Default access level 
(0, C, U, R, N) _ 

Log successful accesses 
Yes (1) or No (2) _ 

Members Within Folder 

Subdirectory --------------
-----·-------------

Folder member name------------
Default access level -
Pnmary authonzat1on list --------

Override authonzat1on list --------

Members Within Folder 

Subdirectory --------------
------------------
Folder member name ____________ 

Default access level -
Primary authonzat1on list ______ _____,,__ 

Override authonzat1on list --------

Members Within Folder 

Subdirectory --------------

------------------
Folder member name ____________ 

Default access level -
Primary authorization list --------
Override authonzat1on list --------
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T Security For Folders (reverse side) 

Authorization list name 

Purpose ~------------------------

User ID 

Authorization List 

Access Allowed 
(0, C, U, R, N) 

Customer Name 
Customer Number -------

59446040-0 

~ -s 
0 
» 
·E 
g 
Q) 

Cl:l 

~ 
~ 

Cl:l 

00 
,....; 

I 
(:Q 



Appendix C. Converting System/34 Security Files to System/36 
Security Files 

This appendix explains how to convert your IBM System/34 security files (either 
the password security file, the resource security file, or both) to the System/36 user 
identification file and resource security file. 

Do the following to convert your System/34 security files to System/36 security 
files: 

1. On the System/34, run the PRSA VE procedure to copy the security files onto 
a diskette. See the IBM System/34 System Support Reference Manual, 
SC21-5155, for information about running the PRSAVE procedure. 

2. On the System/36, run the SECCONV procedure to copy the System/34 
diskette file and convert it to the System/36 security files on disk. See "Using 
the SECCONV Procedure," later in this appendix for information on running 
the procedure. 

3. On the System/36, run the SECREST procedure to restore the converted 
security files into the user ID file and resource security file. See "Restoring the 
User ID File" in Chapter 2 for information about restoring the user ID file to 
disk. See "Restoring the Resource Security File" in Chapter 3 for information 
about restoring the resource security file to disk. You may have to run the 
SECREST procedure twice, once for the user ID file and again for the resource 
security file. 

Using the SECCONV Procedure 

The SECCONV procedure is a System/36 procedure that copies a diskette file 
(containing IBM System/34 security files), converts the file into System/36 
security files, and places these files on disk. The SECCONV procedure allows you 
to convert just the password security file, just the resource security file, or both 
security files with one running of the procedure. The disk files created by the 
SECCONV procedure can then be copied into the user ID and resource security 
files with the SECREST procedure. 
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SECCONV 

[

BOTH ,diskette file name,[user id file name]'[resource 
PASSWORD UID34 RES34 
RESOURCE -- --

file name], 

[ volume id], mmddyyl, 
ddmmyy 
yymmdd 

S1 
S2 
S3 
M1 .nn 
M2.nn 

, [NOAUTO] 
AUTO 

59042014-0 

BOTH, PASSWORD, and RESOURCE specify the type of file to be converted. 

BOTH specifies that both the System/34 password file and the System/34 
resource file are to be converted and placed in disk files. If no parameter 
is specified, BOTH is assumed. 

PASSWORD specifies that only the System/34 password file is to be 
converted to a System/36 user ID file and placed in a disk file. 

RESOURCE specifies that only the System/34 resource file is to be converted 
to a System/36 resource security file and placed in a disk file. 

diskette file name specifies the name of the diskette file that contains the 
System/34 security files. 

user ID file name specifies the name to assign the converted password file. You use 
this name in the SECREST procedure to restore the user ID file. If no user 
ID file name is specified, and the System/34 password file is to be converted, 
the name UID34 is assumed. 

resource file name specifies the name to assign the converted resource file. You use 
this name in the SECREST procedure to restore the resource security file. If 
no resource file name is specified, and the System/34 resource file is to be 
converted, the name RES34 is assumed. 

volume id specifies the volume ID of the diskette that contains the System/34 
security files. 

mmddyy, ddmmyy, and yymmdd specify the date the diskette file was created. The 
date must be specified in the current session date format. You can use the 
STATUS SESSION command to display the date format (see the manual 
System Reference for more information about the STATUS command). If no 
date is specified, and more than one file exists on the diskette with the same 
name, the first (oldest) file on the diskette is used. 

St, S2, or SJ specifies the diskette slot containing the first diskette from which 
members are to be processed. If no parameter is specified, S 1 is assumed. 
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Ml.on or M2.nn specifies the magazine location containing the first diskette from 
which members are to be processed. Ml indicates the first magazine location, 
and M2 indicates the second magazine location. nn is a decimal number from 
01 through 10 that identifies the location of the diskette in the magazine. 
(Specifying Ml is the same as specifying Ml.01; specifying M2 is the same as 
specifying M2.0l.) 

NOAUTO specifies the following: 

If Sl, S2, or S3 is specified, only the specified slot (Sl, S2, or S3) is used. 
If more diskettes need to be processed, a message is displayed and you 
must insert the next diskette into the slot being used. 

• If Ml.nn or M2.nn is specified, only the specified magazine location (Ml 
or M2) is used. Processing begins with the diskette at the specified 
location within the magazine and continues through the last diskette in the 
magazine. If more diskettes need to be processed, a message ·is displayed 
and you must insert the next magazine in the magazine location being 
used. Processing resumes at the first location in that magazine. 

If no parameter is specified, NOAUTO is assumed. 

AUTO specifies the following: 

• If S l, S2, or S3 is specified, all three slots (S 1, S2, and S3) are used. 
Processing begins with the diskette in the specified slot and continues 
through the diskette in slot S3. If more diskettes need to be processed, a 
message is displayed and you must then insert the next diskettes. 
Processing resumes with the diskette in slot S 1. 

• If Ml.nn or M2.nn is specified, both magazine locations (Ml and M2) are 
used. Processing begins with the diskette at the specified location and 
continues through the diskette in location M2.10. If more diskettes need 
to be processed, a message is displayed and you must then insert the next 
magazines. Processing resumes at location M!.01 and continues through 
M2.10. 

This example shows how to convert System/34 security files to System/36 security 
files. 

1. Use the PRSAVE procedure to copy both the System/34 password security file 
and the System/34 resource security file onto diskette. These files are saved in 
a diskette file named S34SECUR; the diskette's volume ID is 999999. 

PRSAVE 999999,S34SECUR 

2. Use the SECCONV procedure to copy the System/34 diskette file onto disk 
and convert the file to the System/36 security files. The System/36 user 
identification file is named USERCONV and the System/36 resource security 
file is named RESCONV. 

SECCONV BOTH,S34SECUR,USERCONV,RESCONV 
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3. Use the SECREST procedure to copy the converted security files into the 
actual System/36 user ID and resource security files. The user ID file is to 
contain 100 records; the resource security file is to contain 300 records. 

SECREST USERID,USERCONV,100,,F1 
SECREST RESOURCE,RESCONV,300,,F1 

4. Use the SECDEF procedure to activate password security and resource 
security. 

SECDEF USERID,ACTPW 
SECDEF RESOURCE,ACTRES 

5. Use the DELETE procedure to remove the converted System/34 security files 
from the System/36 disk after the conversion is tested. 

DELETE USERCONV,F1 
DELETE RESCONV,F1 

C-4 System Security Guide 



Appendix D. Security Procedures 

This appendix contains the system security procedures. You can use these 
procedures in place of the system help menus if you prefer. 

PASSWORD Procedure 

PASSWORD [CHANGE] 

The PASSWORD procedure can be used by any user to change his or her 
password. 

5902051 ,_, 
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SECDEF Procedure (User Identification File) 

SECDEF [usERID], 

The SECDEF procedure can be used to: 

• Create the user identification file on disk 

• Remove the user identification file from disk 

• Activate password security 

• Deactivate password security 

• Activate badge security 

• Deactivate badge security 

• Start the date checking function 

• Stop the date checking function 

CREATE 
DELETE 
ACT PW 
DEACTPW 
ACTBDG 
DEACTBDG 
STRTDATE 
STOPDATE 
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SECDEF Procedure (Resource Security File) 

SECDEF 

The SECDEF procedure can be used to: 

• Create the resource security file on disk 

• Remove the resource security file from disk 

• Activate resource security 

• Deactivate resource security 

RESOURCE, CREATE 
DELETE 
ACTRES 
DEACTRES 

SECEDIT Procedure 

The SECEDIT procedure can be used to: 

Add, change, or remove user profiles in the user identification file 

• Add, change, or remove location profiles in the user identification file 

59020233-0 

• Add, change, or remove file, library, and group resource records and user 
records in the resource security file 

SECEDIT USERID 
RESOURCE 
COMM 
RESFLDR 

• Add, change, or remove authorization lists and security information for 
folders, subdirectories, and folder members 

59020234-1 
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SECLIST Procedure (User Identification File) 

SECLIST 

SECLIST 

The SECLIST procedure can be used to: 

• Print or display user profile information in the user identification file 

USERID,[PRINTER],[NOPW] 
CRT PW 

• Print or display location profile information in the user identification file 

COMM, [ PRINTER] 
CRT 

SECLIST Procedure (Resource Security File) 

The SECLIST procedure can be used to: 

89020235-0 

89020237-0 

• Print or display file, library, and group resource records and user records in the 
resource security file 

SECLIST 

SECLIST 

RESOURCE,[PRINTERl'[OWNERID ,[USER] 
CRT RNAME ALL 

USERID 

• Print or display folder security or subdirectory secure information and 
authorization lists in the resource security file 

RESFLDR,[PRINTERl'[OWNERID ,[USER] 
CRT RNAME ALL 

USER ID 
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SECREST Procedure 

SECREST 

The SECREST procedure can be used to: 

Restore a copy of the user identification file or the resource security file from 
diskette, tape, or tape cartridge to the original on disk 

Restore a copy of the user identification file or the resource security file from 
disk to the original on disk 

[
USERID ],file name,[ size], 
RESOURCE 

mmddyy , I1 ,[volume id], 
ddmmyy Fl 
yymmdd T1 

T2 
TC 

S1 
S2 
S3 
M1 .nn 
M2.nn 

,[NOAUTO] ,[REWIND ,[NOUPDATE] 
AUTO LEAVE UPDATE 

UNLOAD 
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SECSA VE Procedure 

SECSAVE 

The SECSA VE procedure can be used to: 

Save a copy of the user identification file or the resource security file on 
diskette, tape, or tape cartridge 

Save a copy of the user identification file or the resource security file on 
another area on disk 

[
USERID ],file name, 
RESOURCE 

I1 
F1 
T1 
T2 
TC 

S1 
S2 
S3 
M1 .nn 
M2.nn 

, [ NOAUTO] , 
AUTO 

REWIND 
LEAVE 
UNLOAD 

59020240-1 
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Appendix E. Generating Random Hexadecimal Location Passwords 

Coin flip number 1 

Coin filp number 2 

Coin flip number 3 

Coin flip number 4 

Legend: 

H =Heads 

T= Tails 

0 

This appendix describes one way to manually create a random hexadecimal location 
password. The method described in this appendix uses a coin. 

Note: It is important to use this or a similar method to avoid using a trivial 
password. 

The following illustration shows how one random hexadecimal character is derived 
from four flips of a coin. 

Start 

H T 

H T H T 

2 3 4 5 6 7 8 9 A B c D E F 

59042008-0 

An example of how this works follows: 

1. On the first flip of the coin, the coin comes up heads. 

2. On the second flip of the coin, the coin comes up heads. 

3. On the third flip of the coin, the coin comes up tails. 

4. On the fourth flip of the coin, the coin comes up heads. 

5. The resulting hexadecimal character is a 2. 

For a 16-character hexadecimal location password, you need to flip a coin 64 
times. 

If you want the system to generate a random hexadecimal location password for 
you, use command key 6 while running the SECEDIT COMM procedure. 
Command key 6 is described under "Changing Location Profiles" in Chapter 2. 
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Glossary 

#LIBRARY. The library, provided with the system, that 
contains the System Support Program Product. See system 
library. 

access. To get at or obtain; to go to or reach. 

access level. The level of authority an operator has in 
order to use a secured file, library, folder, or folder 
member. 

Advanced Peer-to-Peer Networking (APPN). A 
communications feature that routes data in a network 
between two or more APPC systems that are not directly 
attached. See also node and network node. 

advanced program-to-program communications (APPC). 
Communications support that allows System/36 to 
communicate with other systems having the same support. 
APPC is the way that System/36 puts the IBM SNA 
LU-6.2 protocol into effect. 

allocate. To assign a resource, such as a disk file or a 
diskette file, to perform a specific task. 

alphabetic character. Any one of the letters A through Z 
(uppercase and lowercase). Some program products 
extend the alphabet to include the special characters#,$, 
and@. (COBOL) A character that is one of the 26 
uppercase characters of the alphabet, or a space. 
(FORTRAN) Any one of the uppercase letters A through 
Z, or the special character $. 

alphameric. Consisting of letters, numbers, and other 
symbols, such as punctuation marks and mathematical 
symbols. 

alphanumeric. See alphameric. 

alternative index. An index that is built after a physical 
file is created and that provides a different order for 
reading or writing records in the file. Contrast with 
primary index. 

alternative system console. A command display station 
that can be designated as the system console. 

American National Standard Code for Information 
Interchange (ASCII). The code developed by ANSI for 
information interchange among data processing systems, 
data communications systems, and associated equipment. 
The ASCII character set consists of 7-bit control 
characters and symbolic characters. 

American National Standards Institute (ANSI). An 
organization sponsored by the Computer and Business 
Equipment Manufacturers Association for establishing 
voluntary industry standards. 

ANSI. See American National Standards Institute (ANSI). 

APPC. See advanced program-to-program communications 
(APPC). 

application. ( 1) A particular business task, such as 
inventory control or accounts receivable. (2) A group of 
related programs that apply to a particular business area, 
such as the Inventory Control or the Accounts Receivable 
application. 

application program. A program used to perform an 
application or part of an application. 

APPN. See Advanced Peer-to-Peer Networking (APPN). 

archive. To copy a folder member onto tape, diskette, or 
disk file. 

archived member. A folder member that has been saved 
on a disk, diskette or tape file. can be an identifier for a 
numeric elementary item, a numeric literal, such identifiers 
and literals separated by an arithmetic operator, or an 
arithmetic expression enclosed in parentheses. 

ASCII. See American National Standard Code for 
Information Interchange (ASCII). 

authority. The right to communicate with or use a 
resource. 

authorization list. A list of user identifications and access 
levels for secured folders and folder members. 

authorize. To give a user the right to use a resource. 
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back up. To copy information, usually onto diskette or 
tape, for safekeeping. 

backup copy. A copy, usually of a file, library member, or 
folder, that is kept in case the original is unintentionally 
changed or destroyed. 

badge security. A System Support Program Product 
option that helps prevent the unauthorized use of a display 
station by checking the data from a magnetic stripe on a 
badge before allowing an operator to sign on. 

beginning of tape. A reflective marking near the beginning 
of a tape reel that indicates where the system can begin 
recording data. 

block. ( 1) A group of records that is recorded or 
processed as a unit. Same as physical record. (2) Ten 
sectors (2560 bytes) of disk storage. (3) In data 
communications, a group of records that is recorded, 
processed, or sent as a unit. (DSU) A sequential group of 
statements (defined using line commands) that is treated 
as a unit. (DW /36) A sequential string of text (defined 
using cursor movement keys or line commands) that is 
treated as a unit. 

call. (1) To activate a program or procedure at its entry 
point. Compare with load. (2) In data communications, 
the action necessary in making a connection between two 
stations on a switched line. 

cancel. To end a task before it is completed. 

change authority. The right to create, add, change, and 
remove files, libraries, and folders. (PerSrv36) See update 
authority. 

character. A letter, digit, or other symbol. (COBOL) 
One of a set of indivisible symbols that can be arranged in 
sequence to express information. 

character key. A keyboard key that allows the user to 
enter the character shown on the key. Compare with 
command key and function key. 

child. Pertaining to a secured resource, either a file or 
library, that uses the user list of a parent resource. A child 
resource can have only one parent resource. Contrast 
with parent. 

code. (1) Instructions for the computer. (2) To write 
instructions for the computer. Same as program. (3) A 
representation of a condition, such as an error code. 
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column. ( 1) A character position within a print line or on 
a display. The positions are numbered from 1, by 1, 
starting at the leftmost character position and extending to 
the rightmost position. (2) A group of data that is aligned 
vertically (usually with tabs) within a list or table. See 
position. (Query/36) A list of values in a report. Each 
field in the report is a single column. 

command. A request to the system to perform an 
operation or a procedure. 

command display. A display that allows an operator to 
display and send messages, and use control commands and 
procedure commands to start and control jobs. Contrast 
with standby display. See also console display and 
subconsole display. 

command display station. A display station from which an 
operator can start and control jobs. A command display 
station can become an alternative system console, can be 
designated as a subconsole, and can also be used as a data 
display station. See also alternative system console, data 
display station, and subconsole. 

command key. A keyboard key that is used to request 
specific programmed actions. Compare with character key 
and function key. 

command line. The blank line on a display where 
commands or option numbers can be entered. 

comment. Words or statements in a program or on a 
display that serve as documentation rather than as 
instructions, choices, or prompts. (COBOL) A note in 
the Identification Division or Procedure Division of a 
COBOL source program. A comment is ignored by the 
compiler. As an IBM extension, comments may be 
included at any point in a COBOL source program. 

communications security. A System Support Program 
Product option that allows the identity of a remote 
location to be verified before that location can run 
programs on your system. 

communications subsystem. See subsystem. 

compile. To translate a program written in a high-level 
programming language into a machine language program. 

concept. An idea generalized from particular instances. 

configure. (1) To describe (to the system) the devices, 
optional features, and program products installed on a 
system. (2) To describe to SSP-ICF both the 
communications facilities connected to System/36 and the 
attributes of the subsystem and remote system. 

console. A device used for communication between an 
operator and the system. 



console display. A display that can be requested only at 
the system console. From a console display an operator 
can display, send, and reply to messages and use all 
control commands. 

control station. The primary or controlling computer on a 
multipoint line. The control station controls the sending 
and receiving of data. 

creation date. The program date at the time a file is 
created. See also program date, session date, and system 
date. 

cursor. A movable symbol on a display, used to indicate 
to the operator where to type the next character. 

data display station. A display station from which an 
operator can only enter data. A data display station is 
acquired and controlled by a program. Contrast with 
command display station. 

deactivate. To make ineffective. For example, to 
deactivate security. 

default. See default value. 

default value. A value stored in the system that is used 
when no other value is specified. 

direct file. A disk file in which records are referenced by 
the relative record number. Contrast with indexed file and 
sequential file. 

directory. See network resource directory (NRD). 
(PerSrv36) A file containing such information as a name, 
address, and telephone number for each user of Personal 
Services/36. Indirect users and individuals or 
organizations that do not use Personal Services/36 may 
also be listed in the directory. 

disk. A storage device made of one or more flat, circular 
plates with magnetic surfaces on which information can be 
stored. 

disk drive. The mechanism used to read and write 
information on disk. 

disk file. A set of related records on disk that is treated as 
a unit. See also record file and stream file. 

diskette. A thin, flexible magnetic plate that is 
permanently sealed in a protective cover. It can be used to 
store information copied from the disk or to exchange 
information with other computers. 

diskette drive. The mechanism used to read and write 
information on diskettes. 

diskette magazine drive. A diskette drive that holds up to 
two magazines plus three individual diskettes. 

display. (1) A visual presentation of information on a 
display screen. (2) To show information on the display 
screen. 

display station. A device that includes a keyboard from 
which an operator can send information to the system and 
a display screen on which an operator can see the 
information sent to or the information received from the 
system. 

document. One or more lines of text that can be named 
and stored as a member in a folder. 

document folder. (DW /36) A folder that is used to store 
documents. Contrast with mail folder. 

edit. (1) To modify the form or format of data; for 
example, to insert or remove characters for dates or 
decimal points. (2) To check the accuracy of information 
that has been entered, and to indicate if an error is found. 
(3) To make changes to a document by adding, ch~nging, 
or removing text. 

end of tape. A reflective marking near the end of a tape 
reel that indicates where the system must stop recording 
data. 

enter. To type in information from a keyboard and press 
the Enter key to send the information to the computer. 

enter/update mode. (SEU) The mode that is used to 
enter new statements into a source or procedure member, 
or to change statements that already exist in a source or 
procedure member. 

field. One or more characters of related information 
(such as a name or an amount). Records are comprised of 
fields. 

file name. The name used by a program to identify a file. 
See also label. 

folder. A named area on disk that contains documents, 
profiles, mail, or data definitions used by office products. 
Compare with library. 

folder directory. An area, in a folder, that contains 
information about each member in the folder; for example, 
the member name and the location. 

folder member. A named collection of records or 
statements in a folder. A document is an example of a 
folder member. 
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format. (1) A defined arrangement of such things as 
characters, fields, and lines, usually used for displays, 
printouts, files, or documents. (2) To arrange such things 
as characters, fields, and lines. (3) In BASIC, a 
representation of the correct form of a command or 
statement. (4) In IDDU, a group of related fields, such as 
a record, in a file. 

function key. A keyboard key that requests an action but 
does not display or print a character. The cursor 
movement and Help keys are examples of function keys. 
Compare with command key and character key. 

group. A list of names that are known together by a 
single name. 

group resource record. A record in the resource security 
file that secures a group of files and/ or libraries. 

Help key. A function key that, when pressed, displays 
online information or some part of the system help 
support. 

help support. See system help support. 

help text. The part of the system help support that 
supplies information about menus, prompts, and messages. 

hex. See hexadecimal. 

hexadecimal. Pertaining to a system of numbers to the 
base sixteen; hexadecimal digits range from 0 (zero) 
through 9 (nine) and A (ten) through F (fifteen). 

history file. A file that contains a log of system actions 
and operator responses. 

ID. Identification. 

identifier. (1) A sequence of bits or characters that 
identifies a program, device, or system to another 
program, device, or system. (2) In COBOL, a data name 
that is unique or is made unique by the correct 
combination of qualifiers, subscripts, or indexes. (3) In 
Personal Services/36, a name that identifies the type of 
member in a group. The identifier can be a calendar, a 
user ID, or another group. 

ideographic. Pertaining to 2-byte characters consisting of 
pictograms, symbolic characters, and other types of 
symbols. 

IGC. See ideographic. 

index. ( 1) A table containing the key value and location 
of each record in an indexed file. (2) A computer storage 
position or register, the contents of which identify a 
particular element in a set of elements. 
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indexed fUe. A file in which the key and the position of 
each record are recorded in a separate portion of the file 
called the index. Contrast with direct file and sequential 
file. 

initial program load (IPL). The process of loading the 
system programs and preparing the system to run jobs. 

interactive communicatjons feature (SSP-ICF). A group of 
communications features of the System Support Program 
Product that allows a program to interactively 
communicate with another program or system. 

IPL. See initial program load (IPL). 

job. (1) A unit of work to be done by a system. (2) One 
or more related procedures or programs grouped into a 
procedure. 

job queue. A list of jobs waiting to be processed by the 
system. 

Keylock feature. A security feature in which a lock and 
key can be used to restrict the use of the display station. 

label. ( 1) The name in the disk or diskette volume table 
of contents or on a tape that identifies a file. See also file 
name. (2) The name that identifies a statement. (BASIC) 
The name that identifies a BASIC program line. 

library. (1) A named area on disk that can contain 
programs and related information (not files). A library 
consists of different sections, called library members. 
Compare with folder. (2) The set of publications for a 
system. 

library control sector. In a library directory, the first 
sector, which contains a record of the used and available 
space in the library. 

library member. A named collection of records or 
statements in a library. The types of library members are 
load member, procedure member, source member, and 
subroutine member. 

load. (1) To move data or programs into storage. 
Compare with call (2) To place a diskette into a diskette 
drive or a diskette magazine into a diskette magazine 
drive. (3) To insert paper into a printer. (4) To mount a 
tape or insert a tape cartridge into a tape drive. 

load member. A library member that contains information 
in machine language, a form that the system can use 
directly. Contrast with source member. 

load module. A program in a form that can be loaded into 
main storage and run. The load module is the output of 
the overlay linkage editor. 



local. Pertaining to a device, file, or system that is 
accessed directly from your system, without the use of a 
communications line. Contrast with remote. 

location name. In interactive communications, the 
identifying name associated with a particular system or 
device. 

location password. A string of hexadecimal characters that 
allows the system to verify the identity of a remote 
location. 

location profile. A profile in the user identification file 
that contains information about a remote system that is 
allowed to access resources on your system. 

log. ( 1) To record; for example, to log all messages on 
the system printer. (2) See mail log. 

M-byte. See megabyte. 

magazine. A container that holds up to 10 diskettes. 

magnetic stripe reader. A device, attached to a display 
station, that reads data from a magnetic stripe on a badge 
before allowing an operator to sign on. 

mail. (PerSrv36) Any correspondence (online or hard 
copy) that is sent between users. 

mail folder. (PerSrv36) A folder used to store documents 
sent and received as mail. Contrast with document folder. 

mail log. (PerSrv36) A record of all the mail sent or 
received by the user. 

master file. A collection of permanent information, such 
as a customer address file. 

master security officer. A person who is designated to 
control all of the security tasks that are provided with the 
System Support Program Product. A master security 
officer can, for example, deactivate password, badge, or 
resource security, or add, change, or remove security 
information about any system operator. Contrast with 
security officer. 

megabyte. One million bytes. 

member. See library member. 

memo slip. (PerSrv36) A brief communication 

menu. A displayed list of items from which an operator 
can make a selection. 

menu security. A System Support Program Product option 
that restricts an operator to selecting items from a 
particular menu. 

message. ( 1) Information sent to one or more users or 
display stations from a program or another user. A 
message can be either displayed or printed. (2) An 
indication of the condition of the system sent by the 
system. (3) For IMS/IRSS, a unit of data sent over the 
communications line. 

mode. A method of operation. For an example, see 
enter/update mode. 

network node. A node which is capable of performing 
intermediate routing functions, directory services, and 
route selection services in an APPC network. 

network resource directory (NRD). An area on disk that 
lists the files on remote systems that can be accessed using 
Distributed Data Management (DDM). 

node. (I) An addressable location in a communications 
network that provides the host processing services. (2) A 
point where packets are received, stored, and forwarded to 
another node (DTE) according to a routing method the 
network has defined. 

nondisplay. A field attribute that prevents the displaying 
of data. 

null. See null character. 

null character. The character hex 00, used to represent 
the absence of a displayed or printed character. 

numeric. Pertaining to any of the digits 0 through 9. 

office products. A group of IBM-supplied programs that 
work together to help an office operate more efficiently. 
The office products are DisplayWrite/36 (OW /36), 
Personal Services/36 (Personal Services/36), and 
Query /36. The interactive data definition utility (IDDU) 
can be used to define files used by DW /36 and Query /36. 

OFFICE/36. The group of office products: 
DisplayWrite/36 (DW /36), Personal Services/36, and 
Query/36. 

offline. Neither controlled directly by, nor communicating 
with, the computer, or both. Contrast with online. 

online. Being controlled directly by, or directly 
communicating with, the computer, or both. Contrast 
with offline. 

online information. Information, read on the display 
screen, that explains displays, messages, and programs. 
For some programs, the online information is similar to a 
printed manual and may contain a table of contents, guide 
information, help text, a glossary, and an index. 
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operation control language (OCL). A language used to 
identify a job and its processing requirements to the 
System Support Program Product. 

operator. (1) A person who operates a device. (2) A 
symbol that represents an operation to be done. 

override. ( 1) A parameter or value that replaces a 
previous parameter or value. (2) To replace a parameter 
or value. 

override user ID. A user identification that is used to sign 
on to the system if the user identification file is destroyed. 

owner authority. The right to create, add, change, remove, 
and rename files, libraries, and folders. (PerSrv36) The 
right to add, change, read (view), and delete items. 

parameter. A value supplied to a procedure or program 
that either is used as input or controls the actions of the 
procedure or program. (COBOL) A variable or a literal 
that is used to pass data values between calling and called 
programs. 

parent. Pertaining to a secured resource, either a file or 
library, whose user list is shared with one or more other 
files or libraries. Contrast with child. 

password. A string of characters that, when entered along 
with a user ID, allows an operator to sign on to a secured 
system. 

password security. A System Support Program Product 
option that helps prevent the unauthorized use of system 
services by checking the password entered by each 
operator at sign-on. 

physical file. A file that contains data records. 

physical record. ( 1) A group of records that is recorded or 
processed as a unit. Same as block. (2) A unit of data 
that is moved into or out of the computer. 

position. The location of a character in a series, as in a 
record, a displayed message, or a computer printout. See 
also column. 

primary index. The index that is built when a file is 
created. Contrast with alternative index. 

printout. Information from the computer that is produced 
by a printer. 
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procedure. A set of related operation control language 
statements (and, possibly, utility control statements or 
procedure control expressions) that cause a specific 
program or set of programs to be run. (COBOL) One or 
more successive paragraphs or sections within the 
Procedure Division, which directs the computer to perform 
some action or series of actions. 

procedure member. A, library member that contains the 
statements (such as operation control language 
statements) necessary to perform a program or set of 
programs. 

profile. Data that describes the characteristics of a user, 
program, device, or remote location. 

program. (1) A sequence of instructions for a computer. 
See source program and load module. (2) To write a 
sequence of instructions for a computer. Same as code. 

program date. The date associated with a program (job 
step). See also creation date, session date, and system date. 

prompt. A displayed request for information or operator 
action. (PerSrv36) Lines on a display that ask you for 
information or tell you what action is needed. 

record. A collection of fields that is treated as a unit. 

record file. (BASIC) A file on disk in which the data is 
read and written in records. Contrast with stream file. 

remote. Pertaining to a device, file, or system that is 
accessed by your system through a communications line. 
Contrast with local. 

resource. Any part of the system required by a job or 
task, including main storage, input and output devices, the 
processing unit, and files, libraries, and folders. 

resource security. A System Support Program Product 
option that restricts the use of information in files, 
libraries, folders, and folder members to specified users. 

resource security file. A security file that contains 
information that restricts access to files, libraries, and 
folders. 

restore. Return to an original value or image. For 
example, to restore a library from diskette. 

run. To cause a program, utility, or other machine 
function to be performed. 

security. The protection of data, system operations, and 
devices from accidental or intentional ruin, damage, or 
exposure. See also system security. 



security officer. A person who is designated to control 
many of the system security tasks that are provided with 
the System Support Program Product. A security officer 
can, for example, add, change, or remove security 
information about system console operators, subconsole 
operators, and display station operators. A security 
officer cannot, however, deactivate password, badge, or 
resource security. Contrast with master security officer. 

sequential file. A file in which records occur in the order 
in which they were entered. Contrast with direct file and 
indexed file. 

session. (1) The logical connection by which a System/36 
program or device can communicate with a program or 
device at a remote location. (2) The length of time that 
starts when an operator signs on the system and ends 
when the operator signs off the system. 

se~ion date. The date associated with a session. See also 
creation date, program date, and system date. 

shared folder facility. A function of PC Support/36 that 
allows multiple System/36 and personal computer users 
concurrent access to a folder. 

sign off. To end a session at a display station. 

sign on. (Verb) To enter a user identification to begin a 
session at a display station. 

sign-on. (Noun) The action an operator uses at a Ctisplay 
station in order to begin working at the display station. 

source. A system, a program within a system, or a device 
that makes a request to a target. Contrast with target. 

source member. A library member that contains 
information in the form in which it was entered, such as 
RPG specifications. Contrast with load member. 

source program. A set of instructions that are written in a 
programming language and that must be translated to 
machine language before the program can be run. 

special character. A character other than an alphabetic or 
numeric character. For example; *, +, and % are special 
characters. (COBOL) A character that is neither numeric 
nor alphabetic. Special characters in COBOL include the 
space ( ), and the period (.),as well as the following: + -
* I = $ ' II ) ( ; < >· 

standby display. A display that allows an operator to enter 
data only. When a standby display appears, the display 
station can be acquired by a program. Contrast with 
command display. 

stream file. (BASIC) A file on disk in which data is read 
and written in consecutive fields. Contrast with record 
file. 

subconsole. A display station that controls a printer or 
printers. 

subconsole display. A display that can be requested only 
from a command display that appears on a subconsole. 
From a subconsole display an operator can display and 
send messages, and enter all control commands except 
those that can be entered only at.the system console. See 
also console display. ~ 

subdirectory. (S/36) A part of a folder that contains the 
names, descriptions, member types, and security 
information for other directories (subdirectories) and 
folder members. Subdirectories are a part of shared folder 
facility. See also shared folder facility. (PC) A succession 
of directories under the root directqry. 

subdirectory level. Subdirectories within folders or within 
other subdirectories in a folder are assigned a level based 
on the number of subdirectories in the path. If a 
subdirectory is the first in a folder, it is assigned level 1. If 
the subdirectory is within another subdirectory, it is 
assigned level 2, 3, etc. based onJiow many subdirectories 
precede it. 

subroutine member. A library member that contains 
information that must be combined with one or more 
members before being run by the system. (BASIC) A 
library member that contains a BASIC program in the 
form in which it appears within the computer. 

subsystem. The part of communications that handles the 
requirements of the remote system, isolating most 
system-dependent considerations from tlte application 
program. 

system. The computer and its a$mciated devices and 
programs. 

system administrator. A person that sets up and maintains 
systems, for example, directories, office authorizations, 
communications, and so on. 

system configuration. A process that specifies the 
machines, devices, and programs that form a particular 
data processing system. 

system console. A display station from which an operator 
can keep track of and control system operation. 

system date. The date assigned .by the system operator 
during the initial program load procedure. See also 
creation date, program date, and session date. 

system help support. The part of the System Support 
Program Product that uses menus, prompts, and 
descriptive text to aid an operator. 
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system library. The library, provided with the system, that 
contains the System Support Program Product and is 
named #LIBRARY. 

system security. A system function that restricts the use 
of files, libraries, folders, folder members, and display 
stations to certain users. 

system unit. The part of the system that contains the 
processing unit, the control panel, the disk drive and the 
disk, and either a diskette drive or a diskette magazine 
drive. 

tape. A thin, flexible magnetic strip on which data can be 
stored. It can be used to store information copied from 
the disk. 

tape cartridge. A case containing a reel of magnetic tape 
arranged for insertion into a tape drive. 

tape drive. A mechanism used to read and write 
information on magnetic tapes. 

tape reel. A round device on which magnetic tape is 
wound. 

target. A system, a program within a system, or a device 
that interprets, rejects or satisfies, and replies to requests 
received from a source. Contrast with source. (DSU) A 
line command that indicates the location for statements to 
be moved, copied, or included. 

unique. The only one. 

update authority. The right to add, change, or remove 
items in a file, lib!"ary, or folder. (PerSrv36) The right to 
add, change, delete, or cancel items. 
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update me. A disk file from which a program reads a 
record, updates fields in the record, and writes the record 
back into the location it came from. 

user ID. See user identification (user ID). 

user identification (user ID). A string of characters that 
identifies a user to the system. 

user identification file (user ID file). A file containing 
information about which operators can use certain system 
functions, which menu is displayed when an operator signs 
on to the system, and which library is assigned to an 
operator when the operator signs on to the system. 

user list. A list, containing the user identification and 
access levels, of all operators who are allowed to use a 
specified file or library. 

user profile. A profile in the user identification file that 
contains information about someone who is allowed to 
sign on to the system . 

user record. A record in the resource security file that 
allows access to the resource at a specific access level. 

valid. (1) Allowed. (2) True, in conforming to an 
appropriate standard or authority. 

view. To look at information on a display screen without 
being able to change that information. (BGU/36) To 
show a graph or chart on a display. 

work station. A device that lets people transmit 
information to or receive information from a computer; 
for example, a display station or printer. 
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