


























































































































































































































































The percentage of processor time during which the PRINT program is in 
control can be defined by the user when the program is started. The PRINT 
program will naturally not use any of its allotted time slice if the print 
queue is empty. 

There is only one way to communicate with the PRINT program, and that is 
via the PRINT command. Every time the PRINT command is used, it will 
check to see whether it has already been loaded into storage, and if it 
has it will not install itself again, but will simply pass information 
to the installed version, retrieve any required information back, and on 
exit will return this information to the user. 

8.4.2 TopV;ew 

With TopView you can run several applications at once on a single PC, and 
simultaneously view portions of the display of each of these applications. 
TopView accomplishes application multitasking by using a time-slicing 
technique, and performs multiple-application display with a windowing 
system. 

Hult;task;ng: The time-slicing technique operates by intercepting the 
timer-tick interrupt. Each time the timer issues a timer tick (18.2 times 
per second), TopView gains control. It checks a list it maintains called 
the dispatch list or dispatch queue, which contains information about all 
the currently loaded tasks. Based upon the status of each of these tasks 
and upon an undocumented priority algorithm, it will select either to 
begin a new task, or to resume execution of the task which was interrupted 
by the timer tick. 

Each time TopView gains control at a timer tick, it must save the envi­
ronment of the executing task. To do this it allocates several storage 
areas for each loaded task, and in one of these storage areas it auto­
matically saves the contents of all the processor registers and flags as 
they were when the task was interrupted. It also saves the interrupt 
vectors for any interrupts the task has supposedly changed. For example, 
if an application has changed the execution address of INT 75H, TopView 
will save the vector pointing to that address. TopView will save other 
environmental components as well, as documented in the TopView manuals. 

When TopView decides to give control to a different task, it will reset 
the interrupt vectors for that task so that they are vectored as they were 
when the task was last interrupted. TopView restores the contents of the 
registers and re-establishes the operating environment of the program; 
it then allows the task to continue running wherever it left off. 

This time-slicing is complicated by the concept of I/O-driven multitask­
ing. If a hardware input event occurs, it is important to dispatch as soon 
as possible the task for which the I/O event was destined. Similarly, if 
an application requests input which is not available, there is no point 
in wasting processor cycles executing the application's wait for input. 
Therefore, when an input event occurs (for a background application, it 
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could come from a serial port, for example), TopView gains control, saves 
the environment of the current task, and loads the task for which the 
input was destined. If an application requests input which is not avail­
able (for example, a background application requests keyboard input, or 
the foreground application requests keyboard input when the user is not 
typing), TopView stops that task and dispatches another task. It will not 
allow the stopped task to resume execution until the requested input ar­
rives. 

This dual method of multitasking is called "Time-slicing with natural 
program breaks". The result of this technique is that I/O-bound programs 
will not hog the processor while waiting for the next I/O operation, and 
compute-bound programs will be able to soak up all processor capacity 
during I/O waits. Such a multitasking method ensures maximum utilization 
of the computer. TopView does not allow you to select the number of time 
slices to give to an individual application; however, you can choose to 
suspend an application by using the Suspend command. A suspended program 
does not receive time slices until you resume it. 

Windowing: TopView accomplishes windowing by intercepting DOS and BIOS 
video function calls. If you have chosen to view several applications at 
once, you could, for example, have the upper right portion of one appli­
cation displayed in a window on the lower left; the bottom half of another 
application's logical display could be shown on the upper half of the 
physical display. When an application issues a DOS or BIOS video call. 
TopVi~w intercepts this call. It analyses the type of request, and updates 
the window for that application as required. If a character is to be 
displayed in an area of an application's display which is not mapped onto 
its current window. TopView will remember that the character was displayed 
there, but will not display anything. If an application requests that its 
screen be cleared, only the portion of the physical screen contained in 
that application's window will be cleared. In addition, TopView will re­
member that non-displayed portions of the screen have been cleared, but 
these portions will not be displayed unless the size of the window is 
changed. 

We mentioned in several previous modules the importance of not using di­
rect screen addressing in an application, and now we can understand one 
reason why. TopView intercepts BIOS and DOS video calls, decides on what 
area of the physical screen to map the call, and then does direct screen 
addressing itself to effectuate the call, provided the call results in 
an update of the physical screen. If an application were to write directly 
to the screen, it might overwrite the contents of other windows. For this 
reason, programs which do write directly to the screen are not permitted 
to run in the background, and when they run in the foreground they are 
given control of the entire screen (that is. no other windows are dis­
played). 

Programs which want to write directly to the video buffer when running 
outside of TopView may also do direct writing within TopView and still 
be regarded as well-behaved (that is, still be able to run in the back­
ground and to be windowed). TopView supports two special BIOS video 
functions which allow windowing of direct-video-addressing applications: 
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• Get Video Buffer (INT lOH, AH=OFEH) 

This enables the program to get the address of an alternate video 
buffer. If the program is running under TopView, the address of an 
alternate buffer is returned, usually a segment in user RAM. If the 
program is running under normal DOS, the physical video buffer address 
is returned. 

If the program finds the normal physical buffer address returned, it 
may just write to the buffer directly. If the address is different 
from the normal buffer address, this means TopView is loaded, and when 
the program wants to change the display, it writes to the buffer ad­
dress returned by TopView. 

• Update Video Display (INT lOH, AH=OFFH) 

This call is used to tell TopView what parts of the memory screen 
buffer have been updated, so that TopView can map the changes to the 
physical screen. 

APplication Program Interface: In addition to performing windowing and 
multitasking functions for most DOS-based applications, TopView supports 
a special interface for programs written specifically for TopView. This 
interface allows TopView-specific programs to display multiple windows 
for a single task, to perform task management functions like forcing an­
other task into the background, and to use TopView's full-screen-input 
functions. We will identify several types of routines below. 

• Window management 

An application can request that its window be moved or changed in 
size. It can request that an additional window be created for that 
application (only TopView-specific applications can have multiple 
windows>. It can request that TopView display a specific type of input 
window, and return the input to the user. 

• Full-screen input 

Application programmers can use the Window Design Aid, provided with 
the TopView Programmer's Toolkit, to design windows, including win­
dows of full-screen-input fields. When the programmer designs a 
full-screen-input window, the length and appearance of each field, 
as well as the valid ways of entering information into that field, 
are designed with the Window Design Aid, and a file is created to 
store the window. The application need only provide the name of the 
appropriate window to TopView, and set up the necessary request, and 
TopView will retrieve all the requested input from the user and return 
it to the application. This not only reduces programmer time spent 
on console I/O routines, but allows for a TopView-like interface so 
that programs can blend more easily into the TopView environment. 

• Task management 
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Programs can request that they be made the foreground task; they can 
ask to be suspended. They can declare a section of their code as 
critical, so that TopView will not time-slice it out; they can force 
another task to execute a specific routine. They can initiate other 
tasks -- one application can actually have multiple tasks working for 
it. 

The TopView Programmer's Toolkit manual provides detailed information on 
supported TopView API (Application Program Interface) functions. 

8.4.3 PC Network Program 

The PC Network Program allows multiple computers hooked together on a PC 
Network or PC Token-Ring Network to share resources and exchange infor­
mation. The PC Network Program can be considered a DOS extension insofar 
as it allows you to assign resources on a server computer as local re­
sources -- in other words, you can access information on someone else's 
C: drive by calling that drive your K: drive and reading from it just as 
you would in stand-alone DOS. You can also name a print server's printer 
to be your lPTl, lPT2 or lPT3 so that you can print data on someone else's 
printer. 

If we consider the PC Network Program as a DOS extension we must think 
of it in terms of how it intercepts certain DOS function calls -- in 
particular printer- and disk-related calls -- to redirect printer, file 
and directory I/O from the local computer to the server who owns the re­
source being addressed. In addition to intercepting these types of calls, 
the PC Network performs a multitasking of its own so that applications 
can run at the same time as resources are being shared between computers. 
like the DOS PRINT command and TopView, the PC Network program uses the 
timer tick to interrupt applications in order to allow processing of 
network jobs such as printing and disk access. 

Several ITSC Red Guides have already been published on the PC Network 
Program, so if you want additional information you may obtain one of 
these. The important thing to remember in terms of the PC Network's place 
in DOS extensions is that the PC Network Program works together with DOS 
by providing logical DOS device support for remote resources. As such, 
one might consider the PC Network Program to be a sophisticated device 
driver for a wealth of different devices. 

8.4.4 3270/PC Control Program 

The 3270/PC Control Program performs multitasking and windowing in a 
similar way to that employed by TopView. Some of the differences. however, 
are worth noting. 
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The Control Program is not running under DOS. It is loaded by DOS, and 
upon obtaining control it hides itself at the top of physical storage. 
It then ~hanges the "Top of Memory" indicator in low storage and re-IPl's 
DOS, which loads into the now reduced storage area. To be able to control 
the PC and DOS it then replaces the necessary interrupt vectors which 
point to DOS with vectors pointing into the Control Program code. 

Since we are in fact running DOS under the Control Program, we are perhaps 
stretching our credibility in calling it a real DOS extension. 

The 3270/PC is also using other screens and screen adapters than those 
supported by DOS. This means that when DOS writes to the screen buffer 
addresses, the CP has to map this data out to the physical screen in its 
own way. 

The API (Application Program Interface) for the 3270/PC is also very 
powerful, but also quite different from the TopView API. 

8.5 DEVICE DRIVERS 

8.5.1 What;5 a DOS dev;ce and a dev;ce dr;ver? 

Exactly what is a DOS device? A device can be thought of as a place to 
and from which bytes travel. In most cases this place has a physical 
counterpart -- a hardware peripheral of some kind -- that is actually 
generating or using the bytes that are coming from or going to the device. 
A display or a printer are examples of physical devices which receive 
bytes, a keyboard is a device that emits bytes. An example of a non­
physical device is the DOS NUL device. It functions as a "bit-bucket" 
and just eats anything coming into it. 

Two types of devices exist: character and block. Character devices send 
or receive bytes one at a time. Block devices are generally disk drives 
or disk drive emulators, and they send or receive a block of bytes at a 
time. A block typically consists of a physical sector of the disk drive. 

Device drivers are programs created to control particular devices. They 
have a fixed, specific format and are loaded by DOS during IPl. They give 
application programs a consistent interface to different devices through 
DOS. 

DOS has some default device drivers which are initialized during IPl, and 
DOS also gives us the capability to add our own device drivers or to re­
place existing ones. DOS contains default drivers for support of the NUL, 
CON, AUX (COMl), PRN (lPTl), ClOCK$, lPT2, lPT3, and COM2 character de­
vices plus two to four (A, B and eventually C and D) block devices. 

If we write our own device driver and get DOS to load it for us, how do 
we then use it? 
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The answer is that you treat it exactly like other DOS devices: CON, lPTl. 
COM1, A, B, C. etc. If the device driver is written properly, you should 
be able to issue commands to the new device, or open it for input and 
output, just like any other DOS device. The device driver should make 
the input and output from the device transparent to the user. 

8.5.2 Installation of the device drivers 

The Device Chain: When DOS loads the device drivers during IPl. they are 
connected into a one-way linked list. Each node in the list is an 18-byte 
data structure called a device header. The first four bytes of each device 
header comprise a 32-bit pointer (segment:offset) that points to the next 
node in the list. 

The first node is embedded in IBMDOS.COM and corresponds to the NUL de­
vice, a "bit-bucket" device that absorbs everything sent to it and emits 
nothing. The last node is identified by a value of OFFFFH in the offset 
portion of the 32-bit pointer to the next node. You can see what the chain 
looks like in Figure 1 on page 119. 
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Device Header 

device in IBMDOS.COM 

Device Header 
>~-----------r-------------r------------~ 

device driver 

Device Header 
>Ir------------r-------------r--------------, 

and so on for the length of chain 

Gee He.der 
>1 1 

- ssss:FFFF -

The LAST device driver in 
the chain (offset - FFFFh) 

Figure 1. Device driver linkage list 

The device header has five parts as shown in Figure 2: 

Next Header Ptr Attribute Strategy Interrupt 

Offset I word Routine Routine 
Segment Offset Offset 

Figure 2. Device header 

8 character 
Device Name 

1. Chaining pointer to the next device driver header in the chain. 

2. Attribute word 

3. Offset pointer to the strategy routine entry point (the segment part 
of the pointer is taken from the chaining pointer in the previous 
device header). 
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4. Offset pointer to the interrupt routine entry point (the segment part 
of the pointer is taken from the chaining pointer in the previous 
device header>. 

5. Eight character field for the device name. 

The fields will be explained in more detail shortly. 

Besides NUL, which is always present, DOS requires a minimum of four de­
vices in the system-initialization code. These devices are those that 
follow NUL in Figure 1 on page 119: CON, AUX, PRN, and CLOCKS. The device 
names are unimportant, but the function each performs must correspond to 
the following sequence: standard I/O device, auxiliary I/O device, list­
ing device, and the realtime clock. 

After these four devices have been installed, additional resident devices 
are installed. These resident devices are used to initialize DOS. 
Figure 3 shows what the device header chain looks like after DOS has in­
stalled all resident device drivers. Note that the address in the Next 
Header field for each device becomes the starting address for the device 
that follows in the device header chain. 

At 
memory 
address 

0133:0248 
0082:0305 
0082:0231 
0082:02A6 
0082:0345 
0082:0416 
0082:0110 
0082:0307 
0082:0B56 
0082:0B80 
0082:0BA6 

Device Header 

Next 
Header 

Strategy 
Attr Entry pt. 

0082:0305 8004 
0082:0231 8013 
0082:02A6 8000 
0082:0345 8800 
0082:0416 8008 
0082:0110 0800 
0082:0307 8000 
0082:0B56 8800 
0082:0B80 8800 
0082:0BA6 8800 
0082:FFFF 8000 

1680 
00B6 
00B6 
00B6 
00B6 
00B6 
00B6 
00B6 
00B6 
00B6 
00B6 

Interrup 
Entry pt. 

1686 
00F8 
OOFE 
0100 
0122 
0128 
OOFE 
0100 
0113 
0119 
0104 

Device 
Name 

NUL 
CON 
AUX 
PRN 
CLOCKS 
4 (disks) 
COMI 
LPTl 
LPT2 
LPT3 
COM2 

Figure 3. Device header chain with the IBM default device drivers 

When installation is complete, an attempt is made to open CONFIG.SYS on 
the IPL drive. If CONFIG.SYS exists, it is read into a buffer and the 
contents are parsed into commands. 

The command line for adding a device is as follows: 
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DEVICE=(d:) (path) filename.ext (parameters) 

where 

(d:) is the name of the drive where the device driver 
program is located. 

(path) is the path to where the device driver program is 
located. 

filename.ext is the name and extension of the device driver 
program. 

(parameters) information to the init part of the device driver 
program (everything after the equal-sign is passed 
to the program). 

The items within parentheses are optional and include drive and path 
specifiers as well as a parameter field following the file name. 

When a new device is installed, it is added to the linked list at the link 
immediately following the NUL device. This addition is done in two oper­
ations: 

• the Next Header pointer in the NUL device header is moved into the 
Next Header field of the device header to be installed. 

• the Next Header field in the NUL device header is replaced with the 
segment:offset address of the newly installed device header and 
driver. 

New drivers are thus added to the linked list at the root (NUL), pushing 
previously-installed drivers further down the list. You can se the result 
in Figure 4 on page 122 after installation of the device driver for device 
MYPRN 
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---------------------------------------------
Device Header 

At ---------------------------------------------
memory Next Strategy Interrup Device 
address Header Attr Entry pt. Entry pt. Name 

--------- --------- --------- ------
0133:0248 129F:0000 8004 1680 1686 NUL 

"""'" 
129F:0000 0082:0305 COOO 0030 0180 MYPRN 

"""'" """'" 
0082:0305 0082:0231 8013 00B6 00F8 CON 
0082:0231 0082:02A6 8000 00B6 OOFE AUX 
0082:02A6 0082:0345 8800 00B6 0100 PRN 
0082:0345 0082:0416 8008 00B6 0122 CLOCK$ 
0082:0416 0082:0110 0800 00B6 0128 4 (disks) 
0082:0110 0082:0307 8000 00B6 OOFE COM1 
0082:0307 0082:0B56 8800 00B6 0100 LPTl 
0082:0B56 0082:0B80 8800 00B6 0113 LPT2 
0082:0B80 0082:0BA6 8800 00B6 0119 LPn 
0082:0BA6 0082:FFFF 8000 00B6 0104 COM2 

Figure 4. Device header chain with one installed device 

Once the CONFIG.SYS file has been completely parsed, all of the initial 
stand~rd device handles are closed and then reopened so that user­
installed device drivers can preempt the default drivers for CON, AUX, 
and PRN. When a device handle is opened, the first device in the linked 
list that matches its name is used to satisfy the request. This allows 
duplicate device names to be included in the CONFIG.SYS file for CON, AUX, 
and PRN. 

Because installed devices are inserted immediately after the head of the 
chain, a user-installed CON, AUX, or PRN device driver will be found 
before the DOS-supplied default drivers for these devices. Note that the 
position of the NUL device prevents another NUL being loaded before it. 
NUL is thus the only device that cannot be preempted. 

8.S.3 Commun;cat;ng w;th Dev;ce Dr;ves 

You use a device driver in order to convey commands to a "smart" physical 
device, to make a "dumb" hardware device look "smart" to the system, or 
to pass non-system information to the device. Communication can take two 
forms: byte stream communication or control channel communication. 

In byte stream communication, the driver must recognize some kind of es­
cape character in the byte stream and use the characters that follow the 
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escape as control characters. For example, byte stream communication is 
used when positioning the cursor with the ANSl.SYS device driver. 

Control channel communication requires that the driver recognize a hard­
ware control channel. In control channel communication, you: 

• Build the message. 

• Build the device driver name. 

• Create the handle (file control block). 

• Send a message to the handle. 

• Close the handle. 

Control channel communication is used, for example, when telling a printer 
to indent five spaces after each line feed. 

8.5.4 The inside of a device driver 

Now we will look a little closer at the device driver program. It con­
tains four different parts: 

• an IS-byte Device header 

• a Strategy routine 

• an Interrupt routine 

• normally an Initialization routine 

Device header: The format of a device header memory image is given in 
Figure 2 on page 119. The name and attribute words are user-selectable 
and reflect the function of the device. The attribute word is a bit map 
that indicates to DOS whether or not the driver has certain special 
properties. Other entries are determined by driver placement in memory 
and by the system configuration. The strategy and interrupt fields are 
offsets into the segment begun by the first byte of the header. 

As mentioned earlier, devices are either character type or block type, 
depending on the way the driver deals with data. Figure 5 on page 124shows 
definitions of bit fields in the attribute word of a device header. 
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BLOCK DEVICE 

15 14 13 12 11 10 9 8 7 6 5 4 3 2 

SPECIAL ~ J J J 
CLOCK 

NUL 
STDOUT 

STDIN 

CHARACTER DEVICE 

15 14 13 12 11 10 9 8 

o = not used for this device type 
X = valid for this device type 

7 

/ = not defined (force this bit to zero) 

6 

Figure 5. Bit fields of the attribute word 

5 4 3 2 

STDIN 

1 o 

1 o 

X 

Bits 0-3 of the device's attribute word are flags that indicate to DOS 
whether the device is one of three devices treated specially by DOS. The 
NUL device has a unique device driver embedded in IBMDOS and cannot be 
altered. The NUL bit is a flag that tells DOS that this driver is to be 
used for the NUL device. For a device that is to be used as the standard 
I/O device, the pair of bits STDOUT and STDIN are set. Similarly, the 
CLOCK bit is set on any device used as the clock device. 

In the case of character devices, the name field of the device header is 
an array of eight ASCII characters, making up a legal file name. Instead 
of names, block devices are given unit numbers. For block devices, the 
first byte of the name field contains a count of the units supported by 
the driver, expressed in binary form. The rest of the name field 15 not 
used. 

strategy and Interrupt routines: The interface between DOS and devices 
was designed with multitasking in mind. The intent was to allow each de­
vice in a multitasking environment to maintain its own queue of requests 
for its services. The DOS executive would periodically scan its queue 
of pending requests for completions and wake up waiting processes. A de­
vice request would call the strategy entry point. which would simply queue 
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up the request in the form of a request header and return. Upon com­
pletion, a device would receive an interrupt and its service routine would 
post results in the corresponding request header. Before returning, the 
device would check again for waiting requests. 

This capability has not been used in DOS versions 2.0, 2.1, or 3.0, none 
of which handle multitasking. In a theoretical multitasking version of 
DOS, requests for device services would almost certainly be handled this 
way. In current DOS releases, the strategy entry point is used to pass a 
32-bit pointer to a request block that is not queued. Next, an immediate 
call is made to the interrupt entry point. Here the request is serviced, 
and results are passed back in the request block. 

The strategy and interrupt entry points do not have an explicit segment 
in the device header. The segment address is given by the link pointer 
of the preceding device header. The segment portion of the address for 
the strategy and interrupt entry points is the same as the segment address 
of the header. 

In;t;a!;zat;on rout;ne: When DOS is installing the device driver program, 
the program is called at the strategy entry point with a function code 
of 0 (INIT) in the request header. The function 0 is the initialization 
call. The device driver program should perform any initializing of the 
device at this point and return information in the request header about 
the ending address of the loaded code and/or buffer areas. 

Since the init call occurs only once during device driver load, the in­
itialization routine is normally stored at the high end of the device 
driver routine and is discarded by setting the ending address at the first 
byte in the initialization routine. 

If the device is a block device, some more information must be returned: 

• The number of units this device driver will support. This number de­
termines the logical names that the devices will have. If we have one 
diskette drive and one fixed disk, A, Band C are used. If our in­
stalled block device driver supports three devices, then these de­
vices will be named 0, E and F. 

• A pointer to a BIOS parameter block (BPB) pointer array. BPB's con­
tain information about the characteristics of the supported device, 
e.g sector size, number of sectors. Chapter 2 in the DOS Technical 
Reference Manual contains more information on the subject. 

8.5.5 The Request Header 

The initialization call is only one of many function calls from DOS to 
the device driver program. DOS approaches the device driver twice to 
handle one request. The device strategy routine receives the first request 
from DOS and saves a pointer to the Request Header. The strategy routine 
enqueues the request, complete with parameters for the interrupt routine. 
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When the strategy routine returns to DOS. DOS immediately places a second 
request to the interrupt routine which actually performs the request and 
returns its status to DOS. 

The area used for communication between DOS and the two device driver 
routines is variable in length and headed by a 13-byte request header 
(Figure 6) followed by data appropriate to the requested function. 

Field length 

length in bytes of the request BYTE 
header plus any data at the end 
of the request header 

Unit code. Has no meaning for BYTE 
character devices. 

Command code BYTE 

Status word WORD 

Area reserved for DOS 8-BYTE 

Data appropriate to the request Variable 

Figure 6. Request Header 

8.5.6 Dev;ce dr;ver funct;ons 

The command code byte in the request header defines the function and there 
are now sixteen different functions defined in DOS versions 3.00 and 3.10. 

Following are descriptions of the different functions available: 

INIT (Funct;on 0): The INIT function called once during device driver 
installation: 

• Defines the number of units for DOS. 
• Sets up each device. 
• Sets the ending address of the driver. 
• Sets the address for the pointer to the BIOS parameter block. 
• Sets the status word. 

The initialization function sets up the device driver within DOS. It is 
possible that the driver cannot set up the device. If this is the case. 
it normally aborts without using memory. 
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Media Check (Function 1): The Media Check function: 

• Reads the media descriptor byte. 
• Tests the media 
• Sets the status word. 
• Sets the media return code. 

Build BIOS Parameter Block (Function 2): The Build BIOS Parameter Block 
function. 

• Checks the device to find the descriptor byte. 
• Finds the matching BIOS parameter block. 
• Sets the direct pointer to the BIOS parameter block. 

This function causes the device driver to read the boot sector of the 
media for the media description. 

Input or output (Functions 3, 4, 8, 9, 12): The INPUT or OUTPUT function: 

• Reads the sector byte count. 
• Performs the requested function. 
• Sets the actual count of sectors or bytes. 
• Sets the status word. 

Nondestructive Input No Wait (Function 5): The Nondestructive Input N~ 
Wait function: 

• Provides a one-character look-ahead (character devices only). 
• Sets the status word. 
• Does not alter the input buffer. 

Input or output status (Functions 6,10): The Input or Output Status 
function: 

• Determines the status of the input or output device. 
• Sets the status word. 

There is no data associated with this function. 

Input or output Flush (Functions 7,11): The Input or Output Flush func­
tion: 

• Clears the input or output buffer. 
• Sets the status word. 

There is no data for this function. 

Open or Close (Functions 13,14): The Open or Close function is for set­
ting a device before starting a task. 

Removable Media (Function 15): The Removable Media function sets the busy 
bit (9) of the status word to 1 if the media is non-removable. 
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8.5.7 Example of IBM loadable dev;ce dr;vers 

VDISK.SYS: The VDISK.SYS is a block device driver that comes with DOS. 
This device driver simUlates a disk drive by using a portion of the com­
puter's memory as the storage medium. 

• It is very fast. 

• It can be installed in several copies. 

• On the IBM PC/AT memory above the 1 Megabyte boundary can be used. 

• The size of the simulated disk is defined at installation time. 

• The source listing is available on the DOS Supplemental Programs 
diskette. It is a good example of how to write a block device driver. 

ANSI.SYS: The ANSI.SYS is a device driver that comes with DOS. It in­
terprets special character sequences (ESCape codes), using them to change 
the behavior of the keyboard and display. 

ANSI.SYS allows you to; 

• reassign the keyboard key definitions. You can reassign a key to 
issue other ASCII values, including character strings. 

• control the position of the cursor on the screen. 

• set attributes that determine how your display operates. 

Set Graphics Rendition (SGR) codes allow you to change the fore­
ground and background color on your color display. It also allow 
characters to be underlined (on IBM Mono Dispaly), blinking, re­
versed video, or invisible. 

Set Mode (SM) codes allow you to set screen width and type. 

Reset Mode (RM) codes are nearly the same as the SM codes (in fact 
only one code is different) 

8.6 OTHER RESIDENT EXTENSIONS 

There are also a lot of other types of extensions for DOS that could make 
the handling of the system easier. Sometimes is not DOS support good 
enough, and then someone writes a program that intercept the DOS function 
and replaces it. We will look at a few examples of that. 

One thing that is common for this type of program is that they stay res­
ident when loaded. They usually redirect some interrupt vector into their 
own code, and wait for the event (keyboard interrupt for example). 
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8.6.1 Kevboard enhancers 

This type of programs enhances the way DOS handles the keyboard. The 
normal way to edit the commandline in DOS is quite limited. We may want 
to be able to recall previous commands from some kind of buffer and we 
would like it to stay on the command line so we can change it without parts 
of it disappearing when we move the cursor. 

There is also possible to have the program that wait for some key combi­
nation and emits a string of characters to DOS when it recognizes those 
keys. 

8.6.2 Popup utilities 

This kind of utilities, when loaded, normally waits for a some key com­
bination that will wake it up. When the popup-keys are found The program 
saves part of the screenimage and displays a window for communication with 
the user. 

These program is not multitasking in the normal sense. They are coresiding 
with the normal DOS application running, but it is the user who decides 
(via the popup/popdown key) which one is running. 

A common type of function for these program is calendar. telephone di­
rectory etc. 

8.7 CONCLUSION 

This concludes our module on DOS extensions. At this point you should 
understand the following: 

• That DOS does not contain all the functions we need. It is just a base 
for further improvements and additions. 

• What a multitasking extension gives us. and how it is implemented on 
top of DOS. 

• Why DOS does not support any thinkable devices and how we can help 
out by constructing our own device driver. 

• That there is a lot of different ways to enhance functions that are 
already present in DOS, but could be made easier to use or more ef­
ficient. 

For further studies on the subject the DOS Technical Reference Manual and 
the TopView Toolkit Manual are warmly recommended. 
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9.0 80286 ARCHITECTURE FUNDAMENTALS 

9.1 OBJECTIVES 

The power of the Intel 80286 microprocessor used in the IBM PC/AT extends 
far beyond the ability to run PC DOS programs at a faster rate than the 
PC. The 80286 processor can run in two different modes -- real and pro­
tected. Real mode is compatible with the 8088 used in the rest of the 
PC models and is also the mode PC DOS uses on the IBM PC/AT. 

Because of the complexity and sophistication of the 80286, you will find 
this section more difficult than most other sections in the PC Internals 
Fundamentals course. It will only begin to make complete sense after two 
or possibly more readings; at the outset, you will find yourself grasping 
only individual details. In attempting to teach the 80286 architecture 
one encounters a classic chicken-and-egg problem: there is no logical 
place to begin, because in order to understand each component of the ar­
chitecture you must know the other components too. Hopefully this module 
will at least acquaint you with some of the important features of the 
80286 over its predecessors. 

In this module we will look at the processor when it is running in pro­
tected mode, and at the end you should understand the following: 

• The differences between real and protected mode 

• The concept of global and local virtual address spaces 

• The protection types available and how they function 

• How task switching and state transitions are handled 

• The concept of privileged Input/Output operations 

• How Interrupts and exceptions are handled 

9.2 AGENDA 

In order to accomplish these objectives, we will proceed as follows: 

1. The concept of segmented addressing and the registers of the 80286 
in real mode will be compared with the new way in which they are used 
and expanded in protected mode. 

2. The virtual addressing scheme will be explained and we will look into 
the use of global versus local address spaces. 
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3. The protection built into the addressing scheme will be expanded with 
the concept of privilege levels. 

4. The different methods of task switching and transfer of control will 
be explained, as will the concept of using gate descriptors. 

5. The way in which interrupts and exceptions are handled in real address 
mode will be compared with how they are handled and expanded in pro­
tected mode. 

6. The protection of memory-mapped and port-based Input/Output oper­
ations will be discussed. 

9.3 INTRODUCTION TO THE 80286 PROCESSOR 

The 80286 processor has many features in common with the 8088 and 8086 
processors. Examples are byte-addressed memory, I/O interface hardware, 
interrupt vectoring and support for multiple processors and processor 
extensions. The addressing modes and the basic instruction set are also 
the same. 

The 80286 processor can function in two modes of operation. In one of 
these modes CReal addressing mode) only the base architecture is available 
to programs, whereas in the other mode (Protected addressing mode) a 
number of very powerful advanced features have been added, including 
support for virtual memory, multitasking and a sophisticated protection 
mechanism. 

9.3.1 "emo~y management 

The memory architecture of the 80286 in Protected mode has been signif­
icantly enhanced and expanded. The physical address space has been in­
creased from 1 megabyte to 16 megabytes, while the virtual address space 
(i.e., the address space visible to a program) has been increased from 1 
megabyte to 1 gigabyte (1 gigabyte=2-30, or 1 r 024 megabytes). Moreover, 
separate virtual address spaces may be provided for each task in a 
multitasking system. 

The 80286 supports a segmented memory architecture. It also fully inte­
grates memory segmentation into a comprehensive protection scheme. This 
protection scheme includes hardware-enforced length- and type-checking 
to protect segments from inadvertent misuse. 

Mechanisms are included in the 80286 to allow an efficient implementation 
of a virtual memory system. All instructions that could refer to a vir­
tual segment that is not in real memory at the time the instruction is 
executed are fully recoverable. Such a situation would cause what is 
called a Segment-Not-Present fault, and would invoke an operating-system 
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.uutine to take care of the interrupt by loading the requested segment 
into real storage from an external device. then by restarting the faulted 
instruction. 

9.3.2 Task management 

The 80286 is designed to support multitasking systems. The architecture 
provides direct support for the concept of a task. For example. a special 
segment type. the Task State Segment. is a hardware-recognized and 
hardware-manipulated structure which contains information on the current 
state of all tasks in the system. 

Very efficient task switching can be invoked with a single instruction. 
Separate logical address spaces may be provided for each task in the 
system. Finally. mechanisms exist to support inter-task communication. 
synchronization, memory sharing and task scheduling. 

9.3.3 Protect;on mechan;sms 

The 80286 protection mechanisms are based on the notion of a "hierarchy 
of trust". Four privilege levels are distinguished, ranging from Level 
o (the most trusted) to Level 3 (the least trusted). level 0 is usually 
reserved for the operating system kernel. The four levels may be visual­
ized as concentric rings, with the most privileged level in the center. 

At anyone time. a task executes at one of the four levels. Moreover. 
all data segments and code segments are also assigned to privilege levels. 
A task executing at one level cannot access data at a more privileged 
level, nor can it call a procedure at a less privileged level (i.e. trust 
a less privileged procedure to do work for it). Thus. both access to data 
and transfer of control are restricted in appropriate ways. 

The 80286 also make a complete separation of logical address spaces for 
different tasks possible. This part of the protection scheme is a natural 
part of the 80286 memory management architecture. 

Privilege levels and separation of logical address spaces enables us to 
organize software systems so that each task is protected from damage by 
other tasks and so that privileged procedures are protected from lower­
level procedures. 

The processor interprets the protection parameters and automatically 
performs all the checking necessary to implement protection. 
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9.4 COMPARING THE REGISTERS IN REAL AND PROTECTED MODE 

The register structure of the 80286 in protected mode looks very much the 
same as in real address mode. All the general registers (AX, BX. CX, DX, 
BP, SP, 51 and DI) as shown in Figure 7 on page 134 are exactly the same. 

7 o 7 o 

AX AH Al 

DX DH Dl 

CX CH Cl 

BX BH Bl 

BP 

51 

DI 

SP 

15 o 

Figure 7. 80286 General Registers. 

The segment registers (CS, DS, ES and 55) are still present. but they are 
called segment selectors because they no longer contain the base address. 
They are now used as index pointers into a memory table, where the real 
base address information is stored. 

As you can see in Figure 8 on page 135 the segment selectors contain two 
parts. The 16-bit part we can reach from programs; in addition there is 
a 48-bit program invisible part. The first part contains the selector, 
and the second part contains the physical address information that the 
processor has picked up from the memory table. 
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Segment 
Selectors Program Invisible Part 

CS 

DS 

SS 

ES 

15 0 47 o 

Figure 8. 80286 Segment Registers. 

There are some new registers in the 80286, but we will return to them 
later. 

9.S DIFFERENCES IN THE MEMORY ADDRESSING SCHEME 

Let us refresh our memory on how we used the segment register in real 
address mode to point directly into real memory, as shown in Figure 9 on 
page 136. The processor added four binary zeroes to the segment value, 
and that gave us the possibility to start the segment on any 16-byte 
boundary within the I-megabyte physical address space. 
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Real Address Mode 

I I 
A 

1 
Selector 

10000 1 

/ / 

> 1 Megabyte 
Segment Base I ////////////// Physical 
Address // Segment /// Address 

Size V ////////////// Space 
------

64 Kbyte 

/ / 

I I V 

Figure 9. Segment Selector Interpretation <Real Address Mode) 

Figure 10 on page 137 shows how the 80286 in protected mode instead uses 
14 bits of the selector to indicate which segment we want to access. The 
14 bits enables us to point to 16K different virtual segments. which could 
be from 1 byte to 64K in size. Note that these 14 bits are not an address: 
they are a segment number. By allowing 16K different segments of 64K 
maximum size each. we are able to address a total of 1 Gigabyte of virtual 
storage. and this is also the view an application programmer should use. 
How these segments are mapped into the 16 Mbytes of real storage should 
normally be of no concern for the application programmer. but we will look 
at this more closely in a moment. 
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Protected Mode 
A 

Selector Seg I 0 

Seg I 1 
L-______________ >~------------_; 

Seg I 2 
Each Segment 
1 Byte - 64 Kbyte 

/ 

Seg I 3FFD 

Seg I 3FFE 

Seg I 3FFF 

1 Gigabyte 
Virtual 

/ Address 
Space 

V 

Figure 10. Segment Selector Interpretation (Protected Mode) 

If we look once more at the segment selector in Figure lion page 138, 
we see that in real address mode the 16+4 bits give us the physical seg­
ment base address. 

In protected mode we divide the selector into three parts. The high-order 
13 bits are used as an index into one of two active memory tables. These 
tables are called the Global Descriptor Table (GOT) and the Local De­
scriptor Table (LDT). The table entries are called Descriptors and con­
tain the information the processor needs to map the segment into real 
storage. Each table may contain up to 8K descriptor entries and the TI 
(Table Indicator) flag tells the processor which one to use. 

The low-order two bits are called the Requested Privilege Level (RPL) and 
we will discuss privilege levels in more detail later. 
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Real Mode 
------------------

16 bit Segment Selector 

<----------------------------------> 
15 o 

I I I I I I I I I I I I I I I I 10 I 0 I 0 I 0 I 
19 0 

< > 
20 bit Segment Base Address (Physical) 

Protected Mode 
----------------------------

15 321 0 

INDEX - Used to Select a Descriptor Entry 
TI - Table Indicator (0 = GOT, 1 = lDT) 

RPl - Requested Privilege level 

Figure 11. Segment Selectors (Real and Protected mode) 

When we addressed real storage in real address mode we needed a pointer 
that consisted of two parts -- the segment register value plus an offset. 

When we want to address real storage in protected mode the pointer also 
consists of two parts -- the selector and an offset. You can see this 
pointer at the lower left corner of Figure 12 on page 139. In fact, to 
the programmer, there is no difference. The selector points to a de­
scriptor entry in a descriptor table. The descriptor entry contains the 
physical base address of the segment, which is added to the offset by the 
physical address adder to give us the real 24 bit storage address. 
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CPU // 

// 

// 

MEMORY 
------------

/ 

Segment Base <-----------------------, 
Address Descriptor 

Table 

/ 

// 

// 

// L..---+--------------i< 

Pointer 

~------> // 
~-------> // 

> 
> 

Offset 

Physical // 
Address 
Adder // 

// 

// 

// 

// 

// 

// 

// 

// 

Figure 12. Protected Mode Addressing 

What are descriptors and what do they contain? 

/ 

> 

/ 

Data / Code 
Segment 

/ 

/ 

Each descriptor in the Global or local descriptor table contains 8 bytes. 
Figure 13 shows us the layout. 

limi t Base Address Acc. INTEl 
Code Reserved 

I I I I 

o 1 2 3 4 5 6 7 

Figure 13. Descriptors. 

The first two bytes contain a size limit value which points to the last 
byte of the segment. When we try to address storage through this de­
scriptor, the processor will always check to see that our offset value 
is within the limit. Any attempt to access memory outside our segment 
will cause an exception, which hopefully some operating system routine 
wi 11 handle. 

The next 3 bytes (24 bits) contains the physical base address of the 
segment when it is mapped into real storage. This is the only place where 
we can find a genuine real-storage address. This enables the processor 
to start a segment at any physical address within 16 megabytes, not just 
on a paragraph boundary. 
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The fifth byte is the Access Code. This byte contains fields that iden­
tify the type of descriptor and some other fields controlling the access 
available to this segment. 

There are four types or classes of descriptors. They are: 

1. DATA Segment Descriptors (these refer to segments containing system 
or application data, including stacks). 

2. EXECUTABLE Segment Descriptors (refer to segments containing execut­
able instructions). 

3. SYSTEM Segment Descriptors (refer to segments containing special 
hardware-recognized data structures). 

4. GATE Descriptors (define entry points for control transfers). 

When we addressed storage in Figure 12 on page 139, we described it as 
if we fetched the segment base address from the descriptor table at that 
time. This is not exactly true. It would be too much work for the 
processor. 

140 IBM PC Internals 



If we look back at our segment selectors again, we will find that the 
processor will not have to reference the descriptors every time it is 
calculating a physical address. The program invisible part of the se­
lector has the space needed to keep the current information for every 
selector, as you can see in Figure 14. 

Segment 
Selectors Program Invisible Part 

CS 

DS 

SS 

ES 

15 0 47 39 15 0 
A A A 

L L L Limi t 
Base Address 

Access Rights 

Figure 14. 80286 Segment Registers. 

How do we get that information into these invisible selector extensions? 

Figure 15 shows one of the descriptor tables, on the right of the figure. 

GDTR or LDTR / SYSTEM o / 

Baseaddress L I 
MEMORY 

imit 

> 

Segment Register 
CS or OS or ES 0 r 55 

Selector II It--- I 
Inde=l> -Descri ptor-

Tabl .. 

I 
v 

Acc Baseaddre ss I Limit I 
Hidden Segment Descriptor / 16M / 

Figure 15. Descriptor Loading. 
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This could be either the global or the active local descriptor table. 
There are two new registers that point to these tables, the GDT register 
and the lDT register. Don't worry about these for now. 

When the program loads a new value into one of the four segment selectors 
CS, OS, ES or 55, the processor will then use the Table Indicator bit to 
point to the right descriptor table. The Index value in the selector 
points to one of the descriptors, and the addressing information is moved 
from real storage into the hidden part of the segment selector within the 
processor. 

From now on, any addressing that uses that specific selector as a segment 
pointer can be resolved within the processor. 
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Let's now look at some new hardware registers needed to enable these ad­
dressing schemes. 

There are four new system registers used in protected mode. These are 
shown in Figure 16. 

Selector 40 bit hidden descriptor 

GOT Reg 

LOT Reg 

lOT Reg 

Task Reg 

39 
A 
L Base Address 

15 
A 
L Size 

o 

Figure 16. 80286 Hew System Registers. 

They all contain a hidden 40-bit part and two of them also contain a 
visible selector part. 

GDT Reg 

LDT Reg 

The Global Descriptor Table Register points to the table that 
provides a complete description of the global address space. 
It is normally static and loaded during initialization. Two 
dedicated instructions (only available at the most privileged 
level in the system) are used for loading and storing this 
40-bit value. 

The Local Oescriptor Table Register is a dedicated 40-bit reg­
ister that contains, at any given moment, the base and size of 
the local descriptor table (LOT) associated with the currently 
executing task. Unlike GDTR, the LOTR register contains both 
a "visible" and a "hidden" component. Only the visible compo­
nent is accessible, while the hidden component remains truly 
inaccessible even to dedicated instructions. 

The dedicated, protected instructions LLDT and SLOT are re­
served for loading and storing the selector part of the LOT 
register. The 40-bit hidden part is automatically loaded from 
the descriptor entry in the global descriptor table, pointed 
to by the selector. 
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IDT Reg The Interrupt Descriptor Table Register points to the table 
that defines interrupt handlers for up to 256 different inter­
rupts. It is normally static and loaded during initialization. 
Two dedicated instructions (only available at the most privi­
leged level) are used for loading and storing this 40-bit value. 

Task Reg The Task Register is a dedicated 40-bit register that contains 
the base and size of the active Task state Segment (TSS). The 
Task register contains both a "visible" and a "hidden" compo­
nent. Only the visible component is accessible. while the 
hidden component remains truly inaccessible even to dedicated 
instructions. 

The dedicated, protected instructions lTR and STR are reserved 
for loading and storing the selector part of the Task register. 
The 40-bit hidden part is automaticallY loaded from the de­
scriptor entry in the global descriptor table. pointed to by 
the selector. 
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There is also two new flags used in the flags register. If you look at 
Figure 17 you will find all the familiar flags from real mode, but also 
two new ones. 

FLAGS 
Same as in Real Address Mode 

<----------------------------------------> 

A A 
~ L--- I/O Privilege 

Nested Task Flag 

Level 

MACHINE STATUS WORD (MSW) 

A A A A 

Task Switch ~~ I 
Processor Extension Emulated ~ 

Monitor Processor Extension 

Protection Enable 

Figure 17. Flags and the Machine Status Word. 

• NT -- Nested Task Flag indicates that one task has called another 
task. This helps the processor to find the way back when the called 
task ends. 

• IOPL -- I/O Privilege Level indicates the highest priority that is 
needed to perform the privileged I/O instructions. 

The last new register is the MSW (Machine Status Word). 

• TS -- Task Switched indicates the next instruction using a processor 
extension will cause an exception 7, allowing software to test whether 
the current processor extension context belongs to the current task. 

• EM -- Emulate processor extension causes a processor extension not 
present exception on ESC instructions to allow emulating a processor 
extension. 

• MP -- Monitor processor extension allows WAIT instructions to cause 
a processor extension not present exception. 
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• PE -- Protected mode Enable places the 80286 into protected mode and 
can not be cleared except by RESET. 

So you can see that the MSW is used to get the processor from real to 
protected mode. It is also used to indicate if you have processor ex­
tension of type 80287 (numerical processor) present or if programs should 
take over and emulate the extension processors function. 
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Before looking a little closer at the segment descriptors. we need to 
understand the concept of privilege levels. 

The 80286 processor protection scheme supports four privilege levels 
where Level 0 is the most trusted level and Level 3 is the least trusted. 
The four levels may be visualized as concentric rings. with the most 
privileged level in the center. Figure 18 is a visualization of the 
concept of the four levels. 

r---------------------------------------,//--------------~ 
3333333333333333333333333333333333333 // 333333333333333 
333333333333333333333333333333333333 // 3333333333333333 

33333[§ // 
33333 22222222222222222 // 22222222222 333333 
33333 1 TASK A 12222222222222222 // 222222222222 333333 
33333 "" / /---~ 222222 333333 
33333 11111111111111 // 1111111 222222 333333 

333333 

333333 222222 1111111111111111 // 11111111 222222 333333 
333333 222222 111111 //---- 111111 222222 333333 
333333 222222 111111 0000000 // 000 111111 222222 333333 
333333 222222 111111 000000 // 0000 111111 222222 333333 

////////////////////////////// 00000 1111[§3333 
333333 222222 111111 000000 // 0000 1111 3333 
333333 222222 111111 0000000 // 000 1111 1 TASK B I 3333 
333333 222222 111111 //---- 1111 - - 3333 
333333 222[§11111111 // 111111 3333 
333333 222 I I 111111111 // 11111111222222 333333 
333333 222 TASK C // -222222 333333 
333333 222 22222222222 // 222222222222 333333 
333333 222 222222222222 // 22222222222 333333 
333333 // 333333 
333333333333333333333333333333333333 // 3333333333333333 
3333333333333333333333333333333333333 // 333333333333333 
~--------------------------------------//--------------~ 

00000 = Privilege Level 0 (Kernel> 
11111 = Privilege Level 1 (System Services. I/O> 
22222 = Privilege Level 2 (Custom Extensions> 
33333 = Privilege level 3 (Applications) 

Figure 18. Privilege Levels. 

The levels and their recommended use are: 

Level 0 This is the most trusted level. and code executing on this level 
can use all the 80286 instructions. This level is used by the 
routines in the operating system that are essential for re­
source allocation and control. This part of the system is often 
referred to as the kernel in some operating systems and the 
nucleus in others. 
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Level 1 

Level 2 

Level 3 

The second most trusted level is normally used for the rest of 
the operating system routines and for the Input/Output support 
routines. 

This level could be used as the application support level. It 
can be used for routines which do not belong to the operating 
system, but which should still be protected from applications. 
Examples of these are communications and database management 
routines. 

This is the least trusted level and this should be the level 
used for normal applications. 

Let's now return to the segment descriptors and take a closer look at 
them. 

A reference from one segment (e.g. a code segment) to another (e.g. a data 
segment) is realized indirectly through a descriptor, which contains in­
formation about the referenced segment. 

All descriptors reside in a descriptor table. Every segment must have 
at least one descriptor, otherwise there is no way of addressing the 
segment. Referring to Figure 19 we see that each descriptor has a size 
of eight bytes. Six of these are used by the 80286 and the other two are 
reserved for use by the next generation of processor from Intel -- the 
80386. 

Limit Base Address Acc. INTEL 
Code Reserved 

I I I I 

o 1 2 3 4 5 6 

Types are: - Executable Segment Descriptor 
- Data Segment Descriptor 
- System Segment Descriptor 
- Gate Descriptor 

Figure 19. Descriptors. 

The main common fields are: 

7 

segment Limit The value of this field is one less than the length of the 
segment (in bytes) relative to the beginning of the segment. 
The 16 bits of this field make it possible to have segments up 
to 64K bytes long. The hardware automatically checks all ad­
dressing operations to ensure that they do not exceed the seg­
ment limit of the segment to which they refer. 

segment Base This field contains the physical address of the beginning 
of the memory segment referred to by this descriptor. The 24 
bits of this address give the 80286 a 16-megabyte range of real 
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addresses. This is the only place in which physical addresses 
are used. All other addresses are relative to the physical 
addresses stored in descriptors, making it possible to relocate 
executable and data segments without making any changes to the 
relocated segments or to the code that refers to the segments. 
The only necessary change to relocate a segment is to change 
the physical address stored in the descriptor. 

Access code This byte first defines the descriptor to be one of the four 
different types. Depending on the type field, the remaining 
fields in the byte have different meanings and purposes. The 
fields will be explained when we look at each different de­
scriptor type below. 

INTEL reserved This portion (16 bits) of the descriptor is reserved for 
use by the next generation processor -- the 80386. It should 
always be initialized with zeros. 
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Now it is time to look more closely at the information in the access code 
field of the descriptor. We will start off with the executable segment 
descriptor illustrated in Figure 20. 

I Base Address 
I I 

o 1 2 

I 
\I 

P 

A 7 
Present --' 

Descriptor 
Privilege level 

3 

DPl 
I 

A 

J 

***** Rese;ved I 
4 5 6 7 

Access Code 

R A 

5 4 3 A 2 A 1 A 0 

Conform;ng --' J J 
Readable 

Accessed 

Figure 20. Executable Segment Descriptor 

I 
\I 

The two ones in bits 3 and 4 designates this descriptor as an executable 
segment descriptor. 

we will now look at the rest of the fields one at a time. 

Present bit This bit is set on and off by the operating system and it is 
checked by the processor hardware when we try to load the se­
lector. 

• If the bit is on the segment addressed by this descriptor 
is actually present in memory. 

• If the bit is off any reference via this descriptor will 
cause a fault and provide the operating system with the 
opportunity to load the segment from external storage. 

Descriptor Privilege Level The value of this item defines the privilege 
level of the segment addressed by the descriptor. This value 
could be 0, 1, 2 or 3. For the executable segment this will 
normally be the privilege level of the actual running code. 

conforming This field applies to executable segment descriptors only. 
Ordinarily (when the bit is zero) a called procedure executes 
at the privilege level defined by its own DPl. When the con­
forming bit is set however, the called procedure executes at 
the calling procedures privilege level (which never could be 
lower than the called procedure's own OPl). 
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Readable This field applies only to executable segment descriptors. 
When this bit is off. any attempt to read the code within this 
segment will case a fault. The code is executable only. When 
the bit is on. the code is executable and readable. 

Accessed The processor sets this bit when the descriptor is accessed (ie. 
loaded into a segment register). Operating systems which im­
plement virtual memory may use this bit to indicate whether this 
segment should be written to secondary storage before the RAM 
space it occupies is reused. This should not be necessary for 
a executable segment since in cannot be written to. but it would 
be used for a data segment (there is no way to know whether a 
segment has been written to or has only been read). 
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What then is different for a data segment descriptor? As you can see in 
Figure 21 the data segment descriptor is designated by bit 3 being off 
and bit 4 being on. Bit 3 and 4 are checked by the processor hardware 
when we try to refer to a segment. Trying to load the CS selector with a 
data segment descriptor or OS, ES and SS with code segment descriptors 
will always generate a fault interrupt. 

lli mi ~ I Base Address 
I I 

o 1 2 

I 
V 

P 

A 7 
Present --.J 

Descriptor 
Privilege Level 

3 

DPL , 
A 

J 

***** Rese~ved I 
4 5 6 7 

Access Code 

W 

5 4 3 A 2 A 1 

~7~::;::~ ~ J 
Writeable 

Accessed 

Figure 21. Data Segment Descriptor. 

I 
V 

A 

A 0 

Let's look at the other fields in the data descriptor access code: 

Present bit Same as in the executable segment descriptor. 

Descriptor Privilege Level This defines the privilege level of the data 
segment addressed by the descriptor. The data segment could 
only be read from or written to by processes executing on the 
same or a more privileged lavel. 

Expansion Direction Data segments may contain stacks as well as other data 
structures. Stacks expand toward lower addresses while most 
other data structures expand toward greater (higher) addresses. 
This field indicates the growth pattern for the segment. 

If the bit is off, it indicates growth from the base address 
upwards. The offset value must be less than the descriptor 
limi t value 

If the bit is on, it indicates growth from offset FFFFh down­
wards. The offset value must be equal or higher than the de­
scriptor limit value. 

Writable This field applies to data segment descriptors. A value of one 
permits writes into the segment and a value of zero inhibits 
writes into the segment (read only). 
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Accessed Same as in the executable segment descriptor. 
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The third type of segment descriptors is the system segment descriptor. 
Bits 3 and 4 are both off and bit 2 1S off. Bit 2 enables the 80286 
processor to differentiate this descriptor from the fourth type -- the 
gate descriptor which we will look at later. 

There are two types of system segments defined by this descriptor. As 
you can see by Figure 22, they are specified by the type field in bits 0 
and 1. The first type of system segment 1S the Local Descriptor Table 
segment (LDT) and the second type is the Task Siate segment (TSS) which 
could be marked either as available or busy. We will talk more about the 
TSS a little later. 

The Present bit and the Descriptor Privilege Level bits are used in the 
same way as in the data segment descriptor above. 

I limit I Base Address 
I I I 

0 1 2 3 4 

I 
V 

A 7 A 5 
Present -' J Descriptor 
Privilege level 

***** Reserved I I 

5 6 7 

Access Code 

4 

V V 

1 0 

o 1 

1 1 

3 2 

local Descriptor 
Table (lDT> 

o 

Task State Segment 
(available state) 

Task State Segment 
(busy state) 

Figure 22. System Segment Descriptor. 

9.6 CONTROL TRANSFER MECHANISMS 

I 
V 

We can divide the control transfer mechanism of the 80286 into two cate­
gor; es. 

• Transfer of control within a task 

154 IBM PC Internals 



• Transfer of control between tasks (multitasking) 

Transfer of control w;th;n a task can be of three kinds: 

1. Within a segment, causing no change of privilege level (short jump, 
call, or return) 

2. Between segments at the same privilege level (long jump, call, or 
return) 

3. Between segments at different privilege levels (far call or return) 

The two first types of control transfers need no special control with 
respect to privilege protection. The third type is an inter-level 
transfer and requires special considerations to maintain system integ­
rity. The 80286 hardware must check that: 

• The task is currently allowed to access the destination address. 

• The correct entry address is used. 

To achieve control transfers, a special descriptor type called a gate is 
provided to mediate the change in privilege level. Control transfer in­
structions call the gate rather than transfer directly to a code segment. 
From the viewpoint of the program, a control transfer to a gate is the 
same as to another code segment. 

Gates allow programs to use other programs at more privileged levels in 
the same manner as a program at the same privilege level. Programmers 
need never distinguish between programs or subroutines that are more 
privileged than the current program and those that are not. 

let's look at that last type of segment descriptor now. 

A gate is an 8-byte descriptor used to redirect a control transfer to a 
different code segment in the same or a more privileged level, or (as we 
will discuss later) to a different task. There are four types of gates: 
call, trap, ;nterrupt and task gates. Figure 23 on page 156 shows the 
format of the gate descriptor. 
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I Offset I Dest. sel·1 ISW ***** Reserved I I I 

0 1 2 3 14 5 6 7 

I I 
V Access Code V 

I P I DPl 1/ 0 

':' 
0 '~' 1 /1 Type I I 

I 
I 

I I 
v V V V 

Offset B 0 0 CAll Gate 
I 

r 1 r - - 1 
Hot Used H.U. 0 1 TASK Gate 

l J l __ J 

r - - 1 
Offset H.U. 1 0 IHTR Gate 

I l __ J 

r - - 1 
Offset H.U. 1 1 TRAP Gate 

I l __ J 

Figure 23. Gate Descriptor. 

A key feature of a gate is the redirection it provides. All four gate 
types define a new address which transfers control when invoked (the 
destination selector plus offset in the gate descriptor). This destina­
tion address normally cannot be accessed by a program. When a program 
invokes a gate to transfer control, only the selector portion (loaded into 
CS) is used. The offset portion specified in the program is ignored and 
the offset in the gate descriptor is used instead. All that a program 
need know about the desired function is the selector required to invoke 
the gate. The 80286 will automaticallY start the execution at the correct 
address. 

A further advantage of a gate is that it provides a fixed address for any 
program to invoke another program. The calling program's address remains 
unaltered even if the entry address of the destination program changes. 
Thus, gates provide a fixed set of entry points that allow a task to ac­
cess. for example, operating system functions such as simple subroutines, 
yet the task is prohibited from simply jumping into the middle of the 
operating system's code. 

Call gates are used for control transfers within a task which must either 
be transparently redirected or which require an increase in privilege 
level. A call gate normally specifies a subroutine at a greater privilege 
level, and the called routine returns via a RET instruction. 
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Trap and interrupt gates handle interrupt operations. and we will come 
back to them when we discuss interrupt vectoring. 

Task gates are used to control transfers between tasks. and this leads 
us to the second category of control transfers -- transfers of control 
between tasks (multitasking). 

An 80286 task is a single. sequential thread of execution. Each task can 
be isolated from all other tasks. There may be many tasks associated with 
a 80286 processor. but only one task executes at any time. The state of 
a task (from the processor's point of view) is the contents of the reg­
isters used by the task. 

Switching the processor from executing one task to executing another can 
occur as the result of either an interrupt or an inter-task call or jump. 
The architecture of the 80286 defines a special type of hardware­
recognized segment. the Task State Segment (TSS). for storing the 
80286-related state of a task. The format of the task state segment is 
shown in Figure 24 on page 158. 
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/ / 

SYSTEM MEMORY r--> 
A Back Link Selector 

SP for CPL 0 
/ / 

Global Descr. Table (GDT) SS for CPL 0 

• •••• 'I> · ........ · ... · ...... SP for CPL 1 
-> 

llllll BBBBBBBBB AAAA RRRRRRR SS for CPL 1 

· .. . . · ... . ... · ... · ...... SP for CPL 2 
-
· .. . . · ... . . . . · ... · ...... SS for CPL 2 
-

/ / IP (entry point) 

Flag Word 
/ ////////////////// ////////// ////////// 

V V // Registers AX, CX, 

-1 Selector I I Limit I Baseaddress I // DX, BX, SP, BP, SI 
// 

> and DI 
CPU - Task Register OR) // 

// ES Selector 
// 

// CS Selector 
// 

// SS Selector 
// 

// DS Selector 
// 

// Task LDT Selector 
// V 
// / / 

Figure 24. Task State Segment. 

Multitasking operating systems on any processor need to store similar 
information. The 80286 processor requires a specific format of the TSS 
that will enable it to provide a very high performance in task switch 
operations with complete isolation between tasks. A full task-switch 
operation takes only about 25 microseconds on a normal PC/AT. This would 
enable the PC/AT to give control to about 35- to 40,000 tasks in one 
second (assuming the tasks do nothing more than a return instruction). 

A special segment descriptor is used for Task State Segments. Refer to 
Figure 22 on page 154. This type of descriptor must be accessible at all 
times. 
(GDT) . 

158 

Therefore. it can only appear in the Global Descriptor Table 
The Task Register within the processor contains a selector to the 
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current task segment descriptor. Each TSS selector value is unique. 
providing an unambiguous "identifier" for each task. 

A TSS contains 22 words that define the contents of all registers and 
flags, the initial stacks for privilege level 0 to 2. the Local Descriptor 
Table (LDT) selector for the task's private address space. and a link to 
the TSS of the previously executing task. 

9.6.1 Task switching 

A task switch may occur in one of four ways: 

1. The destination selector of a long JMP or CALL instruction refers to 
a TSS descriptor in the GDT. The offset portion of the destination 
address is ignored and the IP (entry point) in the TSS is used in­
stead. 

2. An IRET instruction is executed when the NT (Nested Task) bit in the 
flag register is on. The new task TSS selector is in the back link 
field of the current TSS. 

3. The destination selector of a long JMP or CALL instruction refers to 
a task gate. The offset portion of the destination is ignored and 
the new task selector is in the gate. Refer to Figure 23 on page 
156. 

4. An interrupt occurs. The interrupt's vector refers to a task gate 
in the Interrupt Descriptor Table (IDT). The new task TSS selector 
is in the gate. (We will come back to this when discussing interrupt 
handling later). 

There is no new instruction required for a task switch operation. The 
standard JMP. CALL and IRET instructions used in real mode and in the 8088 
processor are still valid. The distinction between the standard 
transfer-of-control instruction and a task switch is made either by the 
type of descriptor referenced or by the NT (nested task) bit in the flag 
register (for the IRET instruction). 

Access to TSS and task gate descriptors is restricted by the rules of 
privilege levels. The data access rules are used. thereby allowing task 
switches to be restricted to programs of sufficient privilege. Address 
space separation does not apply to TSS descriptors since they must be in 
the GDT. 

Once access to the TSS has been granted, the task switch operation in­
volves six steps: 

1. Recognizing that the JMP/CALL/IRET instruction or the interrupt re­
quires a task switch. The new TSS to use is defined either directly 
by the TSS descriptor granted or is in the task gate descriptor. 
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2. Checking that the current task is allowed to switch to the designated 
task. The current task becomes the outgoing task. 

3. Checking that the new task is present and has a proper TSS limit. 
The new task becomes the incoming task. 

4. Saving the state of the outgoing task. The outgoing TSS selector is 
in the task register (TR). The dynamic portion of the outgoing TSS 
is written with the corresponding processor register values (e.g. AX, 
BX, CX, OX, SI, 01, BP, SP, ES, OS, SS, CS, IP and flags register). 

5. Load TR with the incoming task selector, mark the incoming task's 
descriptor as busy, and set on the TS bit in the Machine Status Word 
(MSW). 

6. Load the incoming task state (the following registers are loaded: LOT, 
AX, BX, CX, OX, SI, 01, BP, SP, ES, OS, SS, CS, IP and flag register). 
If the switch was due to a CALL (or interrupt), the NT (nested task) 
bit is set on, and the back-link field in the new TSS is set to point 
to the previous TSS. If the switch was due to JMP or IRET, the old 
task's descriptor type code is reset, indicating that the task is no 
longer busy. Resume execution of new task. 

9.7 INTERRUPT VECTORING IN PROTECTED MODE 

Let us now look at what happens when the processor is interrupted by some 
external or internal event. 

The processor associates each event with an identifying number in the 
range 0-255. The processor recognizes three classes of events: 

External Events occurring outside the 80286 processor's environment are 
communicated to the processor via the INTR or NMI (non­
maskable interrupt) pins. The NMI is interrupt 2. Other ex­
ternal interrupts share the INTR pin via one or more 8259A 
Programmable Interrupt Controllers, which can map each inter­
rupt to a unique interrupt 10 in the range 32 - 255. 

Processor When the processor detects a condition that it cannot handle 
(e.g. Oivide error, Undefined Opcode, General Protection Ex­
ception etc.), it communicates this fact by causing an inter­
rupt with an 10 in the range 0-16. 

Software Programs can signal events by executing the instructions 'INT 
n' and INTO (INTerrupt on Overflow). With 'INT n', the value 
n can be any interrupt identifier in the range 0-255. This 
gives software the ability to simulate hardware interrupts as 
well as the ability to cause interrupts that are not directly 
associated with hardware events. 
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When the 80286 is running in real address mode the interrupt vector is 
used as an index from the bottom of real memory (address 0000:0000). This 
is exatly the same process that has been described in earlier lectures 
on the 8088 and PC architecture. 

In protected mode the interrupt vector is instead used as an offset into 
an Interrupt Descriptor Table (IDT). The IDT is a segment somewhere in 
storage based on the IDT register in the processor. This register is like 
the GDT register normally loaded during the initialization phase. 

The IDT contains a minimum of 32 descriptors for the lowest 32 interrupt 
vectors. If more interrupts are used, descriptors are added to the IDT 
and the limit value of the IDT register has to reflect these additions. 

The descriptors in the lOT are all gates and can be of three types: 

• Trap Gate Descriptor 

• Interrupt Gate Descriptor 

• Task Gate Descriptor 

The only difference between a trap gate and an interrupt gate is that the 
interrupt gate specifies a procedure that enters with interrupts disa­
bled, while entry via a trap gate leaves the interrupt status unchanged. 

Referring to Figure 25 on page 162 we can see that when the interrupt 
arrives, the interrupt vector is used as an index into the lOT. The gate 
descriptor contains a segment selector part and an offset part. The se­
lector part is loaded into the CS selector (pointing to a segment de­
scriptor in LDT or GOT), and the offset part is loaded into the IP 
register (the old values in CS and IP plus the flag register are saved 
on the active stack). 
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/ LDT or GDT 
INT 1 / 

/ //////////// 

/// //////////// 

/ Executable 
/ //////////// Segment 

I Interrupt I 
//////////// .---> 

ID -> B 
Segment a 
Descriptor -s 

IDT e 
//////////// 

0 //////////// //////////// 

//////////// 

'----> I Offset 
> Entry 

1 Trap/lntr r- point 
Gate Descr 

2 //////////// 

//////////// 

3 //////////// 

//////////// 

Figure 25. Interrupt Vectoring for Procedures. 

Another way of implementing interrupt handling routines is to have a task 
gate descriptor in the IDT. Refer to Figure 26 on page 163. 

Lets look at the interrupt vectoring for tasks: 
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/ 

IHT / 
/ 

/// 

/ 

/ 

I Interrupt ID I 

IDT 

//////////// 

//////////// 

'---> 
Task Gate 
Descriptor 

//////////// 

//////////// 

GDT 

//////////// 

//////////// 

//////////// TSS 
//////////// -> 

-> 
TSS 
Descriptor -

//////////// 

//////////// 

r-

Figure 26. Interrupt Vectoring for Tasks. 

The task gate points to a Task State Segment Descriptor in the GDT. This 
causes the processor to switch tasks. 

A task gate offers two advantages over trap/interrupt gates. 

1. It automatically saves all of the processor registers as part of the 
task-switch operation whereas a trap/interrupt gate saves only the 
flag register and CS:IP. 

2. The new task is completely isolated from the task that was inter­
rupted. Address spaces are isolated and the interrupt-handling task 
is unaffected by the privilege level of the interrupted task. 

9.8 INPUT/OUTPUT AND PROTECTION 

The concept of protection as applied to I/O consists of two parts. One 
part is the set of memory protection schemes which we already have de­
scribed in detail. This part of the protection is very useful to protect 
memory-mapped I/O which is often used in conjunction with intelligent 
controllers. The communication with the controllers is achieved by 
interchanging information in specific common memory areas. These areas 
can then easily be restricted to specialized system tasks and certain 
privilege levels. The second part of the I/O protection scheme is what 
makes it possible to limit the right to execute the I/O instructions and 
some related instructions. 
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The instructions are: 

IN 
INS 
OUT 
OUTS 
STI 
ClI 
lOCK 

input (byte or word) 
input string 
output (byte or word) 
output string 
set interrupt flag (enable interrupts) 
clear interrupt flag (disable interrupts) 
lock bus 

When the processor is interpreting any of these restricted instructions. 
it compares the Current Privilege level (CPl) with the I/O Privilege level 
(IOPl) in the flags register. If CPl exceeds IOPl. the processor causes 
a general protection exception and does not carry out the instruction. 

The IOPl part of the flags register can only be changed by a procedure 
running on privilege-level O. There is no instruction that explicitly 
affects IOPl. However. any of the operations that load the flag word can. 
in some cases. change IOPl. The only mechanisms for changing the flag 
word are: 

- A task switch 
- The POPF (pop flags) instruction 
- IRET 

When CPl is greater than zero. the POPF instruction does not change IOPl, 
even though it changes other flags in the flag word. The processor issues 
no error indication when this occurs. 

A task switch loads the flags from the Task State Segment (TSS). As long 
as the operating system does not make data-segment aliases for the TSS 
available to less privileged levels, only the operating system can change 
IOPl in the TSS. 

To summarize the protection of I/O-operations. we can say that the 80286 
has complete protection for both memory-mapped and port I/O, if the op­
erating system uses it in the right way. 

9.9 CONCLUSION 

We have come to an end of the 80286 architecture module. The reason for 
the module in this course was to give some information about the protected 
mode for workstation support personnel. There is almost nothing published 
(outside INTEls manuals) about how the processor works in this mode. and 
we already have some products that are using it on the market. 

We have attempted to give the stUdent an understanding of what is going 
on in a very complicated microprocessor. If you feel that you have not 
understood it after reading it once. then remember that this is something 
of a chicken-and-egg problem: a second reading may make it a little 
clearer. 
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APPENDIX A. SAMPLE "C" PROGRAM COMPLETE LISTING 

Use this listing if you want to compile the sample "C" program, because 
the one cited in the guide will not work. This version merely adds two 
"include" files for the compiler's use. The program is compiled using the 
IBM PC "C" Compiler for DOS. 

/* TESTC.C */ 
/* Gets a character from keyboard */ 
and echoes its uppercase to display. */ 
/* This program loops 20 times, then exits. */ 

linclude <conio.h> /*needed for C function calls */ 
linclude <ctype.h> /*needed for C function calls */ 
int count; 
int keystroke; 
maine) 

( 
int keystrokei /*reinitialize for this routine */ 
while Ccount < 20) 

} 

( 
keystroke=getchC)i 
putchCtoupperCkeystroke»; 
count++i 
} 
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APPENDIX B. SCHEDULE OF IN-CLASS VERSION OF COURSE 

PC PC BIOS DOS Cont'd Compatible 
Instructor Architec- PC's 

ture 
Set Up DOS 

I I 
Extensions 

Assembler LAB 2 Conclusion 

L U H C H 

Intro Assembler LAB 3 
Cont'd 

DOS 
8088 80286 

Architec- Architec-
ture LAB 1 ture 
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APPENDIX c. 8088 ASSEMBLER LAB 

This lab is designed to accomplish three objectives: 

1. To teach you how to use some of the features of the Resident Debug Tool 

2. To show you an assembler program in both source and object formats, 
and allow you to follow the object through while using the source for 
reference 

3. To let you use some of the instructions we have seen so far. and to 
let you change some of them using machine language encoding. 

You should not have any difficulty in completing the lab within one hour, 
providing your instructors have set up the PC's in advance for the lab. 
You should have a diskette from the instructors containing the sample 
programs, and a PC with which to work. 

1. Turn on the PC and load DOS if it doesn't load itself. At the DOS 
prompt, type "RDT". (In this all future instructions on what to type, we 
assume you will press the Enter key after each instruction). This will 
load the Resident Debug Tool, which allows you to step through the machine 
code of a program. You will see a logo screen; press a key and the DOS 
prompt will return. 

2. How type "ASMLAB". This loads the file ASMLAB.COM, which is the object 
code for the source file "ASMLAB.ASM", a printout of which is attached 
to these lab notes. 

3. A totally different screen will appear: The RDT Memory screen. How did 
this screen appear? It is not part of the ASMLAB program. It was, however, 
invoked by our program, using an interrupt, IHT 3, which RDT traps. 

Type "DW". This will take you to the Disassembly window, which we will 
examine first. Read through the following example and compare it to what 
you see on the screen. Make sure you understand what our definitions of 
the lines mean. If you don't, ask a lab instructor. 
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a. 
b. 
c. 
d. 

DISASSEMBLE WINDOW 

1. Release and program title line 
REl 1.00 IBM PERSONAL COMPUTER RESIDENT DEBUG TOOL D1 01/01/84 

2. Variable line - V1 ••• V9 can hold 20-bit hex values 
Vi: .... V2: .... V3: .••. V4: .••• V5: •... V6: ..•• V7: •..• V8: ...• V9: .•.. 

3. Breakpoint variable line - Sl ••• S9 can hold breakpoint addresses 
Sl: .... S2: •••• S3: ..•• S4: •... S5: •.•. S6: ..•• S7: .•.• S8: ...• S9: .•.• 

4. Window ID line. Characters are in ASCII, window is DISASSEMBLY 

5-7. Register area, with contents 

AX: 0000 BX: 0000 CX: OOFF 
sp: FFFE BP: 0882 SI: 0100 
CS: 1BA20 DS: IBA20 SS: 1BA20 

8. Current instruction 
LC: . . . . INT 3 

DX: 
Dl: 
ES: 

DISPLAY: ASCII WINDOW: DISASM 

1BA2 
FFFE 

1BA20 

Flag area 

TR: 00 . . . •• • .•.• 
FL:F246 OF:O DF:O IF:l TF:O 

SF:O ZF:1 AF:O PF:1 CF:O 

Op: ..•.• 

9. IP value CS+IP Machine instruction 
IP: 0100 EX: 1BB20 CC STEP CT: 0001 CO: ..... 

10. Command line ==> 

11. status line 
BLANK 

12-25. Disassembly lines Ll-M5. 

a b c d e f g 

Ll: * IBA20: 0100 CC INT 3 
L2: 1BA20: 0101 B91400 MOV CX,0014 
L3 : 1BA20:0104 BE2101 MOV SI,0121 
L4: 1BA20:0107 BF4101 MOY DI,0141 
L5: lBA20:010A 8A04 MOV AL,DS:[SIl 1BB20=CC 
L6: 1BA20: 010C 3C61 CMP AL,61 
L7: IBA20: 010E 7206 JB 1BB36 IBB36 
L8: IBA20: 0110 3C7A CMP AL,7A 
L 9: IBA20: 0112 7702 JA IBB36 IBB36 
Ml: IBA20: 0114 2C20 SUB AL,20 
M2: IBA20: 0116 8805 MOV DS:[DI1,AL 2BA1E=00 
M3: 1BA20: 0118 47 INC DI 
M4: 1BA20:0119 46 INC SI 
M5: 1BA20: 011A E2EE LOOP 1BB2A IBB2A 

Line identifier Ll ••• M5 
Code segment 
Offset 
Hex for lItachine code (1-6 bytes) 
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e. Instruction mnemonic, disassembled from machine code 
f. Operand(s) 
g. Address references for control statements (eg. L7) 

Address references indicating value at address, for addressing 
statements (eg. LSl 
Blank for instructions which do not reference a location through 
addressing or control transfer (eg. Lil 

Now type "MW" to go back to the memory window. Compare the screen you 
obtain with the one we have identified below. 

MEMORY WINDOW 

1-10: Same as in Disassembly Window 
REl 1.00 IBM PERSONAL COMPUTER RE5IDENT DEBUG TOOL 01 07/01/84 
VI: .... V2: .... V3: .... V4: .... V5: .... V6: .... V7: .... V8: .... V9: ... . 
51: .... S2: .... 53: .... S4: .... 55: .... S6: .... 57: .... S8: .... S9: ... . 

AX: 0000 BX: 0000 CX: 
sp: FFFE Bp: 0882 SI: 
CS: 1BA20 OS: 1BA20 55: 

OOFF OX: 
0100 01: 

1BA20 ES: 

DISPLAY: A5CII 
1BA2 
FFFE 

1BA20 

WINDOW: MEMORY 
TR: 00 . . . .. . .... 

lC: . . . . MOV CX,0014 

Fl:F246 OF:O DF:O IF:1 TF:O 
5F:0 ZF:1 AF:O PF:1 CF:O 

o P : ••••• 
STEP CT! 0001 CO: ..... IP: 0101 EX: 1BB21 B91400 

==> IP=IP+1;EX 
EXECUTING 

12-25. Memory lines ll. .. M5 
a b c d e f g 
11 * 00000 E84E2EO 1 7B96BF09 7104BF09 C304BF09 *.N.· ..... q ....... * 
l2 00010 FOO17000 54FFOOFO 23FFOOFO 23FFOOFO * .. p.T ........... * 
l3 00020 A5FEOOFO 9607BF09 23FFOOFO 23FFOOFO * ................ * 
l4 00030 23FFOOFO 600700C8 57EFOOFO FOO17000 * ........ W ..... p.* 
l5 00040 65FOOOFO 4DF800FO 41F800FO AB097000 *e ... M ... A ..... p.* 
l6 00050 39E700FO 59F800FO 2EE800FO D2EFOOFO *9 ... Y ........... * 
17 00060 000000F6 DDOA7000 6EFEOOFO EA017000 * ...... p.n ..... p.* 
l8 00070 4BFFOOFO A4FOOOFO 22050000 OOOOOOFO *K ............... * 
19 00080 C3122E01 11031009 2F01DC1A 3C01DC1A * ................ * 
Ml 00090 C404DCIA 5B142EOl 9E142EOl 4D5B2EOl * ............ M ... * 
M2 OOOAO C9122EOl 4A017000 C9122EOl C9122E01 * .... J.p ......... * 
M3 OOOBO C9122E01 C9122E01 57023B08 AB152E01 * ........ W ....... * 
M4 OOOCO EACA122E 01122E01 C9122E01 C9122EOl * ................ * 
M5 OOODO C9122EOl C9122E01 C9122E01 C9122E01 * ................ * 

a. line identifier 
b. 20-bit address 
c,d,e,f. 4 bytes each of memory contents, 10K to high memory 
g. ASCII equivalent of values in the hex portion of the line 

Notice that the addresses start at 00000. What is in this location? The 
interrupt vector table. Each block of four bytes of memory is the address 
for one of the interrupt vectors. When a program or an I/O event issues 
an interrupt, the 8088 looks in this table to find the address of the 
interrupt routine. The address is stored in the following format: Ol OH 
5l 5H where 0 indicates offset, 5 indicates Segment, and land H indicate 
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low and High. See if you can figure out the interrupt routine address for 
INT O. On our example above, it's 012E:4EE8. 

Now type "OW" and watch the disassembly window reappear. Notice that the 
IP register contains 0100 hex, not 0000. Why is this? We have not executed 
100h bytes of our program yet. DOS however has reserved a 100h byte header 
to our COM program; this header contains information we could use if we 
wished. However, we will not study this header until the DOS lecture. 

4. let's do some executing. Type "ST" at the command line. What happens? 
Apparently, not much. "ST" means "single-step": it steps the current piece 
of code one or more steps at a time. By asking ROT to step the INT 3 in­
struction, we simply reinvoked ROT and nothing has happened. In order to 
actually execute our program now in debug mode, we will have to bypass 
the INT 3 instruction. 

5. Type "IP=IP+l". It is illegal to change the contents of IP in this way 
as far as the 8088 is concerned, but ROT lets you get around this. We are 
now at the instruction "MOV CX,0014". This instruction should be on 
the l2 line, and on the line which indicates the current instruction. 
Check our source code for this step. Why does the source code say 20, and 
this say 14? 

Because the value in our source code is decimal, whereas ROT operates in 
hexadecimal. 200=14H. 

6. Now we can step through parts of our program. Watch the CX register 
as you enter the next command. Type "/ST". Notice that the CX register 
now contains 0014; its previous contents are lost. However, they are not 
needed by the program, and if DOS needed them, it saved CX on the stack 
before loading our program. 

7. Because you typed a slash in front of "ST", the same command reappears. 
We will step through another instruction. Here, we load SI with a value. 
Wait! Where did this value come from? Check your source code. 

The value is actually an offset address into the current data segment 
(which in this case is also the current code segment, the current extra 
segment, and the current stack segment!). The assembly process has 
translated a label into a relative address. By loading this value into 
SI, we know that OS:SI will point to the source data area in our program. 
Before you check this, press Enter to load SI; then press Enter again, 
and 01 will also be loaded, so it now points to our destination string. 

8. Now let's check that our strings are being addressed by OS:SI and 
ES:OI. Type "MW". Notice that lines II through M5 no longer contain code, 
they now contain data. 

9. We would like to look at the contents of OS:[SI] and ES:[DIJ. So type 
the following: "ll=OSSI;l3=ESOI". You can type it all on one line; the 
semicolon separates the two commands. We can now view our source and 
destination data areas directly on the screen. If you have done everything 
correctly, the first line should contain the phrase contained in our 
source string. Check the ASCII characters to the right to confirm this. 
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The third line should contain zero's, since we haven't put anything there 
yet. 

10. Let's go back to the disassemble window. Type "OW". What is our cur­
rent instruction about to do? 

It is about to load the AL register with the memory location at OS:[SI]. 
We know what is in this location: the first byte of our source string. 
OS:[5I] is generally used to address a source string, whereas ES:[OI] 
usually addresses a destination string. 

11. Let's load AL with the byte at OS:[SI]. Type "/ST". Notice that AL 
changes, but that AH remains unchanged. 

12. Keep pressing Enter to reinvoke the "/ST" command until you get to 
the statement "LOOP". You should understand what each of the assembly 
language instructions is doing. If not, consult the source code listing, 
which explains each instruction's function. Notice as you step through 
how the registers change contents according to what the instructions are 
doing. Notice that we update SI and 01 after we have done our work on the 
byte in question -- the next time around, we want to access the next byte. 

13. You should now be at the "LOOP" statement. If you accidentally stepped 
past it, don't worry; just don't step it when we tell you to in a moment. 
What does the "LOOP" statement do? Check our source code listing to find 
out. "LOOP" is a control instruction. Why do we want to loop if CX is 
greater than O? Because CX indicates how many times we still have to do 
the work, and until zero times remain, we want to keep at it. Now press 
Enter to go back to the top of the loop. Try to find where we are in the 
source code listing. Also, look at CX: its value has decreased automat­
ically from 0014 to 0013. The LOOP instruction decrements CX before it 
transfers control. 

14. Let's step through all the instructions again. This time, watch for 
the flags before and after we do the two "compare" instructions. (Or only 
the first instruction -- sometimes we never get to the second one. Try 
to figure out why we might not.) Keep stepping until you get to the LOOP 
statement; step one more, and the top code line should return to the 
statement which loads the next source byte into AL. 

15. Go back to the memory window and look at the ASCII zone on the right 
of Ll and L3. What has happened? Has the program worked? If you don't see 
a character or two of the source string capitalized in the destination 
string, something terrible has happened -- our program hasn't worked. Call 
an instructor. 

16. Go back to the disassembly window. We'll now use one of the Breakpoint 
variables -- SI through S9. These variables allow us to specify an address 
in memory. They are called Breakpoint because, when we execute our pro­
gram, if one of these locations becomes the current instruction location 
(ie. the sum of CS and IP) execution will stop and we will be able to use 
ROT once again. 
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You should be able to fjnd the line in the code area which contains the 
lOOP statement. If not, try stepping through your code until the lOOP 
statement appears. Once you have found it, you will load Sl, the first 
breakpoint variable, with the address of the lOOP statement. How do you 
do this? Simple! Type "Sl=Xn", where "Xn" js the line identifier of the 
line containing the lOOP instruction -- ll ... l9, or M1 ... M5. Now when we 
execute, the program will be stopped each time the lOOP instruction is 
encountered, in other words, after each character is processed. 

17. Go back to the memory window and execute -- type "EX". Notice that 
another letter gets converted to uppercase and placed in the destination 
area. Execute a few more; more letters should appear. Don't go beyond the 
space after "there" -- we have other work to do with Annabel. 

18. Go back to the disassembly window. Step from the lOOP statement to 
the statement which loads Al. Our next project is to alter the assembled 
code dynamically. RDT allows us to change the hex values of the opcodes 
and operands -- the machine code -- just by moving the cursor down to the 
hex value to change, and typing in the new value. What we want to do is 
change the program so that instead of converting lowercase to uppercase, 
it converts uppercase to lowercase. You must figure this out for yourself. 

Here are the only three hints we can provide for the moment: 

- lowercase 'a' is 61 hex. Uppercase 'A' is 41 hex. 
- lowercase 'z' is 7A hex. Uppercase 'Z' is 5A hex. 
- The machine code for "SUB" with byte values is 2C hex, 

followed by the operand byte. The machine code for "ADD" 
is 04 hex, followed by the operand byte. 

Go to it. Think of what statements need modifying. First of all, if you're 
checking for uppercase values, not lowercase, you'll have to change the 
range of values to search for. Secondly, you'll have to change the way 
in which you alter those values which are in the valid range. You don't 
want to subtract; you want to add. You can do all this just by poking three 
bytes of the machine code. Don't bother reading on until you've accom­
plished your task. Ask the instructor for help. 

19. Did you succeed? The three bytes to change were: 

a) At offset 010DH: 61 change to 41 
b) At offset 0111H: 7A change to 5A 
c) At offset 0114H: 2C change to 04. 

The first change alters the lowest ASCII value we want to change: Instead 
of 'a', we are looking for 'A'. The second change alters the highest ASCII 
value to 'Z' instead of 'z'. The third change converts any of these values 
to lowercase from uppercase, instead of vice versa. by adding 20H instead 
of subtracting 20H ('a'-'A'=20H). 

20. Press HOME to return to the command line. Now step through your pro­
gram from the disassembly window once -- until you've executed your 
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changed instructions and gone back to the LOOP statement. Switch to the 
memory window; make sure the conversion hasn't produced a wrong value. 
The value may not have changed -- it should only change if it was upper­
case to start with. 

21. Type "EX" three or four times. Notice the conversion: it should be 
reversed from the initial conversion. Once you've converted most of the 
characters, if the program hasn't already exited to DOS. type "Sl" Cess­
one, not ess-eye), which will clear the breakpoint register. Type "EX" 
again, and you will exit to DOS without seeing any of the remaining 
changes. 

Through this lab we covered a number of 8088 assembly language in­
structions -- MOV, ADD, SUB, CMP, conditional jumps (JA. JB), INC. LOOP, 
and INT 3. These are some of the more commonly used instructions. In 
later labs we will use other instructions as well. It's best just to learn 
a few instructions at one time. We also learned a bit about how to use 
RDT, and saw how we can use some of the registers to address data and code. 
We did not use the stack in this example. although it was used by DOS and 
RDT in hidden ways. If you have extra time at the end of this lab, and 
an instructor is available, ask him or her to show you how the stack is 
used. 
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;* ASMLAB.ASM 
;* Reads a character from the source data area of the program, 
;* converts it to uppercase, and places it in the destination 
;* data area. This program loops 20 times, then exits. 

CODE 

MAIN 

STEP01: 

STEP02: 

STEP03: 

STEP04: 

STEP05: 

SEGMENT PARA PUBLIC 'CODE' 
ORG 100H ;---establish structure of a .COM file 
ASSUME CS:CODE,DS:CODE,ES:NOTHING,SS:NOTHING 

PROC NEAR 

INT 3 

MOV CX,20 

;---MAIN PROC is the main procedure of 
the program 

;---Interrupt 3 invokes the Resident 
Debug Tool if RDT is loaded. If 
no debugging program is 
loaded, INT 3 has no effect. 

;---STEP01 sets the count to 20, which 
means we do this routine 20 times. 

;CX is count register 

MOY 51, offset SOURCE 

MOY 01, offset DEST 

MOV AL. [51] 

CMP AL. 'a' 

JB STEP07 

CMP AL. 'z' 

JA STEP07 

;---Sets the source index register 
to point to the first byte of 
the source data area (see the 
bottom of the program for the 
contents of SOURCE and DEST) 

;---Sets the destination index register 
to point to the first byte of 
the destination area 

;---Moves a character from the 
source data area into AL 

;---Compares the value to 'a' 

;---Jump if the character is 
below lowercase 'a' 
(since it's not lowercase) 

;---Compares the value to 'z' 

;---Jump if the character is 
above lowercase 'z' 
(since it's not lowercase) 
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STEP06: 

STEP07: 

STEP08: 

STEP09: 

SUB 

MOY 

INC 
INC 

LOOP 

MOY 
INT 

SOURCE DB 

DB 

DEST DB 

DB 

MAIN ENDP 
CODE ENDS 

END 

AL, 32 

[DIJ,AL 

DI 
SI 

STEP03 

AX, 4COOH 
2lH 

;---Subtract 32 from the character 
(this converts it to uppercase) 

;---Places the character into 
the destination data area 

;---Increment both DI and SI 
pointers so that they point 
to the next character to be 
converted 

;---If CX>O then decrement CX, 
loop and keep on converting. 
LOOP LABEL is the same as the 
following two statements: 
DEC CX 
JNZ LABEL (jump not zero) 

;---STEP09 is reached if the LOOP fails, 
ie. if CX is 0 and we've done our 20 
chars. 

;return control to DOS 

'Hello there ANNABEL!' 

12 DUP (0) 

20 DUP (1) 

12 DUP (-1) 

;end 
;end 

MAIN ;END 

;---SOURCE is a data area which contains 
the data we wish to convert to 
uppercase. Here it is coded in 
ASCII format. 

;---Defines 12 zeros. 

;---DEST is the data area we will 
put the results of the calculation 
into. The ? means the data is 
not initialized -- its contents 
are undefined at program load time. 

;---This data definition defines 
twelve bytes of -1 (FF hex) 

of MAIN procedure 
of contents of CODE segment 
directive -- says where program begins. 
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APPENDIX D. BIOS LAB 

The purpose of the BIOS lab is to give you a chance to learn how some of 
the BIOS routines are invoked. to look at some of the reserved memory 
areas of the PC and how they are used. and to strengthen your familiarity 
with ROT and with 8088 assembly language. In the course of this lab you 
will invoke a program coded for the BIOS interface. which performs the 
same things our "C" program in the introduction did: reads 20 keys from 
the keyboard, and outputs them in uppercase to the display. You will also 
issue some BIOS calls yourself to see what they do. 

1. From 005, load RDT with the 'A' and 'K' options: Type "ROT A K" 

2. Invoke the BIOSLAB.COM file. 

3. ROT's memory window appears. Change to the disassembly window. 

4. The source code listing for this program is provided in these lab 
notes. 
doing. 

Read through some of the first lines and see what the program is 
Notice that INT 16H fetches a keystroke from the keystroke buffer. 

Let's step through some of what INT 16H does. Wait -- we'd better set a 
breakpoint first. 

5. Set breakpoint variable 51 to the instruction after the INT 16H in­
struction. Remember -- type "SI=Nx" where Nx is the line designation for 
the line following the INT 16H. Then type "IP=IP+l" to set the instruction 
pointer to the instruction right after the INT 3. Now let's step, using 
the "/ST" command. 

6. Notice the "STI" instruction, the first instruction INT 16H invokes. 
This allows other interrupts to be enabled while the keyboard routine is 
processing input. so that I/O is not lost. After the STI instruction, we 
see the INT 16H routine pushing two of the registers onto the stack since 
it modifies these registers. It then calls a special routine which we 
don't need to understand. but the routine is short so we can step through 
it. You'll know you're back in the routine that called it when you see 
the OR AH.AH instruction. Keep stepping until you encounter another STI 
instruction. You should see the following: 

STI 
NOP 
CLI 

These three steps turn interrupts on. perform a no-operation instruction, 
and turn interrupts back off. The NOP instruction does nothing at all, 
except take a bit of processor time to process the instruction. This tiny 
delay allows an interrupt to occur -- that is, allows a key to be struck 
and read in by the INT 9 routines, which we WON'T be looking at. Let's 
step through STI. NOP and CLI. If you keep stepping. you'll see that we 
keep coming back to STI. NOP and CLI. Why? No key has been struck, so the 
routine just keeps looping, waiting for a key. You could try hitting a 

Appendix D. BIOS LAB 119 



key in the brief instant after you start one of those steps. But chances 
are the key won't get to BIOS. 

7. let's be done with following the bits and bytes of INT 16H -- it's there 
to make our lives easier, not to be admired and worshipped. Now we'll 
execute. The system will wait for you to type a keystroke. You can type 
"Hello there Annabel" if you like, but we can't enforce this. Type some­
thing; before the second character can even be entered, we're back into 
our program. Because ROT is doing funny things with the keyboard hardware 
interrupt routine (INT 9) the input isn't being buffered right now. Oon't 
worry about why. You'll do some buffering later, if you have time. 

8. let's now go through some of the video BIOS routines. Step through 
our program until you get to the statement "MOV AH,OA". This is the first 
line of preparation for a BIOS video function call. Three lines down 
you'll see the "INT 10" instruction which calls the BIOS interface. Set 
a breakpoint variable to the line which follows the CAll statement which 
is directly below INT 10H. 

9. You may have noticed a pause between the character being displayed and 
the return to ROT. This is because we placed a CAll statement immediately 
below the BIOS interrupt which invoked a small routine to force a pause 
on the system. The routine CAlled essentially places FFFF into CX and 
decrements CX by 1 until CX=O; then it returns. The reason we placed this 
pause in the program is that for students using ROT with a single display 
on their system, without the pause there would not be enough time to see 
the character appear on the display. 

10. You should have noticed that the cursor did not advance after the 
character was displayed. The Video BIOS does not actually advance the 
cursor automatically. Instead, we must ask the BIOS what the cursor po­
sition is, then tell the BIOS to update the cursor position. Step down 
to the statement "MOV AH,03". Check your source code listing to see what 
this and the following steps do. Set a breakpoint variable to the line 
after the "CAll" statement which calls the same old pause routine. Execute 
again. You won't see anything happen; but look at the contents of the OX 
register. OH is set to the current row number; Ol is set to the current 
column number. If we want to move the cursor one column right, what do 
we do? 

11. We increment Ol. This is what our program in fact does soon after­
wards. Note that, if we were really in the business of programming, we 
would also check that the column was below 80 decimal -- the last column 
on the display -- and if it wasn't, we would include a routine to incre­
ment the row number as well so that we wouldn't overwrite previous in­
formation. 

12. The source code listing tells you that by loading AH with 2 and BH 
with the current video page, and issuing the interrupt, the cursor posi­
tion will be updated. Don't forget, though, that we also used the value 
returned to us in OX by the previous interrupt, and changed it. 

13. Clear all breakpoint variables that are still set (unless you feel 
like stepping or executing your way through them again -- it won't matter 
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which you do, except that if you don't clear them things will take a 
little longer). Now set one breakpoint variable only -- to the "INC Dl" 
line. Execute the program. If you left other breakpoints in, step through 
them. You will have to type a character, as usual. But stop when you hit 
the breakpoint at "INC Dl". Step one step passed, to "MOV AH,02". 

14. We shall now playa little trick on our program so that it doesn't 
do exactly what it was designed for. We will change the location of the 
next character to print. How? By changing the current cursor location. 
See if you can figure out a way to do this. We give only one hint and one 
caution. The hint is to reread step 11 above, where we identify how the 
cursor position is set. The caution is to remember that the row and column 
maximums are 25 and 80 decimal respectively, and that, since RDT works 
in hex, you will want to limit yourself to 19 and 50 hex. 

So set up your registers for the INT 10H call; now execute. Type another 
character; it should appear where you moved the cursor to. If it didn't, 
here's what you should try next time through: 

After you have stepped the INC Dl step, you want to change the contents 
of DX so that they address the middle of the screen. The middle of the 
screen is at row 19h/2, column 50h/2. This gives us row ODh, column 28h. 
So set DH to ODh, and DL to 28h. To do this type "DX=OD28". After have 
done so, execute again. This should set the cursor to the middle of the 
screen. If not, call your instructor. 

15. We have had a good look at keyboard and video BIOS support. Now let's 
do some BIOS bypassing -- first, with video. As you recall, video memory 
is mapped to segment BOOO for monochrome, B800 for color graphics. If 
your station is using an EGA adapter, ask the instructor what compat­
ibility mode it's set up for. (If the screen displays multiple colors, 
it's in Color Graphics mode, so segment B800.) 

We will look at the contents of the video memory -- well, sort of. Switch 
to the Memory Window; type "ll=XXXXO", where XXXX is the proper segment 
for the display type you are using. Believe it or not, you are now looking 
at the memory contents of the screen you are now looking at. If you turn 
your eyes to the ASCII character section of the screen, you should be able 
to read "R.E.l ... 1 ... 0.0." and so on. What is this? It's the information 
on the top line of the screen. (If you don't see this, you've set L1 to 
the wrong value. Call an instructor if you need help.) 

16. We can actually write directly to the screen in both senses of the 
phrase here. Use the cursor keys to move the cursor into the hexadecimal 
memory contents area. Start typing any hex values that come to mind. As 
you do so, notice how the contents of the upper portion of the screen are 
changing. Pretty neat, eh? 

17. For our next video number, we'll just poke around a little more 
mischievously. Skip this step if you're running behind -- the keyboard 
section will be more worthwhile. On the command line type "ll=ll+6EO". 
This will cause the first line of the memory display to display a repre­
sentation of -- the first line of the memory display. Here we have a 
little more trouble writing directly to the screen. Try overwriting the 
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hexadecimal memory area. What happens? Every time you move to the next 
byte, the previous one changes back. Why? 

The reason is that every time you change a value on a line, RDT refreshes 
the whole line. So if you change the value for the "l" in "ll", then move 
the cursor, RDT refreshes the whole line; "ll" reappears, and therefore 
so does the hex value representing "ll" in the buffer. If you don't un­
derstand this, don't worry. It's not at all important. 

18. Finally, let's look at the keyboard buffer. Clear all your break­
points; execute. You will have to keep typing the full twenty characters. 
Then your program will exit to DOS. 

Remember that when we invoked RDT today we used the "K" option. The"K" 
option, or switch, is used in RDT to tell it to trap the keyboard 
PrintScreen interrupt. What does this mean? It means that when you press 
Shift-PrtSc, which generates an INT 5 through the keyboard BIOS routine, 
that INT 5 is captured by RDT and you are brought into RDT. We are going 
to use this trick to fill the keyboard buffer up and jump into ROT before 
the buffer can empty. 

Read this entire paragraph before you do any of it -- you will have to 
be very fast at typing. The best typist in your lab group should do this 
step. First, place a diskette in drive A: and leave the door open. Then, 
from the DOS command prompt, type "DIR A:" then Enter. Without waiting a 
second, type "Hello X" (not something else) and "Enter", then hit 
Shift-PrtSc as fast as you can. RDT will load; and your keyboard buffer 
is still full. 

19. Close the diskette door. Now go to the memory window of RDT; set 
ll=004IE. You should see in the ASCII area beside II and l2 the characters 
"H.e.l.l.o ... X." and other meaningless characters. You just typed these. 
They are still in the keyboard buffer. The beginning of your phrase and 
its end may be switched around -- you may, for example, see "110 X" and 
later "He" -- a good example of the keyboard buffer wrapping around from 
its highest position to its lowest. Move your cursor to the ASCII area 
of ll. You will now write over characters in the buffer. The buffer is 
located on lines II and l2. Start at the "H" of "Hello". Change the 
characters as described, without pressing Enter; just move around with 
the cursor. Make sure as you do this that you wrap around if you reach 
the end of l2, since the buffer itself wraps around also. 

I. Where you see the "H" of "H.e.l.l.o", type "B". 
2. Over the "en type "I". Keep moving over two characters at a time. 
3. On the first "1" (Ell) type "0" (oh). 
4. On the second "1" type "S" (ESS). 
5. On the "0" (oh) of "Hello" type "l". 
6. Two positions further along, type "A". 
7. Two more, type "B". 

20. What did we just do? We just changed the contents of the keyboard 
buffer from "Hello X" to something else. You know what else, we trust. 
Move the cursor to the command line (press "Home"). Type "EX" which will 
execute us back out to DOS. The diskette drive should spin; you'll get a 
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directory; finally. BIOSLAB will be invoked. Ta-da! Lo - we load BIOSLAB 
again. 

21. If you did all the above in less than an hour. congratulations. and 
here's more work for you. If you feel like stopping now. by all means do. 
The following exercises merely reinforce what you have already learned, 
they are not essential in any way. 

We're sick of our little program by now, so let's not actually use it. 
Instead, we'll rewrite it. We will do two things: First. write 2,000 G's 
on the screen. Then. we'll load Cassette BASIC. 

To write 2.000 G's, we'll first use the BIOS video call to set the cursor 
to the top of the screen. To do this. load AH with the function call 
(AH=02). Set DX to the row and column desired -- zero (DX=O). Set BH to 
the current page number. zero (BH=O). Now we want to invoke INT 10H. How 
shall we do that? 

22.Go to the disassembly window. The first disassembled instruction 
should be INT 3. with the "CC" machine code byte to its left. We want to 
change the code from this point on to INT 10 and then INT 3 (so that ROT 
is reinvoked by INT 3 after the BIOS INT 10 returns. So: move the cursor 
over the first "C" in "CC". Type the following: "COlO" very slowly. Move 
the cursor down to the next line. on the "1" in "1400", and type "CC". 
These three values you just entered are the hex machine codes for INT 10H 
and INT 3. and right now you should see the mnemonics for these in­
structions to the right of the two lines you just changed. We have set 
up our machine code to invoke the BIOS video routine, then ROT again. So 
now execute. What happens? The cursor should move to the top of the 
screen. 

23. Now we'll print our G's. First, let's set the instruction pointer back 
two bytes to point to the INT 10 instruction. Type "IP=IP-2". Don't worry 
about not being able to see the INT 10H instruction; it's there in the 
code segment. 

We'll set up the registers using BIOS Video call OAh. So: Type "AH=OA". 
We've set the function call. Type "AL=47". 47 hex is the ASCII value for 
"G", and in the function call we're using we place the character to print 
in AL. Now put zero in BH (to make the active display page O);place 900 
in CX. CX contains the count of times to display the character. By setting 
the value to 900 we know we'll display lots of G's. Finally, execute. Lo 
and behold! 

24. The final step is to invoke the ROM BASIC. When the BIOS bootstrap 
routine fails to find a valid boot record, it loads BASIC via INT 18H. 
So we will do just this -- load BASIC via INT 18H. INT 18H points to the 
BASIC ROM code. How do we do this? Move your cursor to the "CC" which 
popped up on the "ll" line after you displayed lots of G's. Change the 
"CC" to "CD". "CD", as you may have noticed earlier. is the machine code 
for the opcode in most "INT" instructions. Change the byte value which 
now follows "CD" to "18". The current instruction is now INT 18. Execute 
this; Cassette BASIC should appear. Now, you're stuck! You can play with 
BASIC; better just to end the lab by powering off the PC. 
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Dol CONCLUSION 

If you managed the whole lab you either skipped lunch or already know the 
BIOS intimately. In this lab we have looked at some common BIOS calls, 
played with the video and keyboard buffers, and done some general mischief 
with various BIOS calls. Please note that the final step in this lab, the 
invocation of BASIC, was not a BIOS call! It just happens that Cassette 
BASIC, like the BIOS, is stored in ROM, and that it's invoked by an in­
terrupt. It has no other connection with BIOS • 

• * BIOSLAB.ASM .* Gets a character from keyboard and echoes its uppercase to *i 
;* display. This program loops 20 times, then exits. H; 

CODE 

MAIN 

STEP01: 

STEP02: 

STEP03: 

STEP04: 

STEP05: 

STEP06: 

SEGMENT PARA PUBLIC 'CODE' 
ORG 100H ;---establish the structure of a 

.COM file 
ASSUME CS:CODE,DS:CODE,ES:NOTHING,SS:NOTHING 

PROC 

INT 

MOV 

PUSH 

MOV 
INT 

CMP 
JB 

CMP 
JA 

NEAR 

3 

CX,20 

;---MAIN PROC is the main procedure 
of the program 

;invoke RDT 

;---STEPOI sets the count to 20, so 
means we do this routine 20 Xs. 

;CX is count register 

;---STEP02 saves the count each time we 
enter the loop, so that if CX gets 
modified by the interrupt routines 
we don't lose track. 

CX ;count now on stack 

;---STEP03 uses the BIOS keybd routine 
to get a character from the keyboard. 

AX,O ;Get character function call 
16H ;BIOS keyboard routine 

Al,'a' 
STEP07 

Al,'z' 
STEP07 

i---STEP04 and STEP05 check the returned 
character to see if it's between 'a' 
and 'z'. 

;if below 'a' then it's not lowercase so skip 

;if above 'z' then it's not lowercase so skip 

;---STEP06 subtracts 32 from the ascii 
value of the character, thus making 

184 IBM PC Internals 



STEP07: 

STEP08: 

STEP09: 

STEPI0: 

STEPll : 

DelAY: 

DElAY02 : 

MAIN 
CODE 

SUB 

MOV 
MOV 
MOV 
INT 
CALL 

MOV 
MOV 
INT 
CALL 

INC 
MOV 
MOV 
INT 
CALL 

POP 
LOOP 

AL,'a'-'A' 

AH,10 
CX,l 
BH,O 
10H 
DELAY 

AH,3 
BH,O 
10H 
DELAY 

DL 
AH,2 
BH,O 
10H 
DelAY 

CX 
STEP02 

it an uppercase character. 

i---STEP07 through STEP09 print the 
character then move the cursor fwd 
one position. 

ifunction call to print character 
i1 character to print <character is in Al) 
ivideo page 0 
iBIOS video display routine 
iCal1 a routine to cause a delay 
iSO we have time to view the screen 

ifunction call to get cursor position 
ivideo page 0 

iadd 1 to column value 
;function call to set cursor position 
ivideo page 0 

j---STEPI0 restores the counter into ex 
from off the stack so that the lOOP 
statement works correctly. 

jmove stack value back into CX 
;return to beginning of loop if CX <> 0 

;---STEPII is reached if the LOOP fails, 
ie. if CX is 0 and we've done our 20 
inputs. 

MOV AX,4CO~H ;return control to DOS 
INT 21H 

MOV 

NOP 
NOP 
NOP 
NOP 
LOOP 

RET 
ENDP 
ENDS 
END 

CX,OFFFFH 

DELAY02 

MAIN 

;set count to ffff 

;no operation (increases delay) 

jkeep looping until ex=o (causes long 
;delay) 

;end of MAIN procedure 
jend of contents of CODE segment 
jEND directive -- says where program begins. 
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APPENDIX E. DOS LAB 

E.1 OBJECTIVES 

This lab should help you to understand how DOS directories are organize 
and maintained, how redirection of standard input and standard output 
operate, and how some DOS function calls are used. In this lab we will 
not be going into the Assembly Language interface very much; rather, we 
will concentrate on what high-level functions are required. 

E.2 MATERIALS 

You will need the PC Lab diskette. 

E.3 INSTRUCTIONS 

1. First we will see how DOS directories are structured. Load DOS on your 
PC Cif you're loading a 3270 PC, it's best to make sure the Control Pro­
gram doesn't load). Insert the lab diskette in drive A: and switch the 
default drive to A:. Type "DR". This command loads the Disk Repair pro­
gram. How? Well, the DOS Command Interpreter's transient portion scans 
the directory entries for a file named "DR.COM". If it finds none, it 
looks for "DR.EXE". If it finds none, it looks for "DR. BAT". If it finds 
none, it looks in the next directory in the PATH. You know the rest. 
Fortunately, it found "DR.COM". (If it didn't. you don't have the right 
lab diskette.> 

2. Voila the first screen of Disk Repair. Press a key to continue. You 
will come to a screen which explains some of the functions Disk Repair 
can perform. Look through them if you like; when you're done. select the 
Directory option by pressing <F7>. (Anything to be typed which we've in­
dicated in <> brackets should be interpreted as an actual key -- function 
key, <ENTER> key and so on.) 

3. A directory of your diskette appears, but Disk Repair tells you more 
than just the file name. extension. date and time. It also has an attri­
bute byte to the right of each file. a cluster address for the first 
diskette cluster of the file, and a set of reserved bytes we won't worry 
about. The attribute byte is used to indicate a number of aspects of the 
file's status, as we saw in the DOS lecture. This byte is broke" down as 
follows : 
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Bit: Function: 

1 (OlH) Read-only 
2 (02H) Hidden 
3 (04H) System file 
4 (08H) Volume label 
5 (lOH) Subdirectory 
6 (20H) Archive bit 
7 not meaningful 
8 not meaningful 

How do you interpret the actual byte you see on the display? Suppose the 
attribute byte of a file is IIH (the values on this screen are in 
hexadecimal>. We can write IlH as 00010001B. We can consider the bits to 
be numbered 8 to 1 from left to right. In this case the byte indicates 
the following: 

Bit: 

1 set 
2 clear 
3 clear 
4 clear 
5 set 
6 clear 

7 
8 

Function: 

Read-only 
HOT hidden 
NOT a system file 
NOT a volume label 
Subdirectory 
Archived (it hasn't been changed since the last 
backup) 
not meaningful 
not meaningful 

So an attribute of 11H means that the file is a directory and is marked 
read-only. which means you cannot remove the directory. 

4. look at the attribute for BIOSlAB.COM on your A: drive's directory. 
It should be 20. This means the file is a regular. read-write. unhidden, 
non-system file which has not been changed since it was last backed up. 
Don't worry if the attribute isn't 20. We're going to change it anyhow. 

As with RDT, Disk Repair allows you to move the cursor around and change 
numerical values on the display. So move the cursor up to the attribute 
byte of BIOSlAB.COM and change the attribute so that the file is hidden. 
How do we do this? Bit 2 indicates a hidden file. so we type "02" into 
the file attribute byte. 

Next we have to write this change out to diskette. Press <ENTER> so that 
your cursor returns to the command line, then type "W <ENTER>". Thi will 
write the change out to diskette. Then press "Q <ENTER>" to quit Disk 
Repair. We'll use it again later. 

5. Do a directory of the diskette. Notice that BIOSlAB.COM is no longer 
there. However, if you type "BIOSlAB" and press <ENTER> the BIOSlAB pro­
gram will load and you will have to type twenty characters before control 
is returned to DOS. 6. load Disk Repair again and change the attribute 
of BIOSlAB.COM to non-hidden (attribute=O). Do a Write again (as directed 
above) and quit. 
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7. Next we will create some files in a new directory. Make a directory 
called "JUICY" (type "MD JUICY"). Change to that directory ("CD JUICY"). 
Now we will use some of the standard DOS handles to create a file. p.8. 
You should be familiar with the "COPY" command which copies one fi to 
another. "COPY" is an internal DOS command. What we will now do is copy 
from one file (the keyboard) to another file (the display). However, the 
device name for both keyboard and display is "CON" (for "console"). So 
type the following: 

COPY CON CON 
HELLO THERE ANNABEL 
IT'S GREAT TO SEE YOU 
<F6><ENTER> 

You should see the two lines of text displayed on the screen, followed 
by "1 File(s) copied". What happened? 

You copied from CON (the keyboard) to CON (the display). By pressing <F6> 
you generated a Ctrl-Z character (as you may have seen -- the "oZ" which 
was displayed indicated a Ctrl-Z>. The Ctrl-Z is the end-of-file marker, 
so DOS knew that you had finished inputing from "CON". It then did the 
output operation which displayed the information on the screen. 

9. Now create another file called "RAISINS.YUM". Type the following: 

COPY CON RAISINS.YUM 
GOOD MORNING GUSTAV 
WHY DID YOU GET UP? 
<F6><ENTER> 

If you do a directory of drive A:, you should see a file called 
"RAISINS.YUM" listed, about 60 bytes long. 

Next we will redirect from standard output to a file. We will type out 
a file using the DOS "type" command, but instead of displaying the file 
on the screen, we'll send it to disk, like this: 

TYPE RAISINS.YUM > BANANAS.YUM 

If you do a directory, you will see that a new file called "BANANAS.YUM" 
was created. Also, "RAISINS.YUM" did not really get typed on the screen, 
it was redirected into a file. 

Do the above step again, only instead of using BANANAS.YUM as the second 
file name, use YUMMY.EGG. There is a reason for doing this don't ask, 
just wait. 

In the root directory of your lab diskette is a file called "DEBUG.YUK". 
This file contains ASCII characters which will be used as input for the 
DEBUG program. You will have to find the debug program on the "C:" drive 
of your machine or off a DOS diskette, or ask an instructor for a copy. 
First of all, copy the "DEBUG.YUK" file into the "JUICY" directory. Then 
type the following (where <path> indicates the drive and path in which 
the DEBUG program can be found): 

Appendix E. DOS LAB 189 



<path>DEBUG <debug.dat 

12. What happens? You should see Debug loaded. and a screen full of in­
formation will appear. What has happened? Don't ask. All we did was use 
an input data file instead of the keyboard; the commands contained in that 
file went and created another file using facilities available for that 
purpose in DOS Debug. How it worked is irrelevant; what matters is that 
we actually used a file. instead of the keyboard. to tell Debug what to 
do. 

13. Piping. You may need instructor help with this step if you aren't 
familiar with DOS. First. you must locate. on the "C" drive. two files: 
"SORT.EXE" and "FIND.EXE". These will likely be in either the root di~ 
rectory or in a directory called "DOS". Once you have found them. set your 
path up to point to the appropriate directory (for instance. you could 
type "PATH=C:'DOS" if the files were in the DOS directory on drive "C:"). 
Then, from the A: prompt (still in the "JUICY" directory). type the fol­
lowing line: 

DIR FIND "YUM" I SORT 

What happens? You get an alphabetically sorted listing of all files in 
the JUICY directory which contain the characters "YUM" in either their 
extension or their file name. What happened? 

1. "DIR" did a directory of the diskette's JUICY directory 

2. The first "I" piped the results of the directory to another 
command. the "FIND" command 

3. "FIND" used the directory listing as its input. The purpose of 
"FIND" is to find the given string (in this case "YUM") in the 
specified input. and to send any lines containing that string 
to the standard output. So "FIND" finds all files with "YUM" 
somewhere in their name. 

4. The second "I" piped the standard output (the results of the 
find) to the SORT command. 

5. The SORT command sorts those file names into alphabetical order. 
and displays them on the screen. We could have redirected the 
sorted list to a file as well. 

Notice that this set of piped commands found all files with "YUM" in EI­
TH~R the file name OR the file extension. The DIR command has no way of 
doing this in one single command. 

14. Subdirectories. we learned. are actuallY just files like any other 
file. but they contain listings of files instead of data or code. So we 
will use our juicy directory as a file. Go into Disk Repair. look at the 
root directory; you will see the Juicy directory there. Change the at­
tribute byte of the Juicy directory from 10 (directory) to 00 (read~write. 
unhidden file). Move to the "length" field for the JUICY entry and type 
.in a length of 200 or more. Press <ENTER> to return to the command line • 
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then "W <ENTER>" to write the change out to disk. Now exit to DOS using 
the "Q" command. 

15. Change to the root directory if you aren't already there. Do a DIR 
and you will see that JUICY is now a file, not a directory. Display its 
contents using the DIR command. You will see that it contains the names 
of the files we created earlier, as well as lots of strange codes which 
are in fact some of the attribute and reserved bytes for directory en­
tries. We can see, then, that a directory other than the root directory 
is really just a file which DOS sets as a directory file; the file con­
tains information on other files. 

16. Enough of that -- go back to Disk Repair, and change the attribute 
of JUICY back from 00 to 10, so that it becomes a directory again. Use 
the Write command again to save the change; quit, do a directory, and make 
sure you've restored it as a directory and that it still contains the 
files you created. Now you can erase the files in it and remove the di­
rectory. Make sure you don't erase the root directory instead! 

17. We will perform one last experiment, this time using batch files and 
the DOS terminate function call. You will find a file in your diskette's 
root directory called "ERROR.BAT". Display its contents by using the 
"TYPE" command. It should read as follows: 

DR 

:A 

:B 

If errorlevel 3 goto A 
If errorlevel 4 goto B 
Echo No Error 
Goto Exit 

Echo Error Three 
Goto Exit 

Echo Error Four 
:exit 

What does this batch file do? First, it invokes Disk Repair. Then, when 
Disk Repair has finished, the batch file checks Disk Repair's exit code. 
If Disk Repair exited with exit code 3, the command at :A is processed 
("Echo Error Three"); if the code is 4, the command at :B is processed, 
and if the code is neither of these, the batch file exits. 

How does Disk Repair return a return code? Normally it doesn't, but we 
will make it do so. 

18. Type "ERROR". The batch file will invoke Disk Repair. Now press <FlO>. 
This brings you to the Interrupt window. In this window you can load 
registers and issue interrupts. 

19. What we will do is issue a DOS interrupt to terminate Disk Repair We 
will use DOS Interrupt 21H, function call 4CH. To do this, move your 
cursor up to the hex codes to the right of the AX register (use the HOME 
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key). In AH (the first two characters of AX) type "4C". This sets AH to 
the 4C function call, "Terminate a process". In Al (the second two char­
acters of AX), type either "03" or "04", for error code 3 or 4, whichever 
you like. Then press Enter to return to the command line. 

20. Make sure that the "INT" command in the middle of the screen is set 
up for "INT 21". If the "INT" is set up for any other interrupt, change 
it to "21". Ask an instructor for help if needed. 

21. Type "I" then <ENTER>. This will invoke INT 21, Function call 4CH 
Return code 03 or 04. Disk Repair will exit (we forced it to); the batch 
file should continue executing, and it should tell us which error code 
we specified in the DOS function call. 

This concludes the DOS lab. You will notice that we did not use the As­
sembly language interface to DOS (except with our final function call). 
This is because by now you should know enough about assembly language to 
figure out how it works. The DOS assembly language interface looks much 
like the BIOS one -- load a register with a function call, load others 
with parameters or variables or data, and issue the appropriate interrupt. 

You may also have noticed an abundance of references to food in this lab. 
This is because it's 7:30 pm right now and I haven't yet had my dinner. 
Ah, the overtime joys of being a PC guru! 
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