













































































































































































































































































8 i A
%M/%%%ZM%Q; 3

e @44@,47/@/7

- Lt By 2l ef
% %i%; /x/j:fﬂ/é w%ﬂ

W?% s




o ST




APPLE ENGINEERING LAB
PROJECT REPORT

PROJECT: SSAFE MONTH: MARCH 1980
PROJECT NO: E-78 PROJECT LEADER: RANDY WIGGINTON
OTHER STAFF:

LAST MONTH'S OBJECTIVES:

PERFORM FINAL PROTECTION ON FORTRAN AND PILOT AND WHATEVER ELSE NEEDED
PROTECTING.

MONTHLY PROGRESS/STATUS:

FORTRAN protection was completed, with protection scheme being given go-ahead
by Barth & Glanville. A method was discovered whereby FORTRAN will
theoretically work on all future releases of the PASCAL system.

OBJECTIVES FOR COMING MONTH:

Document procedure to protect PASCAL programs, and finish documentation on
BASIC ssafe mechanism. An investigation will be made into automating the

PASCAL protection scheme, which currently requires approximately 7 man-hours
of my time per program to be protected.

CRITICAL DEPENDENCIES:
MUST RECIEVE SOURCE TO ALL PROGRAMS TO BE PROTECTED.
SCHEDULE

ORIG. LAST CURRENT
MILESTONE DESCRIPTION DATE MONTH'S PLAN

-DEPENDS UPON DATE OF RECIEPT OF SOURCE FOR PROGRAMS-



APPLE ENGINEERING LAB
PROJECT REPORT

PROJECT: SSAFE MONTH: MARCH 1980
PROJECT NO: E-78 PROJECT LEADER: RANDY WIGGINTON
OTHER STAFF:

LAST MONTH'S OBJECTIVES:

IMPLEMENT PASCAL PROTECTION UNDER THE RUN-TIME SYSTEM.

MONTHLY PROGRESS/STATUS:

PASCAL PROTECTION WAS COMPLETED. METHOD COMPLETED REQUIRES MODIFICATION OF
THE SOURCE PROGRAM. THIS WAS DECIDED AS A REASONABLE PRICE TO PAY FOR
PROTECTION. SINCE THE PASCAL OPERATING SYSTEM PASSES NO INFORMATION REGARDING
WHO IS REQUESTING ACCESS TO A FILE(I.E., WHETHER THIS IS A UNITREAD/WRITE, A
FILER OPERATION, A PROGRAM REQUEST, ETC.), THIS WAS THE ONLY FEASIBLE METHOD.
THE METHOD CAN BE TRANSFERRED TO SARA WITH MODIFICATIONS TO THE OPERATING
SYSTEM. .

OBJECTIVES FOR COMING MONTH:

PERFORM FINAL PROTECTION ON FORTRAN AND PILOT AND WHATEVER ELSE NEEDS
PROTECTING.

CRITICAL DEPENDENCIES:

MUST RECIEVE SOURCE TO ALL PROGRAMS TO BE PROTECTED. FOLLOWING THIS,
PROTECTION WILL REQUIRE AN ADDITIONAL 7 MAN-HOURS PER DISKETTE OF MY TIME.

SCHEDULE

ORIG. LAST CURRENT
MILESTONE DESCRIPTION DATE MONTH'S PLAN

-DEPENDS UPON DATE OF RECIEPT OF SOURCE FOR PROGRAMS-



APPLE ENGINEERING LAB

" PROJECT REPORT
PROJECT: SSAFE MONTH: MARCH 1980
PROJECT NO:.E-78 PROJECT LEADER: RANDY WIGGINTON

OTHER STAFF:
LAST MONTH’S OBJECTIVES:
TO FINISH PROTECTION ON PASCAL.
MONTHLY PROGRESS/STATUS:

FORTRAN PROTECTION WAS COMPLETED AND FOUND TO BE INADEQUATE. A METHOD OF
PASCAL PROTECTION WAS DISCOVERED.

OBJECTIVES FOR COMING MONTH:
IMPLEMENT PASCAL PROTECTION UNDER THE RUN-TIME SYSTEM.

CRITICAL DEPENDENCIES:

~NONE-
SCHEDULE
ORIG. LAST CURRE}
MILESTONE DESCRIPTION DATE MONTH’S PLAN
;ASCAL PROTECTION 1/15/80 *kk 4/1571

#%% PASCAL PROTECTION WAS DELAYED
UNTIL AFTER COMPLETION OF SARA
BASIC ALPHA RELEASE.
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To: Jack MacDonald .PQ//
From: Randy Wigginton K
Date: April 9, 1980

Subject: Pascal Protection Scheme

The protection scheme for PASCAL is very nearly finished and
this document is to explain the features and quirks of the scheme.
None of the technical details are discussed here

In order to protect a program, a simple modification to the
source program to be protected must be made, followed by a
re—compile. This is necessary so that a protected program may be
Trun at any time on any system. The features of this include being
able to boot on any system, then run the protected software, then
returning to the top—-level command line in the PASCAL system.
Another advantage of this scheme is that a program: such as PFS,
which vuses all space in memory available, could be shipped on &
Tun—time system diskette, but if a vuser cwned & language card,
s/he would have extra space available to the program. Note that
Mike Kane will soon be sending out a memoc stating thet this is how
the protection scheme must work——on any system at any time,
whether the user has booted on an old SYETEM APPLE or a new one
This will be a pleasant surpricse to everyone that we’‘ve already
allowed for this. However, & disadvantage that should be pointed
out is that when yet another rtelease of the operating system comes
out, protected software will only Tun on the ‘older’ operating
systems——there is no way that my software can allow for all future
revisions of the operating system and core rToutines.

The features of this scheme are:

~Protection of program-referenced data files. Note, for
example, that this scheme will not allow protection of the
SYSTEM. LIBRARY file(as desired for FORTRAN), because this file
will be referenced by the PASCAL SYSTEM. LINKER, which is not =
protected program. However, programs like the Tax—Flanmer which
use data files may now protect those files.

—Files that are protected may be modified on the fly-—-i.e. . the
Tax Planner could make changes to some or all of it’'s files, yet

they would remain protected. Note thet files that are protected
may grow in size, but only a pre-selected portion of the file w111
remain protected. This means that a typical uvser using the filer

would still be unable to transfer the file, but a fairly
sogphisticated user could examine the sectors of the file that are
not protected. In &1l likelihood this will not make any
difference to anybody.

Note that if a wuser hits the reset key during a protected
program’s execution, s/he will have to re—boot the system. (System
will hang upon Reset) This should be pointed out. Marketting
Just can’t have everything.

i st S e e e T e e
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The documentation on the technical aspects of both this
protection scheme and the SSAFE scheme for DOS 3. 2%3.3 should be
done soon. Documentation has already been started, but will
Tequire at least another 3-4 man days to complete. Of course, 1
would expect the technical documentation to be kept somewhere
fairly secure——protection schemes aren’t much use when users know
the method used. This documentation will be quite essential to
the person after myself who assumes the responsibility of
modifying & protecting PASCAL programs, since a2lthough the process

-will be fairly straightforward, it will never be brought to the

level of SSAFE as far as simplicity goes.



Inter Office Memo

Date: April 25, 1980

To: Jack MacDonald

From: Jim Jatczynski § %;

Subject: Recommendation for Apple III Machine Readable Serial Number

Storage space for a machine readable serial number has been reserved in the
Apple III ROM. This memo recommends standards for serial number assignment
based on the assumption that future software protection schemes will make use
of the serial number.

Recommendations

[1] The serial number field should be 32 bits wide.

[2] Each machine should have a unique serial number.

[3] The serial number should be '"non-significant." That is, it should neither
have meaning nor be broken up into meaningful fields.

[4] 1If more than one manufacturing station or manufacturer is used, care must
be taken to avoid serial number duplication.

[5] An additional machine type field may be desirable, but this should not be
part of the serial number. The machine type field will not be used for

software protection.
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FROM: Pete Sinclair DATE: April 30, 1980 /
TO: Dennis Rieger SUBJECT: Software Protection

Jim Jatczynski

John Couch Steve Jobs

Jack MacDonald Pat Marriott

Bruce Daniels Trip Hawkins

Dick Zimmerman Taylor Pohlman

Wendell Sander Rob Campbell

Don Bryson Steve Wozniak

Barry Yarkoni Mike Kane

Having just joined the team working on software protection schemes, I
would like to take this opportunity to summarize my impressions of
what I see happening in this area. Basically, I beleive that the
course being taken is leading us toward a cure that is more painful
than the disease. A number of conflicting goals and restrictions

have been raised, the combination of such has tended to distort the
primary issue. I think that we need to lay down a single set of
goals and restrictions in order to properly evaluate proposed

solutions.

Software Protection Goals

As 1 see the issue, we actually have three levels of complementary
goals:

Primary Goal: Prevent people from using copies of Apple software
products that they have not rightfully purchased.

Secondary Goal: Provide a method for Apple compatible software
vendors which allows them to protect their



software from use by persons who have not
rightfully purchased it.

Desireable Goal: Allow users to protect their applications and data
from being pirated by outside individuals.

The solution chosen to satisfy these goals must adhere to a few
limitations in order to meet Apple standards as well as satisfy user
expectations. A few of the major restrictions are as follows:

1. Users should be able to execute protected software which
they have rightfully purchased on any Apple system.

2. Users need to possess or have access to duplicates of their
application diskettes in case their diskette is rendered

unusable for any reason.

3. Protected software should be made no more difficult to use
than was the original unprotected product.

4. The protection scheme should not add significanlty to the
cost of the product (<10%).

While many more restrictions can be created, this basic set should

cover most of the objections that might come up about any chosen
solution.

The first restriction (use on multiple systems) does have two sides.
If one assumes that purchasing a software product only gives the user
the right to execute it on a single machine, then this restriction
does not apply. I believe, however, that our marketplace and
products demand that the software be executable on any system as long
as an Apple produced application diskette is used. Multi-terminal
system manufacturers typically restrict software to running on a
single machine. But that software is accessable from any terminal on
the machine. Since the Apple concept is to put computers at each
professional, secretarial, and clerical worker”s desk, it is
important that purchased software work on any machine that the
purchasing user chooses to use at the time. As such, I believe that
it is a fundamental mistake for us to restrict software execution to
a single machine.

Proposed Solution

After reviewing the goals and restrictions above, I have come up with
the following multi-part recommendation for software protection:

1. All application diskettes requiring protection should be
made uncopyable or very difficult to copy by the average
user (average user defined as a non-technical professional

individual).

2. The above protection technique (or a similar process) should
be made available to vendors and/or users in order to allow



them to render their diskettes uncopyable. An operating
system utility to do this seems to make the most sense here.

3. 1If the user”s diskette becomes unreadable, then the user

should be able to exchange the bad diskette for a new one
at the dealer. Note that the user must turn in the bad

original diskette in order to obtain a new one.

4. We should implement a 507% discount on multiple copies of
software purchased by a user. This discount will discourage
users from attempting to copy software since multiple copies
will be more reasonably priced.

5. If a customer for some reason gives away or loses his or her
application diskettes, then he or she must repurchase the
software at the multiple copy discount price. This will
encourage people to keep better track of their valuable
software and not lend it out.

6. Whenever updating, a customer must trade in the old software
volumes for the new ones.

7. Each software product should have a unique registration
number associated with it. This number need only be stamped
on the diskette and registration card, not encoded in the
software. Whenever the user wants an update or support, he or
she must state his or her name and number. Only if the name

and number given match the registered name and number will
the update or service be provided. Such a registration
system will discourage customers from even thinking about
circulating copies of their applications.

In summary, the plan has three parts: Uncopyable diskettes, multiple
copy discounts, and unique registration numbers. I beleive that this
plan will satisfy all of the goals and restrictions presented
earlier. In addition, it can be implemented at much lower cost and
with much less effort than can the hardware and/or software key or
system type identification protection schemes discussed so far.

Conclusion

I believe that we must have some solution for the problem of software
pirating. But, in reaching a solution, we must not lose sight of
both our original goals and the true scope of the problem. I
encourage you to present feedback on my recommendations, for I
believe that together we can reach a solution that will satisfy all
of our needs without overly taxing our resources or putting undue
burdens on our legitimate customers.
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Inter Office Memo

Date: June 10, 1980
To: Distribution
From: Jim Jatczynski 5

Subject:  VISICALC III Software Protection

Please attend a meeting to discuss the above subject on
June 13, Friday, in the Diablo Conference Room, Bandley
III, from 1:00 pm to 2:00 pm.

Distribution: Jack MacDonald
-~ Bob Etheredge
Dennis Rieger
Pete Sinclair

Randy Wigginton

FYI: John Couch

P
2) Méﬁ,{ N~ gA befir



4

Date:

To:

From:

Subject:

Inter Office Memo

June 18, 1980

Distribution

Jim Jatczynski .§§ ;

Summary of Visicalc III Software Protection Meeting (6/13/80)

The first part of the attached report summarizes the Visicalc III
software protection discussion of June 13, 1980.

The second part is an implementation plan based on this discussion.
Close cooperation between marketing and engineering will be required
to carry out this plan.

There will be a meeting to discuss the above subject Friday, June
20, at 9:00 am in the Yosemite Room, Bandley III, next the cafeteria.

Please note that the contents of the report are Company Private.

Distribution: John Couch
Bob Etheredge
Dick Huston ;
Pete Sinclair ' ! e
Dennis Rieger
Randy Wigginton
Steve Wozniak



Apple Computer, Inc. Company Private

SUMMARY OF DISCUSSION

Contractual Obligation to Personal Software

Personal Software is to deliver a complete, executable copy of Visiealc /// to
Apple. Apple then has a thirty-day acceptance period which may be extended if
Apple rejects the product in its current form. Simultaneously, Apple is to
carry out a contractual obligation to provide software protection by
delivering to Personal Software a computer program capable of making copies of
Visicalc that are reasonably protected from wunauthorized copying. The
contract allots Apple a '"'reasonable time" after delivery of Visicalc in order
to fulfill its obligation to provide the protection method.

The phrase requiring delivery of a computer program to Personal Software
implies that they wish to retain flexibility as to who actually produces
copies of Visicalc. However, the nature of the selected protection method may
make it desirable for Apple to produce copies for Personal Software.
Therefore, we might have to modify the contract.

Protection Methods

We discussed two copy protection schemes, one developed by Randy Wiggington
and the other by Steve Wozniak.

Randy’s scheme works as follows:

[1] Modify selected diskette sectors so that a checksum error will occur if
the normal disk read routine is used.

[2] Modify the application program so that it dynamically installs
modifications in the disk read routine that allow it to read the altered disk
sectors.

Standard copy routines are unable to copy protected diskettes because they use
the normal disk read routine which is unable to read the modified sectors
without returning an error indication.

W0Z°s scheme is based on the observation that there are four unused bits in
every disk sector. The standard disk write routines set these bits
arbitrarily (to 0°s), and the standard read routines ignore them. The scheme
works as follows:

[1] Modify selected sectors on the protected diskette so that the four
normally unused bits are set to a function f of the remaining bits in the
sector.

[2] Modify the application so that during initialization (and at other times
during execution, if desired) it access one or more of the modified sectors
and assures itself that the four normally unused bits are correctly set to
f(remaining bits). It the bits are not set properly, the application aborts
itself or performs some other appropriate action.



Apple Computer, Inc. Company Private

Diskettes protected in this way can be copied using standard copy routines,
but copied diskettes will not operate properly since the application will find
that sectors that should have been modified are not. Production copies can be
made with the standard l6-sector Dysan copy program.

WOZ proposed a second protection method, but informed me on June-‘l6 that it
does not work.

Selected Protection Method

We determined that WOZ‘s method is probably easier to implement in the time
available and easier to maintain in the long run for the following reasons:

[l1] No changes need be made to the low level disk routines which are a rather
esoteric portion of the system.

[2] The application interface to the protection scheme can be implemented
using one new SOS call.

[3] The protection scheme is alterable from one application to another by
changing the function f.

[4] As long as the disk data format and the new SOS protection call remain the

same, the method is relatively insensitive to other changes in the operating
system and in the application.

IMPLEMENTATION PLAN

This section identifies the tasks that have to be performed in order to
implement the selected protection method for Visicalc III. Dependencies and
assumptions are stated where necessary, but no schedule is given.

Tasks:
[1] Add the following system call to SOS:

CHECK _PROTECTION (input DEVICE NUMBER,
input SECTOR_NUMBER,
input KEY

)

DEVICE NUMBER identifies the device containing the protected diskette.

SECTOR_NUMBER identifies the sector to be checked as required by WOZ°'s
protection method.

KEY is a bit pattern that will be XORed with the data in the sector as part of
the process of computing the function f of the sector’s contents.

CHECK PROTECTION will read the specified sector from the specified device, XOR
the raw data with the KEY (repeating the key as many times as necessary to XOR



Apple Computer, Inc. Company Private

all of the data), XOR the resulting modified data in four-bit groups, and
finally compare this result to the four normally unused bits. If the value of
f matches the four unused bits, SOS returns normally. Otherwise, it returns
an error.

We probably want to document this SOS call only in internal documents in order
to avoid providing clues for breaking the method.

[2] Modify the Visicalec source to make SO0S CHECK PROTECTION calls at
appropriate pointse. In order to do this, we will need a Visicalc release
diskette, the associated source listing, and any associated documentation. We
will need to determine 1) which disk sectors should be modified, 2) what KEY
value should be assigned, and 3) where SOS protection calls should be made.

[3] Translate the modified source into object form. Depending on the source
language, we may need help from Personal Software to do this.

[4] Modify the selected sectors on the new object diskette in accordance with
the selected key. This may require us to write a modified diskette write
routine.

[5] Return the protected master diskette to Personal Software. Assuming they
can make literal copies of the diskette, including the four normally unused
bits in each modified sector, Apple need not participate further in the
process. However, if they cannot make 1literal copies, we may need to modify
the contract and sell our copying service to them, since the l6-sector Dysan
copy routine can make the required copies.

Alternatively, we could proceed as follows:
[17] Make the SOS changes described in [1].

[2°] Provide external documentation of the S0S CHECK PROTECTION call to
Personal Software. Require them to 1) select the disk sectors to be modified,
2) select the KEY, 3) install the SOS CHECK PROTECTION calls as required, and
4) provide a modified object diskette, a list of sectors to be modified, and a
KEY to Apple.

[3°] Apple modifies the selected sectors and returns the modified diskette to
Personal Software.

[4°] The same considerations about making production copies apply.

The first method is more attuned to the sense of our contract in that Apple
makes all modifications necessary to install protection. On the other hand,
the second method is probably more efficient in that Personal Software
modifies its own software. It also provides an additional measure of security
for Personal Software in that only they know without an extensive search where
the S0S protection calls are installed.



Apple Computer, Inc. Company Private

ACTION TO BE TAKEN

First, we need to determine which of the proposed implementation methods or
combination thereof 1is acceptable to ourselves and Personal Software,
particularly because neither adheres to the letter of the contract. .

Second, we need to schedule the implementation of the method we decide to
use.

Finally, we need to do it.



[ Inter Office Memo

Date: June 20, 1980
To: Distribution
From:

Tupper Snook

Sublest:  posults of Disk Protection Meeting, June 18

John Couch promised that:

© John Arkley will s-safe every DOS product in the
first release of the Catalog.

© Randy Wigginton will provide protection on the level
used for Apple Stellar Invaders for any Pascal
programs appearing in the first Catalog.

@ The dependancy of s-safe on the auto-boot ROM is
a decision to be made by the Catalog group.

@ There is no protection available to stop the user
from stealing a program from memory.

TS:1vh73
Distribution:
A. Agrella

J. Arkley

J. Couch

M. Kane g
J. MacDonald
R. Wigginton
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