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APPLE ENGINEERING LAB 
PROJ ECT REPORT 

P ROJ ECT: SSAFE 

PROJECT NO: E-78 

~10NTH: MARCH 1980 

PROJECT LEADER: RANDY WIGGINTON 
OTHER STAFF: 

LAST MONTH'S OBJECTIVES: 

PERFORM FINAL PROTECTION ON FORTRAN AND PILOT AND WHATEVER ELSE NEEDED 
P ROTECTI NG . 

. MONTHLY PROGRESS/STATUS: 

FORTRAN protection was completed, with protection scheme being given go-ahead 
by Barth & Glanville. A method was discovered whereby FORTRAN will 
theoretically work on all future releases of the PASCAL system. 

OBJ ECTIVES FOR COMI NG ~lONTH: 

Document procedure to protect PASCAL programs, and finish documentation on 
BASIC ssafe mechanism. An investigation will be made into automating the 
PASCAL protection scheme, which currently requires approximately 7 man-hours 
of my time per program to be protected. 

CRITICAL DEPENDENCIES: 

t~UST RECI EVE SOURCE TO ALL PROGRAMS TO BE PROTECTED. 

SCHEDULE 

MILESTONE DESCRIPTION 
ORIG. 
DATE 

-DEPENDS UPON DATE OF RECIEPT OF SOURCE FOR PROGRAMS-

LAST CURRENT 
~10NTH' S PLAN 



APPLE ENGINEERING LAB 
PROJECT REPORT 

PROJ ECT: SSAFE 

PROJECT NO: E-78 

MONTH: MARCH 1980 

PROJECT LEADER: RANDY WIGGINTON 
OTHER STAFF: 

LAST MONTH'S OBJECTIVES: 

IMPLEMENT PASCAL PROTECTION UNDER THE RUN-TIME SYSTEM. 

~lONTHL Y PROGRESS/STATUS: 

PASCAL PROTECTION WAS COMPLETED. METHOD CO~lPLETED REQUIRES MODIFICATION OF 
THE SOURCE PROGRAM. THIS WAS DECIDED AS A REASONABLE PRICE TO PAY FOR 
PROTECTION. SINCE THE PASCAL OPERATING SYSTEM PASSES NO INFOR~~TION REGARDING 
WHO IS REQUESTING ACC ESS TO A FILE(I.E ., WHETHER THIS IS A UNI TREAD/WR ITE, A 
FILER OPERATION, A PROGRAM REQUEST, ETC.), THIS WAS THE ONLY FEASIBLE METHOD. 
THE METHOD CAN BE TRANSFERRED TO SARA WITH MODIFICATIONS TO THE OPERATING 
SYSTEM • . 

OBJECTIVES FOR COMING ~10NTH: 

PERFORM FINAL PROTECTION ON FORTRAN AND PILOT AND WHATEVER ELSE NEEDS 
PROTECTING. 

CRITICAL DEPENDENCIES: 

MUST REel EVE SOURCE TO ALL PROGRAMS TO BE PROTECTED. FOLLOWING THIS, 
PROTECTION HILL REQUIRE AN ADDITIONAL 7 t~AN-HOURS PER DISKETTE OF MY TIlqE. 

SCHEDULE 

MILESTONE DESCRIPTION 
ORIG. 
DATE 

LAST CURRENT 
MONTH'S PLAN 

----------------------------------------------------------------------------- --

-DEPENDS UPON DATE OF RECIEPT OF SOURCE FOR PROGRAMS-
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PROJECT: SSAFE 

PROJECT NO: . E~7 8 

LAST HONTH'S OBJECTIVES : 

APPLE ENGINEERING LAB 
PROJECT REPORT 

HONTH =- HARCH 19 80 

PROJECT LEADER: RANDY WIGGINTON 
OTHER STAFF: 

TO FINISH PROTECTION ON PASCAL .• 

MONTHLY PROGRESS/STATUS : 

FORTRAN PROTECTION WAS COMPLETED AND FOUND TO BE INADEQUATE. A METHOD OF 
PASCAL PROTECTION WAS DISCOVERED • 

OBJECTIVES FOR COMING MONTH: 

UIPLEHENT PASCAL PROTECTION UNDER THE RUN-TIME SYSTEH. 

CRITICAL DEPENDENCIES: 
-NONE-

MILESTONE DESCRIPTION 

PASCAL PROTECTION 

SCHEDULE 

ORIG. 
DATE 

LAST CURREN 
MONTH'S PLAN 

1/15/80 *** 4/15 /1 
*** PASCAL PROTECTION WAS DELAYED 
UNTIL AFTER COMPLETION OF SARA 
BASIC ALPHA RELEASE • 
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To: Jack MacDonald 

From : Randy Wiggint on 

Date : Apri I 9, 1980 

SubJect : Pascal Protec tion Scheme 

The prote cti on scheme for PASCAL is v ery near ly finished and 
this d o cument is to explain the fe atures and ~uirks of t he scheme . 
None of the technical details are discus sed h ere . 

In order to prote c t a program , a si mpl e mod i f i cat i on to th e 
SOUrce program to be pro t ected mus t be made, fo llowe d b y a 
re-compile . This is necessary so that a protected program may be 
run at any time on any system. The feature s of this include being 
able to boot on any system, then run the protected software, then 
returning to the top-le ve l co mm a n d line in the PASCAL system. 
Another advantage of this scheme is that a program, such as PF S, 
which uses all space in memo r y a va ilabl e, could be shipped on a 
run-time system diske tte, but if a user owned a ·language card , 
s/he would ha ve extra space avail abl e to the program. Note that 
Mike Kane will soon be sending out a me mo stating that this is how 
the protection s cheme must work--on any system at any time, 
whether the user has booted on an old SYSTEM. APPLE or a new one. 
This will be a pleasant surprise to e veryone tha t we've already 
allowed for this . How eve r, a di s a dvan tage that s hould be poin ted 
out is that when yet a n o t her r e l ea se of t h e o pera ti n g s ys t em c omes 
out, protec t ed s oftwar e wi ll only run on the ' o l de r ' operat i ng 
system s --th ere is no way that my software can allow for all future 
revisions of the operating system and c ore routines . 

The features of this scheme are : 
-Protection of program-referenc ed dat a files. Note, for 

example, that this scheme will not allow prot ect ion of the 
SYSTEM . LIBR ARY file(as desired for FORTRAN) , because this file 
will be referenced by the PASCAL SYSTEM. LINKER, which is not a 
protected program . How eve r, program s li ~e the Ta x-Plann9r which 
use data files may now prot e ct tho s e files . 

-File s that are prote ct ed may be modified on the fly-i. e ., the 
Tax Pl anner could ma ke changes to some or all of it's files, yet 
they would remain prote cted . No te that files that are pr otected 
may grow in size, bu t only a pre-selected portion of the file will 
remain protecte d . This means that a typical u s er u sin g the filer 
would still be unable to transfer the f i le, but a fairly 
sophisticat e d user could examine the sectors of the fi le that are 
not protect ed. In all likelihood this will not make any 
differ ence to anybody. 

Note that if a u ser hits th e reset ~ey during 
program's execution , s / he will ha ve to re-boot the 
will hang upon Reset) This should be pointed out . 
Just can't have everything. 

_____ r. _._ • .. ___ • _ _ r __ .... . - - --. ~- ......... -_r"-- ." .. 

a protected 
system. (System 
Narketting 
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The documentation on the technical aspe~ts of both this 
protection scheme and the SSAFE scheme for DOS 3 . 2 ~3 . 3 should be 
done soon. Documentation has already been started. but will 
require at least another 3-4 man days to complete . Of course. I 
would expect the technical documentation to be kept somewhere 
fairly secure--protection schemes aren't much use when users know 
the method used. This documentation will be quite essential to 
the person after myself who assumes the responsibility of 
modifying & protecting PASCAL programs. since although the process 
will be fairly straightforward. it will ne ver be brought to the 
level of SSAFE as far as simp licity goes. 



Inter Office Memo 

Date: April 25, 1980 

To: Jack MacDonald 

From: Jim JatcZynSki~ 

Subject: Recommendation for Apple III Machine Readab l e Serial Numb e r 

Storage space for a machine readable serial number has been reserved in the 
Apple III ROM. This memo recommends standards for serial number assignment 
based on the assump tion that future software protection schemes will make use 
of the serial number. 

Recommendations 

[1] The serial number field should be 32 bits wide. 

[2] Each machine s hould have a unique serial number. 

[3] The serial number should be "non-significa nt." Tha t is, it should neither 
have meaning nor be broke n up into meaningful fie lds. 

[4] If more than one manufacturing station or manufacturer i s used, care must 
be taken t o avoid serial number duplication. 

[5] An additional machine t ype field may be desirable, but this should not be 
part of the serial number. The machine type field will not be used for 
software protection. 
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FROM: Pete Sinclair 

TO: Dennis Rieger 
Jim Jatczynski 
John Couch 
Jack MacDonald 
Bruce Daniels 
Dick Zir.lmerman 
Wendell Sander 
Don Bryson 
Barry Yarkoni 

DATE~ 
7 

SUBJECT: Software Protection 

Steve Jobs 
Pat Marriott 
Trip Hawkins 
Taylor Pohlman 
Rob Campbell 
Steve Wozniak 
Mike Kane 

Having just joined the team working on software protection schemes, I 
would like to take this opportunity to summarize my impressions of 
what I see happening in this area. Basically, I beleive that the 
course being taken is leading us toward a cure that is more painful 
than the disease. A number of conflicting goals and restrictions 
have been raised, the combination of such has tended to distort the 
primary issue. I think that we need to lay down a single set of 
goals and restrictions in order to properly evaluate proposed 
solutions. 

Software Protection Goals 

As I see the issue, we actually have three levels of complementary 
goals: 

Primary Goal: 

Secondary Goal: 

Prevent people from using copies of Apple software 
products that they have not rightfully purchased. 

Provide a method for Apple compatible software 
vendors which allows them to protect their 



software from us e by persons who have not 
rightfully purchased it. 

Desireable Goal: Allow users to protect their application s and dat a 
from being pirated by outside individuals. 

The solution chosen to satisfy these goals must adhere to a few 
limitations in order to meet Apple standards as well as satisfy user 
expectations. A few of the major restrictions are as follows: 

1. Users should be abl e to execute protected software which 
t hey have ri gh tfully purchased on any Apple system. 

2. Users need to possess or have access to duplicates of their 
application diskettes in case their diskette is rendered 
unusable for any reason. 

3. Protected software should be made no more difficult to use 
than was the original unprotect e d product. 

4. The protection scheme should not add significanlty to the 
cost of the product «10%). 

While many more restrictions can be created, this basic set should 
cover most of the objections that might come up about any chosen 
solution . 

The first restriction (use on multiple systems) does have two sides. 
If one assumes that purchasing a software product only gives the user 
the ri ght to execute it on a single machine, then this res t riction 
does not apply. I believe, however, tha t our marketplace and 
product s demand that the software be executable on any system as long 
as an Apple produced application diskette is us ed. Multi-terminal 
system manufacturers typically restrict software to running on a 
single machine. But that software is accessa~le from any terminal on 
the machine. Since the Apple concept is to put computers at each 
professional, secretarial, and clerical worker's de sk, it is 
important that purchased software work on any machine that the 
purchasing user chooses to use at the time. As such, I believe that 
it is a fundamental mist ake for us to re strict software execution to 
a single machine. 

Proposed Solution 

After r eviewing the goals and r est rictions above, I have co~e up with 
the fo llowing multi-part recommendation for software protection: 

1. All application disket tes r equiring protection should be 
made uncopyable or very difficult to copy by the average 
user (ave rage user defined as a non-technical professional 

individual). 

2. The above protection technique (or a similar process) should 
be made available to vendors and/or users in order to allow 



them to render their diskettes uncopyable. An operating 
system uti l ity to do this seems to make the most sense here. 

3. If the user's diskette becomes unreadable, then the user 
should be able to exchange the bad diskette for a new one 
at the dealer . Note that the user must turn in the bad 
original diskette in order to obtain a new one. 

4. We should implement a 50% discount on multiple copies of 
software purchased by a user. This discount will discourage 
users from attempting to copy software since multiple copies 
will be more reasonably priced . 

5. If a customer for some reason gives away or loses his or her 
application diskettes, then he or she must repurchase the 
software at the multiple copy discount price. This will 
encourage people to keep better track of their valuable 
software and not lend it out . 

6. Whenever updating, a customer must trade in the old software 
volumes for the new ones . 

7. Each software product should have a unique registration 
number associated with it. This number need only be stamped 
on the diskette and registration card, not encoded in the 
software. Whenever the user wants an update or support, he or 
she must state his or her name and number . Only if the name 
and number given match the registered name and number will 
the update or service be provided. Such a registration 
system will discoura ge customers from even thinking about 
circulating copies of their applications. 

In summary, the plan has three parts: Uncopyable disket tes, multiple 
copy discounts, and unique registration numbers . I beleive that this 
plan will satisfy all of the goals and restrictions pres ented 
earlier. In addition, it can be implemented at much l ower cost and 
with much less effort than can the hardware and/or software key or 
system type identification protection schemes discussed so far. 

Conclusion 

I helieve that we must have some solution for the problem of software 
pirating . But, in reaching a solution, we must not lose sight of 
both our orip,inal goals and the true scope of the probl em . I 
encourap,e you to present feedback on my recommendations, for I 
believe that together we can reach a solution that will satisfy all 
of our need s without overly taxing our resources or putting undue 
burdens on our legitimate customers. 



Inter Office Memo 

Date : June 10, 1980 

To: Distribution 

From: Jim Jatczynski ~ 
Subject: VISICALC III Software Protection 

Please attend a meeting to discuss the above subject on 
June 13, Friday, in the Diablo Conference Room, Bandley 
III, from 1:00 pm to 2:00 pm. 

Distribution : Jack MacDonald 
Bob Etheredge 
Dennis Rieger 
Pete Sinclair 
Randy Wigginton 

J ~~-­
)) tUft frJ~~ 

FYI: John Couch 



Date : 

To: 

From: 

Subject: 

Inter Office Memo 

June 18 , 1980 

Distribution 

Jim Jatczynski ~ 
Summary of Visica1c III Software Protect ion Meeting (6/ 13/80) 

The first part of the attached r eport summarizes t he Visica1 c III 
software protect i on di scussion of June 13, 1980 . 

The second part is an impleme ntation p lan based on th i s discussion. 
Cl ose cooperation between marketing a nd e ngineering will be requir ed 
to carry out this p l an. 

There will be a meet i ng to d i scuss the above subject Friday , June 
20 , at 9:00 am i n the Yosemite Room , Bandl ey III, next t he caf e teria . 

Please note that the contents of the report are Compan y Private . 

Distribution: John Couch 
Bob Eth eredge 
Dick 
Jac 
Pe t e Sin c lair 
Dennis Rie:ger 
Randy l1igg inton 
Steve Wozn i ak 



Apple Computer, Inc. Company Pr iva te 

SUMMARY OF DISCUSSION 

Contractual Obligation l£ Personal Software 

Personal Software is to deliver a complete, executable copy of Visicalc III to 
Apple. Apple then has a thirty-day acceptance period which may be extended if 
Apple rejects the product in its current form. Simultaneously, Apple is to 
carry out a contractual obligation to provide software protection by 
delivering to Personal Software a computer program capable of making copies of 
Visicalc that are reasonably protected from unauthorized copying. The 
contract allots Apple a "reasonable time" after delivery of Visicalc in order 
to fulfill its obligation to provide the protection method. 

The phrase requiring delivery of a computer program to Personal Software 
implies that they wish to retain flexibility as to who actually produces 
copies of Visicalc. However, the nature of the selected protection method may 
make it desirable for Apple t o produce copies for Personal Software. 
Therefore, we might have to modify the contract. 

Protection Methods 

We discussed two copy protection schemes, one developed by Randy Wiggington 
and the other by Steve Wozniak. 

Randy's scheme works as follows: 

[I] Modify selected diskette sectors so that a checksum error will occur if 
the normal disk read routine is used. 

[2] Modify the application prog ram so that it dynamically installs 
modifications in the disk read r outine that allow it to read the altered disk 
sectors. 

Standard copy routines are unabl e to copy pro tected diske ttes because they use 
the normal disk read routine which is unable to read the modified sectors 
without returning an error indicatio n. 

WOZ's scheme is based on the observation that there are four unused bits in 
every disk sector. The standard disk write routines set these bits 
arbitrarily (to O's), and the standard read routines ignore the~. The scheme 
works as follows: 

[I] Modify selected sectors on 
normally unused bits are set to 
sector. 

the protected 
a function f 

diskette so that the four 
of the remaining bits in the 

[2] Modify the application so that during initialization (and at other times 
during execution, if desired) it access one or more of the modified sectors 
and assures itself that the four normally unused bits are correctly set to 
f(remaining bits). It the bits are not set properly, the application aborts 
itself or performs some other appropriate action. 

2 



Apple Computer, Inc. Company Private 

Diskettes protected in this way can be copied using standard copy routines, 
but copied diskettes will not operate properly since the applica tion will find 
that sectors that should have been modified are not. Production copies can be 
made with the standard 16-sector Dysan copy program. 

WOZ proposed a second protection method, but informed me on June '16 that it 
does not work. 

Selected Protection Method 

We determined that WOZ's method is probably easier to implement in the time 
available and easier to maintain in the long run for the following reasons: 

[1] No changes need be made to the l ow level disk routines which are a rather 
esoteric portion of the system. 

[2] The application inte rface to the protection scheme can be implemented 
using one new SOS call. 

[3] The protection scheme is alterable from one application to another by 
changing the function f. 

[4] As long as the disk data format and the 
same, the method is r elatively insensitive 
system and in the applica tion. 

IHPLEHENTATION PLAN 

new SOS protection call 
to other changes in the 

remain the 
operating 

This section identifies the tasks that have to b e performed in order to 
implement the selected protection method for Visicalc III. Dependencies and 
assumptions ar e stated where necessar y, but no schedule is given . 

Tasks: 

[1] Add the following system call to SOS: 

CHECK PROTECTION (input DEVICE NUHBER, 
input SECTOR_ NIDIBER, 
input KEY 

) 

DEVICE NUMBER identifies the device containing the protected diskette . 

SECTOR NIDIBER identifies the sector to be checked as r equired by WOZ' s 
protection method. 

KEY is a bit pattern that will be XORed with the data in the sector as part of 
the process of computing the function f of the sec tor's contents. 

CHECK PROTECTION will r ead the specified sector from the specified device, XOR 
the raw data with the KEY (repeating the key as many times as necessary to XOR 

3 
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Apple Comput e r, I n c . 

all of the data) , XOR the resulting modified data in 
finally compa r e this result to the fo ur normally unused 
f matches the four unused bits, SOS r eturns normally . 
an error. 

Compa ny Private 

four-b it g r oups , and 
bits. If t he value of 

Ot herwise, it r e turns 

We probably want t o doc ume nt this SOS call only in int e rna l d ocuments in order 
to avoid providing c lues for breaking the method. 

[2] Modify the Visicalc sourc e to make SOS CHECK PROTECT ION calls at 
appropriate po ints . In order to do this, we will need a Visicalc release 
diskette, the associa t e d s ource listing , a nd any associated documentation. We 
will need to determine 1) which disk sectors should be mod ified, 2) wh a t KEY 
v a lue should b e assigned, and 3) where SOS protec tio n calls should b e made . 

[3] Translate the modified source i nto object form. Depending on the source 
language , we may n eed help from Personal Software t o do this . 

[4] Hodify the selec ted sectors 
the selected key. This may 
routine. 

on the n ew objec t diske tte in acco r dance with 
r equir e us t o write a modified diskette write 

[5] Return t he protec t e d master diskette t o Personal Software. Assuming they 
can make literal copies of the diskette, inc luding the four normally unused 
bits in each modif i ed sec tor, Apple need not participate further in the 
process. However, if they cannot make lite r al copies, we may need t o modify 
the contract a nd se ll our copying service to them , since t he 16-sector Dysan 
copy routine can make the r e quired copies. 

Alternatively, we could pr oceed as fol l ows: 

[1'] Make the SOS changes desc rib ed in [1]. 

[2'] Provide ex t e rnal documentation of the SOS CHECK PROTECTION c a ll to 
Pe rso na l Sof tware . Require them to 1) se l ect the d isk secto r s t o be modified, 
2) select the KEY, 3) instal l t he SOS CHECK_PROTECT I ON calls as required, and 
4) prov ide a modified object diskette , a lis t of sectors t o be modif ied, and a 
KEY to Apple. 

[3'] Apple modifies the selected s e ctors and returns the modified diskette t o 
Personal Software. 

[4'] Th e same cons ider ations about making production cop i es apply . 

The firs t method i s more a ttuned to the sense of our contrac t in that Apple 
makes all modifications necessa ry to install pr o t ec tion . On the o ther hand, 
the second method i s probably more efficient in tha t Personal Software 
modifies its own software . It also provides an additio nal measure of security 
for Persona l Softwa re in tha t only they know without a n extensive search where 
the SOS protec tion calls a r e installed . 

4 
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ACTION TO BE TAKEN --
First, we need to determine which of the proposed impleme ntatio n methods or 
combination the reof is acceptable to ourselves and Pe rsonal Software , 
particularly b ecause neither adh eres t o the letter of the contrac t •. 

Second, we nee d to schedule the implementation of the method we decide to 
use. 

Finally, we need to do it. 

5 



Date: 

To: 

From: 

Subject: 

Inter Office Memo 

J une 20 , 1 980 

Di stribution 

Tupper Snook 

Results of Di s k Protection Meeting , June 18 

John Couch promi sed that : 

• John Ark l ey will s-safe every DOS p r oduct in t he 
f i rst relea s e of the Catalog . 

II Randy I'li gg i nton wil l p r ovide protec tion on the l eve l 
used for App l e Stellar Invaders for any Pasca l 
programs appearing i n the first Catalog . 

o The dependancy of s - safe on the auto - boot ROM is 
a decision to be made by the Cata l og group. 

• There is no protection available to stop the user 
from steal i ng a program from memory. 

TS : lvh/.S 

Distribut i on : 

A. Agrella 
J . Arkley 
J . Couch 
M. 
J . 

Wigginton 
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